Destination NAT Case Study \é} SANGFOR

INTERNET

Ethl1:2.2.2.2

Server: 192.168.1.3
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Requirement: NGAF deploy as internet gateway. Internal
have a web server. Customer want to release web server

to internet and external user can access web server by
http://2.2.2.2.

Solution: Configure DNAT on NGAF.
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Destination NAT Case Study

Step 1: Define interface, zone and route (omitted).

Edit Physical Interface

Basics

Mame: eth1

Status: © Enabled Disabled
Drescription: Optional

Type: Layer3

Zone: QUL |

Basic Attributes: AN attribute

Systern Upgrade: Tempararily use this inteface for system upgrade (1)

P Pt Link State Detection PAdwanced

IF Assignment: O static

Static IF:

Hext-Hop IP:

Link Bandwidth:  quthaynd 1024
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Edit Physical Interface

Basics

Mame: eth3

Status: © Enabled Disabled
Crazcription: Opticnal

Tupe: Layer3

Zone: LAM

BasicAttributes: AN attribute

System Upgrade: Temporarily uze this interface for system upgrada (1)

1P Pt Link State Detection

IP Aszignment: 0O ctatic

Static IF:

Mext-Hop IP:

Link Bandwidth: mythayngd 1000
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Destination NAT Case Study @ SANGFOR

Step 1.2: Define interface, zone and route (omitted).
Path: Network > Interface

Network ®
| Refresh

Type Interfaces In Use Operation

Layel 2 - NUnE Eun

Layer 2 - MNone Edit

Layer 2 - None Edit

Layer 3 eth0 In use Edit

Layer 3 - None Edit

Layer 3 - None Edit

Layer 3 - None Edit

Layer 3 - MNone Edit

Layer 3 - None Edit

®

Layer 3 - Nane Edit Delet E
Virtual wire = Nane Edit

Virtual wire = Nane Edit

Virtual wire - None Edit

Virtual wire - Nane Edit

Layer 3 eth1 In use Edit

Layer 3 - In use Edit
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@ SANGFOR

Network Address Translation

Step 2: Configure Destination NAT.
Path: Policy > NAT

Add NAT Policy b

FAeoess Intemal Server
Srte A

............................................

i Fublic Zone

: 1 i Inbound Interface
|| g Public Host AR, o @ Intemal Senvers
et \ S — 8
-------------------------------------------- WEAF Dewice
Tywpe: Source NAT [ © Destination HaT ] Bidiractional NAT
Basics
Mame:
Status: © Enabled Dizabled
Description: Cptional
hdowe Ta: Tep
Schedule: All week
Original Data Packet Tranglated Data Packet
ﬁrc Fane: Salact V\( Translate Sre IF To: Untranslated
SrcAddress: Selact T Translate Dst IF To: IP Address
Destination: 0 P Addres: Mebwork Objects | IP Address: Specified IP
Translate Port To: Usually internal semer port
Specified [P m N
Select

\Senrices:

Allow:

o Add ACL policy automatically

Add ACL policy manually
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Sawve and Copy
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