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Preface

About the Manual

Part 1 SANGFOR BBC Software Installation
Part 2 SANGFOR BBC Overall Framework
Part 3 SANGFOR BBC Hardware Deployment
Part 4 Use of SANGFOR BBC Console

Part 5 Instructions on SANGFOR BBC Controlled Terminal Access

%

The manual provides the configuration instructions by taking the SANGFOR BBC V2.5.1
official version as an example. Because different software versions have certain differences in details,
the actual use prevails. The differences in the specific configuration content are illustrated in the

corresponding chapters.

Document Conventions

1. Graphical Interface Format

Text Description Substituted Symbol | Examples
Border + shadow + o
Button ) The “OK” button can be simplified as @
shading
) The menu item “System Settings” can be
Menu item [1 o )
simplified as [System Settings];
Continuous selection of menu Select [System Settings]—>[Interface
H
items and submenu items Configuration]
Options from drop-down box, [] The combo box option “Enable User” can be
radio box and combo box simplified as [Enable User]
Window name [ Click to pop up the [Add User] window.
If the prompt box shows “Saving configuration
succeeded and the configuration modified. Do you
Prompt «“?
need to restart the service to take -effect
immediately?”




The manual also uses a variety of striking symbols to indicate where special attention should be paid

during the operation. The meanings of these symbols are as follows:

A

Note: Keep in mind the precautions in the operation. Improper operation may result in

the settings failure, data loss or device damage.

A

Warning: The notes behind the symbols should be given special attention. Improper

operation may cause personal injury.
.

?
Instructions, tips, knacks: Provide necessary supplement and explanations for the

description of the operation.

Technical Support

Email for user support: tech.support@sangfor.com

Technical Support BBS: http://community.sangfor.com

Company website: www.sangfor.com.cn
Acknowledgments

Thank you for using our products and user manual. If you have any comments or suggestions on our

products or user manual, we would appreciate it if you can give us feedback by phone, forum or email.
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Chapter 1 BBC Device Installation

This chapter mainly covers the hardware installation of the SANGFOR BBC series products. Once

the hardware is installed correctly, you can configure and debug it.
Environmental Requirements

BBC devices can be used in the following conditions.

Input voltage: 110V - 230V
Temperature: 0 - 45°C
Humidity: 5 - 90%

In order to ensure the long-term stable operation of the system, the power supply should have good
grounding measures and dust-proof measures to keep good ventilation and stable indoor temperature under
the operational environment. The product conforms to the design requirements for environmental
protection. The products should be placed, used and scrapped in accordance with relevant national laws

and regulations.

Power Supply

The SANGFOR BBC series are supplied by 110V - 230V AC power. Before turning on the power,

please ensure the good grounding measures.

Product Appearance

Fig. 1 SANGFOR BBC Gateway Panel

%
The picture is for reference only. Please refer to the actual product for the product appearance

of different model.

The interfaces from bottom left to top right are:



USB: For debugging (not available by default)
CONSLE: For debugging
ETHO: Device LAN port
ETH1: Device spare port
ETH2: Device spare port
ETH3: Device spare port
ETHA4: Device spare port

ETHS: Device spare port

%
1. The picture is for reference only. Please refer to the actual product for the product

appearance of different model.

2. The CONSLE port and USB port are for development, testing and debugging only. The end

user needs to log onto the network port through the console.

Configuration & Management

Prior to the BBC configuration, you need to have a computer. Please make sure that the computer’s
web browser can be used normally. Then connect the computer and SANGFOR BBC in the same LAN and

configure the device through the network.
Wiring Method of Devices

Connect the power cable to the back panel and turn on the power switch. The power light (blue) of the

front panel will be on. It indicates that the device is working properly.

Use a standard RJ-45 Ethernet cable to connect the ETHO (the leftmost on the rear panel) to the LAN
and configure the BBC device.



w b

%
When the BBC device works normally, the power light is always on, the hard disk indicator
blinks, and the LINK indicator at the ETHO port is always on.

Chapter 2 BBC Overall Framework

The BBC consists of two categories: the central terminal and the controlled terminal.

The BBC central terminal can be a stand-alone hardware device or run as software in Sangfor aCloud
or VMWare. The BBC central terminal monitors the status of the controlled device and manages the

controlled device.

The BBC controlled terminal refers to devices such as aBos and AC/AF/WANO. The controlled

device connects to the BBC central terminal, reporting the status to the BBC central terminal in real time.

The BBC follows the customer’s requirement of the pre-view and post-management. The BBC
displays the health status, alarms, and load information of all sites so that the administrator can know the
status of the site in time; then provides the remote access the site, allowing the administrator to quickly

process the site fault

Chapter 3 BBC Hardware Deployment



BBC

-

il

The BBC device at the central terminal only supports one-arm deployment. By default, the

deployment does not need any configuration. The LAN port connects to the LAN core switch and needs

port mapping on the front gateway device to map the TCP/UDP 5000 port.

Chapter 4 Use of BBC Console

The Web console interface is used to manage and configure the SANGFOR BBC, and requires the PC

to have access to the management IP configured for the BBC host during the installation.

If the IP address is not manually assigned during the installation, the default IP address is 10.250.0.7.
In this case, you need to connect the physical port of the PC and the port of the BBC host to the same
switch, and then configure an IP address at 10.250.0.x on the PC. Open a browser and enter

https://10.250.0.7 in the address bar. And then the BBC console interface appears as follows:



Branch Business Center

Enter the username and password in the login box, and click the Log in button to log onto the BBC

console for configuration. By default, the username and password are both “admin” (excluding the quotes).

After the login, a prompt about the password change pops up as below.

Message X

Your password has never been changed. Please change it ASAP.

Change Password Cancel

w b

%
The BBC console supports the login and used through browsers such as IE/Firefox/Chrome.

After the login succeeded, the home page of the console is displayed:



With the console [System] - [System Settings], the deployment configuration can be completed. It

includes network configuration, DNS settings, port settings, page settings and security settings.

DNS Server Public BBC Address Customization

IP 192.168.20.141
Netmask 255.255.255.0
Gateway : | 192.168.20.1

v b

%
The BBC only supports one-arm mode deployment, and does not need to configure the

deployment mode but configure the network settings directly.



4.1.1 Network Configuration

[Network Configuration] is used to configure IP, netmask and gateway.

Network DNS Server Public BBC Address Custq

IP : 192.168.20.141
Netmask : 255.255.255.0

Gateway : 192.168.20.1

4.1.2 DNS Settings

Set the DSN server address for the domain name resolution of the device.

Network DNS Server Public BBC Address Customization

Preferred DNS Server : 114.114.114.114

Alternate DNS Server : 8888

4.1.3 Port Settings

[Port Settings] is used to set the listening port of the BBC central terminal. The site device can be
connected to the BBC central terminal through this port. The page is as follows:



Network DNS Server Public BBC Address

Address
Address : 1.1.1.1:5000
®
p
Save
Listening Port
Listening Port : 5000
Save
Address: Set the address for the site to contact the BBC.
Listening port: Set the port to access BBC site users. The default port is 5000.
4.1.4 Page Settings
[Page Settings]: Add a company name to the BBC device for easy identification.
DNS Server Public BBC Address Customization

Company ... sangfor_CTI

4.1.5 Security Settings

[Security Settings] is used to control technicians of the manufacturer to access the BBC background

for troubleshooting. Only by clicking the Open button here, you can log onto the BBC background for



operations through the shell tool.

(%)
[y +]
(]

DNS Server Public BBC Address Customization

4.2. Navigation Bar

The Navigation Bar is at the top of the page, listing the seven main management modules of the

BBC console:

Sangfor Branch Business Center hizs ) Policies Alarms Report System

v" [Home]: Display the BBC site access, including the total number of sites, site distribution and

BBC running status.
v' [Site]: Facilitate the configuration that needs the BBC site access.

v" [VPN]: Display the overview of the site VPN device; configure VPN topology management and
SDWAN intelligent routing.

v' [Policies]: Create the policy template.
v" [Alarms]: Display the alarm information.

4 [Report]: Display the overall trend of alarm problems, the TOPS site alarms, the type
distribution of site alarms, the TOP5 site off-line duration, the TOPS5 site resource utilization, and

the TOP5 site bandwidth busy duration.



v' [Management]: Configure the license key, date and time, administrator, system settings, alarm
settings, backup and recovery, device upgrade, notification mode, internal databases, centralized

management, operational shutdown and restart and to view administrator logs.

The middle page of the [Home] displays the current site access status in a map. Green indicates that the

current site access status is normal; yellow indicates that the current site access has an alarm; red indicates

that the current site is off-line. If there is any inactive site, the number of inactive sites is displayed.

The two sides of the home page are used to display the summary of the BBC site access, including the total
number of sites, the site alarms statistics within 24 hours, the TOP10 sites of the alarm events, the overall
trend of the alarm problems, the real-time abnormal site, the BBC system status, traffic occupancy, and the

total number of devices, distributed cities, on-line users, etc.

[Total number of sites] indicates the total number of current sites and is classified accordance
to different status. The green indicates the total number of health sites. Yellow indicates the
total number of current alarm sites. Red indicates the total number of off-line sites. Gray
indicates the total number of inactive sites.

[Site alarms statistics within 24 hours] indicates the alarm statistics of sites within 24 hours.
[TOP10 sites of the alarm events] keeps statistics of exception error and alarm items of sites
and makes a ranking

[Overall trend of the alarm problems] counts and display trends in the number of alarms
within 24 hours

[Real-time abnormal site] displays the usage of the abnormal site points and makes a ranking.
[BBC System Status] shows the CPU usage, memory usage, and disk usage of the BBC
device.

[Traffic occupancy] counts applications with high traffic occupancy in all sites, and then
performs reasonable traffic control and monitoring.

[Total number of devices] shows the total number of sites

[Distributed cities] corresponds to the cities where the sites are distributed.

[On-line users] shows the statistics of on-line users at all sites



Move the mouse to a different province on the map to check the status of the current site access.

Pahang Sl@1l90@0
Pahang Mabysa 149 L]

Select the province to check the distribution of site access in different cities of the province.

Top Alarm-Giving Si

Select the city to check the distribution of site access in different regions of the city.



Top Alarm-Giving Sites Over Past 24 Hrs

&

[Sites] includes the site overview and virtual machine

Q Virtual Machines

© Refresh @ New Site = More Q

v' [Site overview]: Refers to the usage of each site device and the statistics of device types.

v" [Virtual machine]: To check the status of some VMs in the current central terminal of the BBC

device.

4.2.1.1 Site Overview

4.2.2.1.1. Add Subgroup

= = Aoy & Refresh & New Site = More Q
Malaysia (73
Indonesia (0

& Add subgroup

Name Status Network Dew. | Version Associsted Templ...  Online Use . Bandwidth ... CPU Usage MEM Usage  Disk Usage ~ WMs

EMEA (1)
Fhilippines|

Select = to add the subgroup



Add Subgroup X

Mame :

4.2.2.1.2. Move to Subgroup

o _ — Move
Select the site point to be moved of the group, click to select the group

to be moved, and click [OK].

= Refresh © New Site ‘ = More ‘

—
v Name Status — Move

1
v/ Branchl 0 Inactivated [Sam SOpSt

3 Export

¥ Distribute Configurations

-ﬂ Send Email
W Clear




Move

B = Al
| Malaysia
Indonesia
HK
EMEA

Cancel

4.2.2.1.3. Delete Subgroup

Click and select Delete to delete the subgroup.
C Sites
E All (9 5 Refresh + 3

Malaysia (¥

) Marne
Indonesia (0]

= Hi (o
TSiﬂ'ISI"IETSLIi (Uj ﬂ .\'.'.,dd E:ubgrgup

EMRAEA (1)

Philippines (1)

[# Rename




4.2.2.1.4. Rename Subgroup

Click

and select Rename to rename the subgroup

Sites

B Al @ O Refresh @
Malaysia (T)
IGEELEEEROIE] & Add Subgroup
HEC ()
EMEA (1)

Philippines (1}

¥ Delete

4.2.2.1.5. New Site

%~ Refresh © New Site I Delete = More
Name Status Metwork De... | Version

P Sangfor5 aBOS 9.3.0
Sangford WANO 9.3.0

Select

Associated Templ...

& HQ WANO

Online Use:s

39

67

Sites Virtual Machines

Ba



New Site X

* Name :

* Unit : * v |* ~
\ © New Unit ’ O

* Password Show Password

* Location : China ~ MNone v None ~

* Group : Malaysia A

Remarks :

Auto Deploym...

[Name]: Refer to the name of the site for easy identification

[Site Device]: Select the device type to be accessed such as abos, IAM, AF, WANO, and SSL VPN. Device
name: refers to the access name of the site device for the BBC. Select the associated template: Provide the

policy template for the site device.

[Password]: The access password of the central terminal of BBC sites can be set manually.

[Location]: Refer to the specific location of the site device and displays easily on the map of the home

page.

[Group]: Select the organizational structure to which the site belongs. The organizational structure is

created in 4.2.2.1.1.

[Remarks]: Make remarks or marks for the site



[Auto Deployment]: Deploy the site-related configurations. Click

(D Configure the network: Configure the deployment mode of the site device and network
interface configurations.

Auto Deployment Setup (Sangfor) X

o Set Up Network 2 Change Account Password 3 Confirm Email Delivery Info

7 r

| Senglor WANO Deployment Mode @) Route Mode () Bridge Mode () Single Arm Mode

WAN LAN DMZ
+
Interface : WAN1 w
Connection Method : Use static IP address e
=[P Address :

* Subnet Mask :
* Default Gateway :
* Preferred DMNS Server :

* Alternate DNS Server :

(2 Modify the device password: Configure the password for admin account of the site device.



Auto Deployment Setup (Sangford) X

Set Up Network e Change Account Password 3 Confirm Email Delivery Info

O 1t is better to change initial password to ensure account security.

Username : admin

Password @ | sseesssses Show Password

(3 Confirm the site mail message: the contact and email address of the site device.




Auto Deployment Setup (Sangford) X

Set Up Network 0 Change Account Password e Confirm Email Delivery Info

Sangford_WANO
* Contact : ‘ | ‘

* Email Address :

ﬁ Preview Email

==

Clico preview the pattern of message body to be sent.




Preview Email X

Email Subj... Sangfor WANC(Sangfor WANO) EasyDeployment Wizz

Body :

Dear user, thanks for using Sangfor product.
Follow the steps below to deploy Sangfor appliance:

—
& _~ SANGFOR
-

Guide on Quick WOC Deployment

Stepl
Connect the power port with a power supply cable and press the power button to power on the appliance.

1.Plug er port

supply cable into po

2. Press the power button

Step?2

i 4 dlhm Cmmmfme mmem e m a mmmmemc e saim DT et cniibb mmdeiimele m bl s

After the site is created, check the type of device and version number of the site device, CPU utilization,

bandwidth utilization, and memory utilization.

Sites Virtual Machines

Z Refresh @ NewSite [ Delete = More Q
Name Status Network Device | Version Associated Template Online Users Bandwidth Usa.. = CPU Usage MEM Usage
[ Sangfor5 aBOS 9.30 - 39 | 59 % | 59% 2%
Sangfora WANO 9.30 HQ_WANO &7 [ ] 14% 86 % | 58 %
[ Sangfor3 aB0Os 9.3.0 - 3 n 13% - 73% - 36%
P Sangfor2 aBOsS 9.3.0 - 37 1 4% | 57% 86 %
Sangforl WANO 9.3.0 HQ_WANO a1 | 20% - 33% - 48%

4.2.2.1.6. Batch Import of Sites

Sites Virtual Machines

2 Refresh @ Newsite T Delete = More Q
Name Status Associated Template Online Users Bandwidth Usa.. | CPU Usage MEM Usage wen
b [ ] Sangfers L Import : 39 - 59% - 5% | 2%
Sangford & bport HQ_WAND 67 " 14% 26%  mmm  58%
[ Sangfor3 3 L] 13% - 3% - 36%
b [ Sangfor2 37 | 4% - 7% 26 %
W Clear
Sangforl — HQ_WANO 5] = 0% 3% mem 48%
Appled © Normal WANO 9.3.0 HQ_WANO 8 1 10% 1 3% - 30%
Apple3 © Normal WANO 9.3.0 HQ_WANO 20 = 0% m 14%  m— 100 %
Apple? © Normal WANO 2.3.0 HO WANO 29 — 02% o 79% 2%



X Import
Select

Import Sites

oL Upload RO example file to edit site information. Example File

Mao. Marne Group Status

Select [Download template to complete the site information according to the excel template.

mandatory field

A B c D E F G H J K L M
Device Name
(Mames are
generated
autornatically by
BBC and do not

Site Name* Device Type* edit them.) Virtual Device Password* ContlAMt Email Mation* State* City* County Level 1 Level 2
Device 0 1AM 1AM D admin123456 contlAMs0  xxe@x.com China Guangdong  Sherzhen  Manshan District
aBOS abos_0 vIAMYNGAF
Device_1 1AM Aan_1 admin123456 contlAMs1  xxe@mx.com China Guangdong  Shenzhen Manshan District

aB0s abos_1 VIAMVYNGAF

*is a

Level 3



Import Sites e

oL Upload ORI example file to edit site information. Example File

Mo, Marmne Group Status

+

Drag & Drop to Upload File (xds, *adsx)

ik Cancel

X Upload
After completing the form, click to check the sites of the device to be imported, and click

I@, which means the site import succeeded.

4.2.2.1.7. Batch Export of Sites

' Refresh © New Site W Delete = More Q
Name Status Associated Template Online Users Bandwidth Usa. CPU Usage MEM Usage

[ Sangfors 39 - 59% . 59% | 2%
Sangford HO WANO 67 " 14% 6% - 53%

b [] Sangfor3 E N 12% _— 3% - 6%

b [ | Sangfor2 37 1 4% - 7% 86 %
sangforl HQ_WANO 4 = 20% - 3% - 4%
Appled © Normal WANO 9.30 HQ_WANO g ] 109 1 2% - 30%
Appled © Normal WANG 9.3.0 HQ WAND 20 = 209 [ 14% — 100 %
Apple2 © Nomal WANO 9.2.0 - HQ WANG 29 — 92 % — 9% | 2%

£ Export . . o ) X Import
Select to export all sites. Edit or add sites in batches and then import the



Import Sites e
bbhe branch_infoxls D Imported 9
Mao. Marne Group Status
2 EMEA EMER v
3 Malaysia_146 Mlalaysia L4
4 Malaysia_148 Malaysia v
5 Malaysia_149 Malaysia v
& Malaysia_142 Mlalaysia v
(n]4 Cancel

4.2.2.1.8. Edit Sites
Click = and select Edit Site

|| Name Status

Branchl & Inactivated

4.2.2.1.9. Delete Sites

Select the site to be deleted and click . Click @ to delete the site.



ks Betresh W MNew Sife [ Delete E

Name Status

Branchl & Inactivated

(¢ Edit

¥ Delete

Message

Once the site is deleted, all the Virtual Network Functions will become
unavailable. Meanwhile, all the related configurations and message on
the BBC device will also be deleted. Are you sure you want to delete
the site?

4.2.2.1.10. Distribute Configurations

It is used to distribute the policy template to a site device.

G New Site '@[ Dielete ‘ = More |

Status

3 Inactivate

ﬁ Distribute Configurations

<] Send Email

@ Clear




4.2.2.1.11. Send Email

To send an alarm email, you need to configure the email server first. For details, refer to the
Configuration in 4.2.7.10.

Al IVIACTTIC:

Tﬁ[ Dielete ‘ = More ‘

Status

:  ® Inactivate

Export

Distribute Configurations

Send Email

B A 3} kb il

Clear

.ﬂ Send Email

The BBC administrator selects the site (such as “sangfor”) to send mail, click for the

prompt

& Send email successtully.

The person in charge of the site will receive the following types of mails



Sangfor WANO(Sangfor WANO) EasyDeployment Wizard 5}

From "Sangfor Branch Business Center (BBC)" =dct03@bbc.com>
Time 2017/03/11 16:29:47 (Sat)
To =dcti3@bbe.com:=

Dear user, thanks for using Sangfor product.
Follow the steps below to deploy Sangfor appliance:

-

Guide on Quick WOC Deployment

Step1
Caonnect the power port with a power supply cable and press the power button to power on the appliance.

1.Plug pt

rer supply cable into power port

2. Press the power button

Step2

Connect the Sangfor appliance to a computer via ETHO port with network cable

@;’ SANGFOR [—]F__.i | Q El E“ U

Connect ETHO port to a con pute

4.2.2.1.12. Clear All Sites

It is used to delete the configuration information of all sites.

SANGFOR



Sites

= More |

3 Refresh ° MNew Site @ Delete

i -
| Name Status — Move

+ Branchl -?- Import

.‘!’. Export

ﬁ Distribute Configurations

<] Send Email

M Clear

4.2.2.2.13. View Status of Site Access to BBC

Sites i i
Q Sites Virtual Machines
B & all 4o T Refresh  © NewSite [0 Delete = More Q
Malaysia (6)
. Name Status Network Device | Version Associated Template | Online Users -~ | Bandwidth Usa.. | CPU Usage MEM Usage
Indonesia (6)
HK (8) b Sangfors 2BOS 9.3.0 - 20 — 50% - 59% I 2% | Online Users
EMEATEE) Sangford WANO 230 HQ_WANO 67 . 14% 86%  mmm  58% | Bandwidth Usage
ehilippines (8)
b 7] sangfors aBOS 93.0 - 3 [ 13%  mmmm 73% =W 36% v CPU Usage
b [ | Sangforz 28OS 930 - 37 | 4% - 7% 86% bl MEM Usage
Sangforl WANO 930 HQWANO a - 20% - 23% - 48% Disk Usage
i X i , VMs
Appled © Norma WANO 9.30 HQWANO E ' 0% 1 8% - 0%
i Group
Apple3 o WANO .30 HQWANO 20 = 20% m 149%  m—100%
Outbound Speed
Apple2 © Norma WANO 930 HQWANO 8 — 2% o 70% 2%
Inbound Speed
Applel © Norma WANO 930 HQ_WANO 59 —— 77% mm o 45% @ mmm o 65%
Geo Location
B 1 Amavans Ly B ~one asn a - 21 — T °
aEm

If the site access to BBC succeeded, the status displays details. Click to check the column

information currently hidden on the site page.

Name Status Network Device \ersion Associated Template Online Users Bandwidth Usa..
[ Sangfor3 aBOs 9.3.0 - 39 . 9%
Sangford WAND 9.3.0 HQ WANO 67 [ ] 14 %

Click on the site name such as “Sangfor4” to skip to the Details page and Alarms page of the current site

AC or abos device.



Z Refresh & Edit = Move
all = HK
Sangford sangfor

i 26%

Tsew [Dax

~ Status

-

W AN Optimization

Eandwidth Monitar

-

-

DHCFP Status

-

Systemn Status

EoIP Status

-

o

System

<

Sangfor ¥YPN

o

EoIP

<

WAN Optimization

<

Bandwidth Mgt

o

Firewall

Traffic Reduction Ratio

] 33%
LAN Data: 90 B WAN Data: 60 B
Start Time:  1h5mdg s
System Time:  2018-09-13 11:55:25
User Traffic Ranking
Users Outbound Speed | Inbound Spe... | Bidirectional | App...
192.16.1.3 60 Bps 60 Bps 120 Bps unk.

Acceleration Status

Data Reduction Ratio

before/after Optimization: 0 BAD B

nnections

0.00%

Uptirme: O dayis) & hour{s) 36 minute(s)

Systermn Time: 2015-09-12 08:21:21

Traffic Over Last 1 Minute

Lan Speed: 0.00B/s

0.06

0.04
Eps

4.2.1.2 Virtual Machine

Wan 3

Applicati

CPU Usage

Malaysia-Sembilan

Speed of Last Minute

M Before Optimization: 13 Bps

150

sangfor

Type: After Opti. v

Direction:

soc@xx.com

All v

B After Optimization: 44 Bps

Application Traffic Ranking

App-. | Outbound Speed
Fac.. 259 Bps 230 Bps
Goo.. 341Bps 923 Bps

5.00%

Memory Usage Total: 997 . 50MB/1sed: 511 . 80MB(

B
] 51.31%,
peed: 0.00B/s
Traffic Type:  Optimized >

Inbound Spe...

A

HERLTH

Bidirectional

292 Bps

925 Bps

Direction:

=]
=

REPORTS

all

Users

192.168.1.3

192.168.1.3

admin

Disk Usage(18.83GB)

[Virtual Machine] can check the status of some VMs in the current BBC device on the access

central terminal.



BE A £ Refresh Q
: Malaysia (7)
Indonesia (0 Status Name Physical Device Site CPU Usage MEM Usage Disk Usage Group
HK (@
EMEA (1)
Philippines (1)

[VPN] includes the summary of VPN devices, VPN topology management and SDWAN
intelligent routing.

Summary VPN Topologies SD-WAN Link Policy

4.2.3.1 Summary of VPN Devices

[Summary of VPN Devices] is used to check the status information of VPN tunnels of sites.

Summary VPN Topologies SD-WAN Link Policy
& Refresh | @ VPNTopology | @ Generating certificate Q
Q Status Device Name Role Total Over Past 24... | Latency Inbound ‘Outbound VPN Version Opera...
=]

Malaysia
Indonesia
HK

EMEA

@& VPN Topology
Click to display the current VPN connection of the site device
in a large page format. Blue indicates that the current VPN connection of the access site is
normal. Yellow indicates that the current site has an alarm. Red indicates that the current site
is off-line, and gray indicates that the current site is inactivated.




Home Sites. Policies  Alarms  Report  System """’“‘L CN)
- e

aBOS Amaz... | 2
@ Uninawn0

L. WANO_Ama..

WANO  EE—— 10
. aBOS Amaz... | 2

%, WANO_Chin...

. aBOS Amaz..

dth Distribution
. WANO_Chin... | 2

Devices Giving Alarm in Last 24 Hrs

[Search VPN Device] is used to search for a specified VPN device.

[Alarm Device within 24 hours] displays the alarm information of each VPN device within
24 hours.

[Traffic Occupancy] counts applications with high traffic occupancy in VPN tunnels of all
sites.

[Number of VPN Devices] counts the status of all VPN devices on the whole network.

Click 0 Generating certificate to generate a device certificate for the specified site

device. The certificate authentication is required for creating a VPN topolog

VPN Topologies SD-WAN Link Policy

& Refresh & VPN Topology © Generating certificate Q
Q Status Device Name Role Total Over Past 2... Latency Inbound Outbound VPN Version Operation
e Normal aBOS_Amazon3_v... Peer 2.8 KB 1905 ms 8.1KBEps 6.1 KBps VPN2.1 View
-0 Malaysia
b Alarm aBOS_oppol vW...  HQ and Branch 46 KB 7312 ms 2.9 KBps 6.3 KBps VPN2.1 View
HK
EMEA Normal  WANO_Sangforl HQ and Branch 85 KB 8534 ms 5.3 KBps 4.6 KBps VPN2.1 View
Philippines
Normal aBOS_oppo2_vW... HQ and Branch 5KB 5388 ms 4.3 KBps 4.7 KBps VPNZ.1 View
Normal  aBOS_oppo3 vl HQ and Branch 42KB 3444 ms 2.9 KBps 7.6 KBps VPN2.1 View
After the certificate is generated successfully, a prompt
2 n
L d appears.

Click the site name such as “WANO_Sangforl” to skip to the VPN details page of the current site.



VPN > Summary

Branch-VPN Connection Status

2 Refresh

@ Malaysia 147 WOC

VPN Connections Real-time ¥PN traffic monitoring
Throughput
Inbound Quthound
03D 0 3 00 By B 0SB0 0 o D 8 G 0 08 D D 8 O B O 0. T B8 O 6t 8 By 01 6300
AR e e e D D e s R e D 2 O R B e e N TN R I S Sl n LSO
SEFFFFIFIFIF DI AP TN DN N FrFrFE SFEFFFFFIFIFFFNDITTDTT e
{Localy*—(HQ) * (Local)*—(HQ) *
VPNRHER S
Status Local Peer Total Latency Inbound Qutbeund

@ Down

[Connection to Headquarters Devices] indicates that the device type is a site device. The
following refers to the VPN connection status between the site and headquarters.
[Traffic Status] displays the VPN trend of sending and receiving traffic in the last day. Click

Real-time VPN traffic monitoring
to enable the refresh of real-time traffic trend.

[Details of VPN Tunnel Status] is to check the connection status of the device and all VPN
headquarters devices, including status, sites of tunnel headquarters, delay, and flow rate for
sending and receiving.

Click the option to view the connection information for the site.

View Summary X

Basics
HQ Device Primary Address Secondary Address VPN Ve..,

WANO_China_...  10.10.10.10:10 WPMN2.1

Local Subnets




4.3.2.2 VPN Topology Management
[Add VPN Topology] is used to create a VPN connection topology.

Summary VPN Topo 5 SD-WAN Link Paolicy
i Refresh & VPN Topology € Generating certificate [e}
o} Status Device Name Role Total Over Past 24 Hrs  Latengy Inbound Outbound VPN Version Operation
B & Al Unknown  Malaysia_147_ WOC Peer B B B B View
: Malay:

VPN Topologies

Click to add and configure a VPN topology
(D Fill in the basic information
News VPN Topology =
o Basics 2 SetHQ VPN 3 Select Branch Devices
*Mame :

Description :

Mext

“Connection Name” specifies the VPN topology name.
“Description” describes the topology.

2 Configure the headquarters device



New VPN Topology =

0 Basics e Set HQ WEN 3 Select Branch Devices

HQ Device : | (P Select Devices | Mo device selected yet

Use applied WPM configurations on H device

Authentication Met... Password Based Auth w

Connect-In Metho... ® Use IP addressfdomain name Use WebAgent

* Primary Address .. 0
Secondary Addres...

* Listening Pert : 4009 @
Shared Key :

Local Subnets :

VPN Headquarters Device: Select the VPN topology as the device at the VPN
headquarters.

VPN Headquarters Has Effective Configuration: Check this option. The configuration
of the VPN headquarters directly reads the existing configuration of the device.
Authentication Mode: Select the VPN site authentication mode as the account password
authentication or certificate authentication.

Access Mode: Select the VPN site access by IP or domain name, or by dynamic
webagent;

Primary Access Address: Set the primary access address for the VPN site;

Standby Access Address: Set the standby access address for the VPN site;

VPN Listening Port: Set the listing service port for VPN headquarters;

Shared Key: Set the shared key to VPN site access;

Local Subnet: Set a network segment where the LAN and the LAN port are not directly
connected in the 3-layer LAN of VPN headquarters.

3 Select a site device



New VPN Topology X

Q Basics 0 Set HQ VPN e Select Branch Devices

Mo device selected yet

Devices : | P Select Devices

Delete  Device Name Site Group VPN Version

==

“VPN Site Device”: Select the VPN site device.

A Distribute VPN configurations

Click to distribute the VPN connection configuration
immediately.
m VPN Topologies SD-WAN Link Policy
< Refresh © New VPN Topalogy A Distribute VPN configurations [l Delete
Mame Status HG Device Applicable Units
topology_WANO_Sangforl_1 ® Normal WOC_Sangforl 1
VPMN_aBOS_oppol_ vIWAND ® Alarm aBO5_oppol _vWAND 2
WPN_aBOS_oppo2_vWANO ® Normal aBOS_oppoZ_vIWANO ]
) W Delete )
Click to delete the specified VPN topology.

4.3.2.3 SDWAN Intelligent Routing



Summary VPN Topologies SD-WAN Link Policy

& Refresh © New & Delete #* Push Down Policy (=] LAN Services S Link Type Mgt
Name Connected Devices LAN Services Link Selection Mode Priority Status Move Operation
Default Path Select... Al devices All services Link Load Balancing Lowest Enabled View

@ New . - .
Click to add the policy for SDWAN intelligent routing.

Add Policy =

* Marme :

Connected Dev...| P Select Devices |

LAN Services : | P Select |

Link Selection ..® Preferred Links Link Load Balancing

Branch link: link at the top of the list is preferred. When the top link is busy or down,

the link will be used from teop te bottam.

WRMN Branch Link Mowve

Mo data available. If ne connected device is selected. Please select first.

Link Selection:
1. Link from same ISP is preferred.
2.In both modes, when the preferred link is down, the best-perferming link in the

rernaining links will be used by default.

[8]14 Cancel

Policy Name specifies the policy name.

VPN Device specifies the applicable VPN device.

LAN Service specifies the applicable LAN service.

Routing Mode: Select the routing mode and the specific configuration parameters in the
corresponding line mode.

Flow Control Priority: Select the flow control priority.



. ¥ Push Down Folicy L . ) ) .
Click to distribute the policy for SDWAN intelligent routing

immediately.

=] LAN Services
Click to specify objects for LAN service.

VPN > SD-WAN Link Policy > LAN Services

Z Refresh @ New
Service Name Protocol Description Operation
All services TCP,UDP,ICMP All services View
All TCP services TCcp All TCP services View
Al UDP services uppP All UDP services View
Al ICMP services IcMP AllICMP services View

Link Type Mgt
Click - PR o specify the settings of the route type.

VPN > SD-WAN Link Policy

Z Refresh @ Edit Link Types B Editisp @ cdit Link Types
Q Device Name Site WAN1 WAN2 WAN3 WAN4 Operation
Bl 4 aBOS Sangfor2_..  Sangfor2 - - - - Edit
Malaysia
Indonesia aBOS Sangfor3_..  Sangfor3 - - - - Edit
HK
EMEA WANO_Sangford Sangford - - - - Edit
Philippines
aBOS SangforS_..  SangforS - - = - Edit
WANO_Applel Applel . N - . Edit

4.2 .4 Policies

[New Policy Template] is for the policy configuration and distribution

Z Refresh © New Template Q
Name Status Category Version Applicable Units Creator Time Updated
4 WANOC Policy

HQ_WANG Normal WAND 953 40 admin 2018-00-12

4.2.4.1 Create New Policy



Add New Template X

Creation Method : Create Mew Template Clone Existing Template
Category : @ WANO
* Template Version : | 9.5.3 w

*Mame :

Applicable Unit : 0 WANOC unit (s) selected

Configuration Mode: Creating a new template means creating a brand new template
Template Type: Select the corresponding product for the template

Template Version: Select the template version for the product

Template Name: Name the template

Associated Device: Select the product device to be associated

4.2.4.1 Clone Template from the Existing Template

Add New Template ¢
Creation Meth...  Create Mew Template Clene Existing Template
* Termplate : w
* Mame
Applicable Unit... SESErEIe 0 unit (s) selected

I Cancel

Configuration Mode: Cloning the configuration from an existing template means that you
can clone an identical template configuration from an existing template.

Select Template: Select the template to be cloned

Template Name: Name the template



Associated Device: Select the product device to be associated

4.2.5 Alarms

It can disRlaz the health status of the current site device.

site(s), among which are giving alarms over the last 24 hrs ‘ Alarm Options ‘
Sites Sites Sites Sites Sites
Network alarm Offline alarm Licensing alarm Resources alarm Security alarm
< Refresh Y Filter &% Mark as Read = Mark All as Read Search by Devi..v Q
Status Severity Type Device Name Object Description Start Time Duration Details
data
Y Filter
Click to screen the log information according to conditions.

Severity : |« Critical '+ Failure

it
Type : All v
Time : Last 3 Days hd
Group : All v
4.2.6 Report

To make a statistics of the usage of each site, status of each site device, the overall
trend of alarm problems, the top 5 site alarms, site alarms ranking, the top 5 site off-line
duration, the top 5 site resource utilization, and the top 5 site bandwidth busy duration.



Sangfor Branch Business Center

Home VPN Policies

System

This Menth v & Refresh

Alarms

0. . . . . .
09-01 09-03 03-05 08-07 09-09 09-11

Alarm Distribution

16
5
10 8
5
I o ° 0

o
Metwork alarm Offline alarm Licensing alarm  Resources alarm  Security alarm
Top 5 (Resource Usage) CPU Disk

sangror o N 5%

sternet Explorer

Top Sites By Alarms

Malzysia 142 I 3
Mazysia_145_.. I
Malaysia_147_.... .
Malaysie_146_... — 3

Malaysia_145_ I 3

Top 5 (Longest Offline)

Malaysia_147_ 7h 1min
sangfer_i0C 2h 51min
Malaysia_ 1 48_ 2h 3min
Malaysia_145_ 2h Omin
Malaysia_146_. Th S5min
& © & & & © & & © ©
& & & § & F & &S
o o5 (5 5 'L o » <
N N N 4 @ A

Top 5 Sites by Bandwidth Usage Bandwidth Usage = 70%

This Month w

Click to select the period of the statistics report.

This Month ~

This Marth
This Week

Today

4.2."7 Management

Management includes: the license key, date and time, administrator, system settings, alarm settings,

backup and recovery, administrator logs, shutdown and restart, device upgrade, notification mode, internal

databases and centralized management.



License Key

Purchase license to gain better
after-sale services.

System Settings

Change system settings to cater
to needs of different scenarios.

Tasks and Alarms

Operational logs and system
alarms, references for later
troubleshooting

Delivery Method
Send emails to sites

@
N
®

7

Date and Time

Set date and time, or sync time
with NTP server

Alarm Options
Specify alarm-triggering events,
threshold and delivery method

Shut Down and Restart
Shut Down and Restart

Internal Databases
Manage internal databases

Sub Administrators

Create sub administrator
accounts

System Backup and Restore

Back up logs and system
configuration, and restore
system to factory defaults

Upgrade

Keep your BBC software up to
date to gain better virtualization
experience

Central Management
Set decontrol password

4.2.7.1 License Key

Fill in the license key, device ID and serial number, click [Apply for Free Trial
License Key] to skip to the application page as follows, and then fill in the information
honestly.

Licensing Methods : Online(Trial Edition)
Autherized User :
aBoS ID : TE3BE8-22F0-0FEF-D30-BOC3-BBA4-FTRA-59B5

License Key : 257A-CABS-BZ89-0738-0DB1-E50C-EFE5-19CF

Edit License Key




x
MName:

Mobile Number: *

SMS Passcode:

Company Name: i

Purpose: : Within 200 characters, such as Internet x
activity monitoring

With reasonable and real purpose, it will be
approved earlier.

Please tell us the purpose of free trial.

Referrer

Referrer Phone

With informations of referrer, it will be
approved earlier.

Submit

You can view all authorized devices:

Q 1AM
=& al & Refresh v Select All X Import & Export 0 entries selected Q

R Device Name Site License o f Device Multi-Function License Application SignaturefURL Dat . Software Upgrade License Operation
ndonesia

HiC
EMEA

Philippines

4.2.7.2 Date and Time

4.2.7.2.1. Date and Time
Set date and time in sync with Internet
time



v Sync Time with NTP Server

Server @ poolntp.org

16:59:02

(UTC+08:00) Irkutsk, Beljing

Time Settings|.

Display the current BBC system time. You can modify the system time by clicking |Changd

Date and Time

1 2018~  Sept

Sun Meon Tue Wed Thu

s

Fri

r

Sat

17:00:30

(UTC+08:00) Irkutsk, Beijing

Sync with Local PC

Y

e 4
gt
Cancel

x

Click to synchronize the BBC host time with the time of the computer which is

currently logged in. Click @ to save the new time settings.

After modifying the system date and time settings, you need to log in again.



4.2.7.2.2. Time Synchronization Settings

To set the BBC to synchronize time through the NTP server and select the NTP server from the drop-

down list.

» Sync Time with NTP Server

Server : pool.ntp.erg v

Click to pop up the Synchronize Server Time dialog box immediately. Click @ to
synchronize now. NTP time synchronization requires the BBC to configure the correct DNS and connect to

the Internet normally.

Message %

v Sync Now

4.2.7.3 Administrator

To set the administrator account and password for the device login. The BBC can create the system
administrator and zone administrator. The system administrator can modify the administrator password or
add other administrators. The zone administrator has only the access to the zone, and the super

administrator can maintain all members.



TR ——————————
& Refresh | © New R Delete Q
& gsers a Username Description Group Change Password
+~ System Admin (1)
Sub admin (0) admin admin e

4.2.7.3.1. Add System Administrator
Click Add to create a new administrator, as shown below:

Add Admin Account X

* Name :
* Password : 0,
* Retype Password ...
Role : System Admin v

Description :

Name: Give the administrator a name

Password: Set a login password for the administrator

Retype Password: In order to avoid password input errors, retype the password for
confirmation.

Role: Select the System Administrator

Description: Mark the administrator

4.2.7.3.2. Add Zone Administrator



Settings

=] Al
Malaysia
I Indonesia
=1
i EMEA
i Fhilippines

QK Cancel

Name: Give the administrator a name
Password: Set a login password for the administrator

Retype Password: In order to avoid password input errors, retype the password for

confirmation.
Role: Select the Zone Administrator
Authorization Configuration: Select a controllable site

Username Description Group

admin admin

Change Password

@

By clicking (# to fill in the current account password, you can change the password for the selected

administrator.

Confirm

Enter Your Password to Confirm

oK Cancel




Change Password ®

Mew Password 1 G:}

Retype Password ...

oK Cancel

w b

%
The password cannot contain a username. The password includes at least two
combinations of uppercase letters, lowercase letters, numbers, and special characters.

4.2.7.3.3. Edit User

By clicking on the corresponding user such as “admin”, you can edit the administrator.

Username Description Group Change Password

adrnin admin &
Edit Account e
*Marme @ admin
Fole @ Systern Admin W

Description :

] Cancel




4.2.7.3.4. Delete User

X Delete
By selecting the user to be deleted and clicking , you can delete the administrator but
cannot delete the administrator of the admin.
& Refresh | @ New X Delete Q

B} Users @) Username Description Group Change Password

System Admin (2)

Sub adrmin (0) admin admin =

sangfor admin [E3
Message w

Are you sure to delete the selected account(s)?

ik Cancel

4.3.7.4System Settings

Refer to 4.1 for the network settings and access address settings



MNetwork INS Senver FPublic BBC Address Customization Security

0y g 192.168.20.141

Metmask @ 255.255.255.0

Gateway :  192.168.20.1

4.3.7.5Alarm Setting

Set the alarm events, threshold conditions for triggering alarms and notification mode of alarm
generation.

4.2.7.5.1. Site Alarm Settings

It sets the alarm conditions. If the alarm condition is met, an alarm log is generated. The interface is
as follows:

Alarm Options Alarm Delivery

|#| site Units

| Host CPU usage is above [ 1 %, Lastfor 1 minutev ) Disabled ~
v Host memary usage is above [ 1 % . Last for 1 minutew ) Disabled
¥ Storage usage reaches (1 %) I Disabled «

“Set Alarm Conditions™: To check and set the conditions for alarm generation.



4.2.7.5.2. BBC Alarm Configuration

|| BBC

v BEBC is offline Motify w
v Site is offline Motify v
v License is about to expire Motify v
| Systern CPU usage is above [ 90 9%, Last for 3 minutes ] Notify ~
+| Systern memory usage is abowve [ 90 %, Last for 3 minutes ] Motify ~
v Systern disk usage is above [ 85 %) Notify s

4.2.7.5.3 WANO Alarm Configuration

WANO

v Enable Email Alarm

¥ Resource Health State Disabled «~
v Network State Disabled
v| Security State Disabled
v WAMNO Connection Disabled
| Configuration error occurred Disabled

4.2.7.5.3. Alarm Notification
The alarm notification is used to send an alarm email to the specified email address after the
alarm is generated. Check Send to the Specified Mailbox and fill in the Email.



Alarm Delivery

Send alerts to specified email addresses

Recipient Address ...

L

1%
To send an email, you need to configure the email server first. For details, refer to
4.2.7.10

4.3.7.6 Backup and Recovery
4.2.7.6.1. Backup

Select the lBackup System to Loca]] to back up the BBC configuration to the local.

) systern and policy template configurations will be backed up te this BEC unit at midnight every day. ¥ou may save the configurations to the lacal disk manually.

Back Up System Configuration

4.2.7.6.2. Recovery

Restoring the configuration supports recovery from local backup files and keeps the automatic backup.



) To restore BEC configurations, you will restere those of Virtual Netwerk Function(vINF) as well.

1. Restore from a scheduled backup

2018-09-12 00:00:22 -

2. Restore from a backup on the local disk

Browse...

4.2.7.6.3. Restore Factory Settings
It is used to bring all parameter information of the BBC device to the original state, including
the user, site data, alarm logs, operation logs, and so on.

) 2l the BEC configurations will be restored to factory defaults, such as settings of Administrators, Sites, Tasks and Alarms, etc. Please operate with caution!

Restore to Factory Defaults

4.2.3.1 Administrator Logs

[Operation Logs]: Record the system operation logs and the generated alarms to provide a basis for

subsequent troubleshooting, and configure the logs for policy distribution to the site terminal.



& Refresh
Status Action Start Time End Time Username Node Object Type Object Operation
-] Cormpleted Redirect to device 2018-00-12 16:20:33 2018-09-12 16:20:33 admin (192.200.19.54) 102.168.20.141 Woc EMEA WOC Wiew
(-] Cormpleted Push down EasyDepl... 2018-09-12 16:14:02 2018-00-12 16:14:13 admin (102.200.10.54) 102.168.20.141 Site Site Name: Malaysia_142 Wiew
(-] Completed Push down EasyDepl.. 2018-09-12 16:13:19 2018-08-12 16:13:32 admin (192.200.19.54) 192.168.20.141 Site Site Name: Malaysia_142 Wiew
(-] Completed Export sites 2018-08-12 16:10:36 2018-08-12 16:10:36 admin (192.200.19.54) 192.168.20.141 Site Export sites WView
(-] Completed Export sites 2018-08-12 16:09:54 2018-08-12 16:05:54 admin (192.200.19.54) 192.168.20.141 Site Export sites WView
O Completed Delete group 2018-09-12 15:59:29 2018-09-12 15:59:30 admin (182.200.19.54) 192.168.20.141 Group Group name: TsimShaTsui Wiew
O Completed Add group 2018-09-12 15:58:24 2018-09-12 15:58:24 admin (182.200.19.54) 192.168.20.141 Group Group name: TsimShaTsui Wiew
9 Completed Edit site 2018-09-12 1545:53 2018-09-12 15:45:54 admin (192.200.19.54) 192.168.20.141 Site Site narme: Malaysia 142 Wiew
Q Completed Log in 2018-09-12 09:20:43 - adrmin (192.200.19.54) 192.168.20.141 User adrmin Wiew
(-] Completed Restart 2018-00-12 09:13:12 2018-09-12 09:13:12 admin (192.200.10.54) 192.168.20.141 Branch Business...  Current operating systermn Wiew
« . 2 3 a4 5 6 T 8 15 > »

View
Click to view the detailed logs.

Status : (v} Completed

Action : Export sites

Start Tirme : 2018-09-12 16:10:36
End Time : 2018-09-12 16:10:36
Username : admin (192.200.19.54)
Mode : 192.168.20.141
Object Type @ Site

Chject : Export sites

Description :

4.2.7.7  Shut Down and Restart

The device can be shut down or re-started via the console.

Restart



4.2.7.8 Device Upgrade

4.2.7.8.1 BBC Upgrade

Upgrade the BBC through uploading the upgrade package. If there is a new version, the customer
may upgrade by uploading the upgrade package,

Site Unit Versions

BBC Upgrade Site Unit Upgrade Update Packages

2

o Current Version Upload Update Package 3 ) Perform Upgrade

Current Version : BBC25.1 BL

Upgrade

Click Upgrade to Other Version to load local upgrade package. After upgrade completed, manually
click “Restart Now” to restart the host.

(2]

Q Current Version Upload Update Package 3 | Perform Upgrade

Upload the file

Browse...

Upgrade Cancel

4.2.7.8.2.  Upgrade of Site Device

Upgrade the site device by uploading the upgrade package of the site point to upgrade the site
device.



Site Unit Upgrade Update Packages Site Unit Versions

' Refresh © New Upgrade Schedule

Q
Status Name Schedul... = Upgrade Status Start Date Start Time Enabled;. Description Operation
Use [New Upgrade Schedule] to add an upgrade schedule and fill in
New Upgrade Schedule X

3
o Basics 2 ) Select Unit Specify Update Time
* Name :
* Applicable Devi... v
* Update Packag-.- v
No appropriate update package? Upload Update Package
¥ Prefer to obtain update package from update server
Description :

(O Basic Information
Fill in [Schedule Name] at will without any requirements
Use [Upgrade Object] to select the product required upgrade

Use [Upgrade Package] to select the required upgrade package if there is no New Upgrade

Package in the list to upload required upgrade package
[Description] may be filled in or not



New Upgrade Schedule X
Q Basics e Select Unit {:_3_:} Specify Update Time
Q WOC unit {s) in total: 40, selected: 0 Q
= - Al Device Name Device Type Site Version Associated Te...
: Malaysia
ileress WANO_Sangforl  WANO Sangforl 9.3.0 HQ WAND
HK
— aBOS_AppleS_v..  WANO Apples 9.3.0 HQ_WANOC
Philippines
WANO_KFC1 WANG KFC1 9.3.0 HQ_WANO
aBOS_KFC2_vW... WANO KFC2 9.3.0 HQ_WANOC
aBOS_KFC3_vW... WANO KFC3 9.3.0 HOQ WANO
40in a « 2 3 4 LR

@ Select Upgrade Device

You may select each site at each organizational structure on the left, and site device in each
team is on the right

(3 Execute the Schedule
Select the specific time for device upgrade

New Upgrade Schedule X

Q Basics Q Select Unit e Specify Update Time

System Time: 2018-09-13 15:15:30

Start Date :  2018-09-13 ~ 2018-09-14 i

- .

Start Time : | 00 : 00 to | 23:59

# Enable this schedule

==



v

1%
Note: try to select idle time as far as possible in selection of timing to avoid unnecessary
network outages or failure

4.2.7.8.3.  Management of Upgrade Packages

Use [Add] to upload the upgrade package of site device (.

Upload Update Package

Update F... Browse...

4.2.7.8.4. Site Version Center
Use [Add] to upload the image file of site device (.bbc).



Add Version

*Version Name :

* Installation Package :

4.3.7.8 Notification Method



SMTP Server O Notes

SMTP Server :

Sender Address :

Port : SSL

Authentication required

Username :

Password :

Testing Email Cancel

Server Address or Domain Name: to set the IP address or domain name of mail server
Sender Address: to set the email account that sends alarm logs
(Server) Port: to set the SMTP port of mail server

Username & Password: if the mail server requires authentication, username and password of the

mail account are required to be filled

Click to input a mail address, click Send to send a test mail to the mail address promptly



Testing Email

Recipient Address ..

K Cancel

4.2.7.9 Internal Database

You can find the current version of rule library for each site, as well as the current version of
rule library for the central terminal here.

Q| Filter:  WOC53 v & Refresh . Import

B & Al Device Name Application Signature Database URL Database

Indonesia Sangfor BEC e

EMEA
Philippines

L

?
Note: The version difference between the rule libraries for BBC and controlled terminal will

not hinder the configuration from distributing.

4.2.7.10 Centralized Management Option

It will provide the site devices for unlocked password and temporary pass word, and

enable the site to access the shared key.



Decontrol Password:

Password : Change Password

Retype Passwo...

Decontrol OTP:

Gateway ID : Generate OTP

Decontrol OTP

Shared Key:

Shared Key :

Show Password

5 Access Instruction on BBC Controlled Terminal



4.4 WOC Device Access Central Terminal BBC

The WOC administrator in the site shall login the WOC Control Console, open [System] —
[Centralized Management Configuration], and fill in visit access, port, site password and
branch name provided by BBC administrator in the headquarters, and then he can
successfully access BBC.

Centralized Management Settings

» Status
Status (i)
~ System
» System Joined to central management (Sangfor BEC unit is connected: 192.168.20.141:50007 Remove
» Network
| Join to Central Management (i)
» Routing
BBC IP Address : Test Validity = (@)
» Users -
» Objects N
Device Name : Sync change of local device name as well
» DHCP
Password :
» Syslog & SNMP
» Central Management Shared Key :
» Sangfor VPN
» EolIP
» WAN Optimization H save and Apply

o

Bandwidth Mgt

Firewall

o

o

High Availability

-

Maintenance
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