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Preface

About This Manual

Chapter 1 Introduction to the Sangfor Endpoint Secure
Chapter 2 Endpoint Secure Installation and Deployment
Chapter 3 Initial Login to Sangfor Endpoint Secure Manager
Chapter 4 Installing Agent on Windows client computers
Chapter 5 Appendix

¢

1. This manual uses the Sangfor Endpoint Secure official version 3.2.22.

There are some differences in configurations for different versions.



Document Conventions

Graphical Interface Conventions

Text Description Symbol Example
Border +
Button Shadow + The "OK" button can be simplified to @
Shading
The menu item "System Setup” can be
Menu Item
simplified to System Setup.
Continuously select
Select System Setup— Interface
menu items and —
Configuration.
submenu items
Drop-down list, radio
The check box option "Enable User" can be
box, and check box [1]
simplified to [Enable User].
options
For example, click to pop up the [New
Window name [1] P PoP P

User] window.

Prompt message

33

The prompt box displays "Configuration
saved successfully, the configuration has
been modified. The DLAN service needs to

be restarted to take effect. Restart now?"

Abbreviations:

MGR: The Manager of Endpoint Secure installed on Linux server.

Agent: Endpoint Secure Protect Agent installed on endpoint.

IAM/NGAF/Cyber Command: Sangfor security products.
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Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need

special attention to be paid during the operation:

Convention | Meaning Description

Indicates actions that could cause setting error,
A Caution
loss of data or damage to the device

Warni Indicates actions that could cause injury to
& arning
human body

P Indicates helpful suggestion or supplementary
(y Note
information

Technical Support

For technical support, please contact us through the following:

Email: tech.support@sangfor.com
Hotline: +60 12711 7129 (7511)

Sangfor Community: community.sangfor.com
Sangfor's service provider and service validity period inquiry:

http://community.sangfor.com/plugin.php?id=index:index

Official site: www.sangfor.com

Acknowledgement

Thanks for choosing SANGFOR.

If you have any comments or suggestions on our products or user manual, please feel

free to give us feedback by phone, forum or email, we will be very grateful
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Chapter 1 Introduction to Sangfor Endpoint
Secure

Sangfor Endpoint Secure is a set of endpoint security solutions provided by SANGFOR, which
consists of lightweight endpoint security software (Agent) and a manager (MGR).

The Endpoint Secure Manager supports unified asset management, virus scan and removal,
security and integrity check for endpoints, micro-segmentation, malicious file quarantine and

tracking hot security events across network.

The Endpoint Secure Agent can perform the anti-virus, intrusion prevention, firewall
isolation, data collection and reporting, and fixing. Sangfor Endpoint Secure is also able to
correlate to IAM, NGAF and Platform-X, forming a new generation of security protection

system.

1.1 Major Values

Overall management of endpoint assets: Provide a comprehensive inventory of endpoint
assets on the entire network, including servers and PCs, including name, IP address, MAC
address, operating system, CPU usage, memory usage, group, owner, asset number, asset
location of each endpoint. The asset information on each endpoint is visible and clear and
every security event is responsibility to a specific person, so that security management can

be put in place.

Security and integrity check: Every organization has its own endpoint security and
integrity requirements, especially the integrity requirements for classified protection and the
security requirements for the host. The integrity policy review of endpoint security is
designed according to the host security requirements of the classified protection and the
review of the account, access control, security audit, intrusion prevention, malicious code
prevention and other policies are carried out to meet the host security requirements of the

enterprise to build a classified protection system.

Real-time defense against Ransomware: Ransomware extorts a certain amount of
ransom from the victim by encrypting files. Ransomware attack is becoming more and more
popular and every day, and customers have feedback that they have been attacked. Sangfor

Endpoint Secure can identify different ransomware families accurately. By running
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professional analysis, Endpoint Secure can identify the infection behaviors and encryption
features of various ransomware and effectively scan and remove the latest ransomware to

prevent users from infection.

Active detection of intrusion attacks: Hosts were intruded and infected by ransomware
or mining viruses, most of these intrusions were generated in a form of a weak password
attack by brute-force. Sangfor Endpoint Secure actively detects brute-force attacks and blocks
the IP addresses where attacks are being detected and actively detect of the backdoor files for
Web security targeting attacks.

Proactive detection of intrusion attacks: Endpoints are attacked and infected with
ransomware or mining viruses. Most of the attacks are implemented with the brute force
against the weak passwords. Sangfor Endpoint Secure proactively detects brute-force attacks,
and responds by blocking the attacker IP address. Endpoint Secure will actively detect the
WebShell backdoor files to protect web security.

Rapid response to hot security events: Sangfor Neural-X can provide IOC intelligence for
hot security events through the global security analysis for big data and push the intelligence
data to Endpoint Secure. And it can quickly analyze the network-wide threats based on the
IOC intelligence data, and timely detect and respond to the latest hot security events. It can
analyze the root cause based on the historical behavior data so as to prevent organizations

from breach notification.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2
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Chapter 2 Endpoint Secure Installation and
Deployment

2.1 Endpoint Secure Deployment

Sangfor Endpoint Secure is deployed in customer's network and the Agent is installed on
each endpoint. The Endpoint Secure Manager consists of the software and the hardware. The
software is deployed on Linux servers while the hardware is deployed in core network
through bypass and centrally manages all Agents. Endpoint Secure Agent is installed on each
endpoint. The MGR is linked with the Sangfor Security Cloud through the public network
and each endpoint Agent in the intranet is connected to Endpoint Secure to provide accurate
security information and solutions for the local endpoint users, and encrypt the

communication process data. The deployment is as follows:

The implementation process of the local deployment of Endpoint Secure is as follows:

Step 1 - Download the installation package of agent and install it to the endpoints to be
protected.

Step 2 - The Endpoint Secure Manager sends security policies to endpoints.
Step 3 - The endpoint performs virus scanning.

Step 4 - The endpoint reports the scanning results to the Endpoint Secure Manager.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 3
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Step 5 - The Endpoint Secure Manager reports the scanning results to the Sangfor security

cloud for virus scanning and removal.

Step 6 - Cloud returns the scanning results to the Endpoint Secure Manager.

2.2 Endpoint Secure Manager Deployment

The MGR consists of software and the hardware. This section describes the Endpoint Secure
Manager deployment. For the software, your service provider will deploy it for you when

you purchase Sangfor Endpoint Secure.
2.2.1 Environmental Requirements

Endpoint Secure shall be used in the following environments:

7 Input Voltage: 110V - 230V

I~ Temperature: 0 - 45°C

7~ Humidity: 5 - 90%
To ensure long-term and stable running, please make sure that the power supply is well
grounded, dust-proof measures are taken, working environment is well ventilated and indoor
temperature is stable. Endpoint Secure complies with the design requirements on

environment protection. The placement, usage, and discard of the product should comply

with relevant national laws and regulations where it is applied.
2.2.2 Power Supply

Endpoint Secure works with the power supply of AC 110V to 230V. Ensure that your power

supply is well grounded before you power on.

2.2.3 Product Appearance

Figure 1: SANGFOR Endpoint Secure front panel (take Endpoint Secure-1000-B600 as

an example)

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 4
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%

1. The alarm light (identified as ALARM on the panel) is constantly red light during
its startup. Generally, the red light goes out after one or two minutes, indicating the
startup is normal. If the red light does not go out for a long time, please turn off the
device and wait for 5 minutes before turning it on. If the red light remains on, please
contact the Sangfor Support to determine whether the device is damaged. After the

startup, sometimes the red light will flash, which is normal. A flashing red light

indicates that the device is writing system logs.
2.2.4 Configuration and Management

You need a computer and make sure that the computer's web browser (such as Internet
Explorer 10 or later versions) can run properly, then connect the computer to the eth0 port

of the Endpoint Secure in the same LAN, and configure the device through the network.

The default IP address of the device's eth0 port is 10.251.251.251/24, and the computer logs in
through the HTTPS standard port.

First, launch the browser, and enter in the address bar: https://10.251.251.251. Login page of

Endpoint Secure Manager shows as follows:

<)

Sangfor Endpoint Secure

Username

Password

Word Verification

Log In

Root CA | Agent ( Windows / Linux )

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 5
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Enter your username and password. Click to log into Endpoint Secure Manager for

configuration. The default username and password are: admin/admin.

In order to protect manager security, administrator is prompted to change the default

password after logging in to the Manager.

No controls are required for you to log in to the Manager. Internet Explorer 10 or later

versions, Mozilla Firefox, and Google Chrome are supported for the login.
2.2.5 Network Connection

Connect the eth0 port of the device to the intranet switch (as shown below) with the standard
RJ-45 Ethernet cable, and ensure that the Endpoint Secure device can communicate with the

endpoints in the intranet properly.

Plug the power cable into the rear panel of the device, and then power on. At this time, the
power indicator (green) and alarm indicator (red) in the front panel will be on. The alarm

indicator will go out in one or two minutes, indicating the gateway is working properly.

~

\ ES

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 6
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2.3 Installing Agent on Client Computers
2.3.1 Open Ports

The following are ports used by the endpoints having Endpoint Secure Agent installed to

access Sangfor Endpoint Secure Manager. These ports need to be allowed.

Port Description
443 Used to visit Sangfor Endpoint Secure Manager
8083 Used for inter-process communication (IPC)
54120 Used to stop Endpoint Secure services in emergency and recover
businesses services

2.3.2 Agent Installation

Once the Endpoint Secure Manager is set up, the Agent needs to be installed on the endpoints.
This will enable endpoints to connect with the Endpoint Secure Manager, to realize real-time

protection of endpoints.

Download the installation package of Agent from Sangfor Endpoint Secure Manager.

Installation packages for Linux and Windows operating systems are available. Detailed list is

as follows:
Operating
Operating System Endpoint Type
System Type

WinXPsp3 User Endpoint
Win7 User Endpoint
Win8 User Endpoint
Windows Win8.1 User Endpoint
Win10 User Endpoint

win2003 Server

Win2008 Server

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 7
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Win2008R2 Server
Win2012 Server
Win2016 Server
Win2019 Server
CentOS 5 Server
CentOS 6 Server
CentOS 7 Server

Ubuntu 10.04 Server
Ubuntu 11.04 Server
Ubuntu 12.04 Server
Ubuntu 13.04 Server
Ubuntu 14.04 Server
Linux
Ubuntu 16.04 Server
Debian 6 Server
Debian 7 Server
RHEL 5 Server
RHEL 6 Server
RHEL 7 Server
Suse 12 Server

Oracle Linux Server
CentOS 5 Server
CentOS 6 Server

32-bit Linux
CentOS 7 Server
Ubuntu10.04 Server

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Ubuntu13.04 Server
Ubuntu 16.04 Server
Debian6 Server
RHEL5 Server
Oracle Linux Server

The following describes how to install the endpoint Agent:

Go to System > Client Enforcement to download Agent installer from Sangfor Endpoint

Secure Manager.

@ Sangfor Endpoint Secure Home Endpoint Response System A @ O amin -

System “ Client Enforcement

% Client Enforcement
Agent Installation on Physical Machines
L Update d 3
u Download the instal

@ Correlation

it to a removable storage device like USB fiash drive, copy and install it onto client computers

£ Remote Sites
* Windows Client Computers * Linux Client Computers
J& Administrators

1. Click the 1. Click the butt

2 Licensing

18 System

Or download it directly from Sangfor Endpoint Secure Manager login page.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 9
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Sangfor Endpoint Secure

Username

Password

Word Verification

Log In

Root CA ' Agent ( Windows / Linux )

2.3.2.1 Installing Agent on Windows Client Computers

Network Check: Check whether the communication between client computer and Sangfor
Endpoint Secure Manager is normal. The telnet command used to install the Agent checks

whether they can communicate normally via the ports 443, 8083 and 54120.

Click the Windows button under the Windows Client Computers to download the Agent

installer.

S} edr_installer_152.200.19.114_443 9/20/2019 2:32 PM Application 16,666 KB

Double click the installer to start installation.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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©

Endpoint Secure Agent
Ultimate Security in a Lightweight Client

Destination Folder: C:\Program Files\Sangfor\EDR\agent \

| agree to the Software License Agreement

Select the destination folder, the default is C:\Program Files\Sangfor\EDR\agent by default.

If there is any other anti-virus software on the endpoint, the following information will be

©

prompted, as shown below:

Endpoint Secure Agent
Ultimate Security in a Lightweight Client

Destination Folder: C:\Program Files\Sangfor\EDR\agent |

| agree to the Software License Agreement

Check the option Install in compatibility mode anyway and use Realtime protection
later if necessary, on the above dialog to continue the installation, but this will disable the
real-time file monitor function. It is recommended to uninstall other anti-virus software

before installation.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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Then, click Continue to proceed and installation starts, as shown below:

100101010101030T00NNNN e IE0101001010101010:

Endpoint Secure Agent

Al Engine Learns Automatically to Boost Protection

Downloading

The figure below shows that installation is completed:

Installation finished. Start protecting endpoints now!

Start Protection

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Click Start Protection button to enable protection for the endpoint.

gPI’OtEC“\Qeﬂt ® Sangfor Endpoint Secure has been protecting you for 1 days &= — X

®

Scan completed
Security p

today. No risk
o/' detected. o ARG

9

Virus Scan

thil Protection in Last 30 Days

©

Realtime Protection

=

& Messages
g (8]
@ The antivirus database is upgraded from 20200602180753 version to 20... R
ansomware
Protection
s
o

After the installation, the Agent will automatically connect to Endpoint Secure. Wait for
about 2 minutes, you can see the endpoint status shown as "Online" in Endpoints > Groups

(as shown below) in the Manager.

@ Sangfor Endpoint Secure ome Endpoints Micro-Segmentation Detection tesponse Syster A @ O anmin -
«
Endpoints Groups + New ~ Endpoints (3 aniine / 10 in total)
O inventory > Endpoints No. Endpoint Endpoint Status Grou| 1P Address MAC Address os System CPU Userje System Memo.
Ty P i
s o sl Si EDRSERVER Offfine Ingrouped .. 1 3 CFEO3.A 0%
© Security Protection Lecal Site 1 [ EDRSFRVER i Ungrouf 10.10.10. FE-FC-FE-93-A2. 0% |ee/Total 0
Ungrouped En. 2 J CTI0020 @ Online CT1 offi 192.200.19.69 FE-FC-FE-9C-97. -
Cloffice 3 SANGFOR-PC Offline Ungrouped .. 192.168.19.21  F4-D5-3D-C1-5..  Windows 7 Pr
Office 1 5 Gwsi Agentuni.. Ungrouped .. 20.0.15 00-FF-26 Windows 10 H 0% o Toml 08708

%
1. The following describes different ways to uninstall Agent

1) On the Windows Menu, find and run the Endpoint Secure Agent uninstall

program.

2) In the Control Panel > Programs and Features, choose the Endpoint Secure Agent

and click Uninstall.

3) Find the uninst.exe file under the installation directory (C:\Program

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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Files\Sangfor\EDR\agent), double-click it to start uninstallation and then the
endpoint is removed from the Endpoint Secure Manager after uninstallation.

2. Uninstall Agent directly through Sangfor Endpoint Secure Manager. In the
Endpoints > Groups find and select the endpoint that you want to uninstall Agent
from and then click Uninstall Agent. For details, see the Section 3.3 Endpoints.

3. Agent GUI is only available on the following Windows versions: Windows XP,

Windows 7, Windows 8, Windows 8.1, Windows 10, exclusive of Windows Server.

2.3.2.2 Installing Agent on the Linux Client Computers

B Ubuntu-0002(192.168.19.47) @ Online © QuickScan v | +/ Enable Agent ¥
~ Endpoint Details | Basics
by 002 £
Hardware Ubuntu-0002
Account 192.168.19.47
* Task Info FE-FC-FE-22-89-E1
Applications Ungrouped Endpoints
Listening Ports 3.222.207EN B
0200602180753
2020 1 D
angfor
Method 1:

Run the following command to download the Agent installation pack to the current directory

where wget is located.

1. wget --no-check-certificate https://%mgrdcip%/html/linux edr installer.tar.gz

2. Copy the installer to Linux computers.
3. Decompress the installer with tar -xzvf linux_edr_installer.tar.gz.
4. Execute command ./agent_installer.sh.

5. Wait for installation to complete and the Agent connects to this manager.

¢
1. The manager_info.txt file is used to ensure that the endpoints connect to the

Sangfor Endpoint Secure Manager to keep Agent up-to-date.

2. Uninstallation methods of Agent on Linux: Once the installation is completed, the

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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eps_uninstall.sh script is generated in the bin directory of the installation folder;
run this script to uninstall the Agent.

3. If the file directory cannot be found, use find / -name eps_uninstall.sh to find it.

4. The successful installation of Agent on the Linux client computers requires that

the endpoint can ping the Endpoint Secure Manager successfully.

[root@localhost binl# ./eps_uninstall.sh
start uninstall eps agent

start stop eps_services

uninstall

edr stop success

start clean file

edr agent uninstall success!!

[Warning] Flease reboot your server now.

To improve the performance of the endpoint, it is recommended to install ipset on

the Linux client computer with micro-segmentation enabled.
2.3.2.3 Other Installation Methods

In System> Agent Client Enforcement, you can also install Agent through Redirection
to Agent Installer Download Page, Correlation to Sangfor IAM and Agent

Installation on Virtual Machines

System “ Client Enforcement

% Client Enforcement
2 Undat Agent Installation on Physical Machines
Jpdate
installer, save it to a removable storage device like USB flash drive, copy and install it anto client computers

-—
Redirection to Agent Installer Download Page
Distribute a link to an installer download webpage via email, OA, etc. so that users can be reminded to download and install the Agent
Correlation to Sangfor IAM
Sangfor IAM device redirect users to Agent installer dc ad webpage and remind its users to download and install the Ager
Ol
Agent Installation on Virtual Machines
| Download the installer, install Agent on VM template and then distribute it to virtual mag
R

Redirection to Agent Installer Download Page: Distribute a link to an installer download

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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webpage via email, OA, etc., so that users can be reminded to download and install the Agent.

Redirection to Agent Installer Download Page

Distribute a link to an installer download webpage via email, OA, etc,, so that users can be reminded to d¢

@ Customize title and contents Distribute link to client computers

Enter Title and Contents and Generate a Link:

Endpoint Security Center Installation

Dear members,

To ensure security of all the computers in our organization, we require that Endpoint Security Center
be installed on every computer. Please choose, download and install the right installer. There is no
additional settings needed. Thanks for your support and cooperation.

Save and Generate Link Preview (Title should contain 60 to 400 characters)

Correlation to Sangfor IAM: Let correlated Sangfor IAM to redirect users to Agent installer
webpage. And then Agent is downloaded and installed on endpoints. For detailed

configuration, see Section 3.6.3 Correlation.

Correlation to Sangfor IAM
AC Collapse ~
Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the Agent.
1. Copy and paste the link to Access Management > Advanced > Endpoint Secure Download Redirection on the Sangfor IAM GUI
hitps:7/192.200.19. 114/uifweb_install.php [ Preview
O If this link becomes invalid, generate a new one under Redirection to Agent Installer Download Page.

2. Users are redirected to the above webpage and have to download and install the Agent before being able to access the Intemet

Agent Installation on Virtual Machines: Download the installer, install Agent on VM

template and then distribute it to virtual machines as VM image updates.

[~ =] Agent Installation on Virtual Machines
+
] Download the installer, install Agent on VM template and then distribute it to virtual machines as VM image updates.

1. Create a virtual machine, copy, paste and install the Agent on the virtual machine.

O Installation package name contains server IP address and therefore cannot be changed.

2. Export the virtual machine as template file (.ova, .ovf, wma, etc.)

3. Import the template into virtualization management platform and deploy virtual machines with it.

v
Endpoint Secure requires signature database update by connecting to Internet. In
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order to obtain timely and effective protection, please make sure that MGR and

Agent can connect to the Internet and the following servers:
auth.sangfor.com.cn

upd.sangfor.com.cn

download.sangfor.com.cn

analysis.sangfor.com.cn

clt.sangfor.com.cn
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Chapter 3 Initial Login to Sangfor Endpoint
Secure Manager

3.1 Logging into Endpoint Secure Manager

Sangfor Endpoint Secure Manager provides web-based administration through standard
HTTPS port. The default login URL is https://EDR_IP. (EDR_IP is the IP address of the Linux

server where the Endpoint Secure Manager is installed)

Open a browser, enter default Endpoint Secure Manager address and port into the address

bar and then press the Enter key. A security prompt appears, as shown below:

'31 There is a problem with this website's security certificate.
N

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and de not continue to this website.
@ Click here to close this webpage.

%Y Continue to this website (not recommended).

= Maore information

Click Continue to this website as shown below:
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Sangfor Endpoint Secure

Username

Password

Word Verification

Log In

Root CA | Agent ( Windows / Linux )

Enter the username and password, click the Log In button to log in to the Endpoint Secure

Manager. The default username and password are admin.

The initial login does not need to install any ActiveX controls. Administrators can use IE9 or

later, Firefox or Chrome to visit Sangfor Endpoint Secure Manager.

3.2 Home

You can check summary and status in Home page after logging in to the Endpoint Secure
Manager. This page provides the administrator the following information, Endpoints,
Pending Events, Victim Endpoints, Security Events, Global Hot Events and

Correlated Response.

It also shows other information like the duration that the Endpoint Secure Manager has been

running, the Software Version, Anti-virus Database version and so on.
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Endpoints: This section provides the overview of the total number of connected endpoints,
number of endpoints in different states (online, offline) and different endpoint types (server,

PC) and detection and response in the last 7 days.

Pending Events

{3 0/0 ﬁ 0/0 Q O;o

Ransomware / Endpoints Brute-Force Attacks / Bots / Endpoints
Endpoints

0/0 93X5

WebShell Backdoors / Risk: High / Endpoints
Endpoints

Pending Events: This section shows the number of unsolved security events such as
Ransomware, Brute-force attack, WebShell backdoor and the number of victim endpoints.

Click on the number to redirect to the Response and for details.

Ransomware Protection

Ransomware Protection 33 0
Modules 6
y wWar -
J,' ¥ Ransomware Defenses
- 0 & 0

[+] Response Mechanisms

Ransomware Protection: Presentation of the introduction of the ransomware protection
system and EDR, how many ransomware viruses were detected by ES agent in the last 7 days,
how many suspicious ransomware activities were organized through ransomware bait, and
how many untrusted processes were intercepted through server hardening (unknown
Process) operation, and at the same time through the brute force prevention function to help

customers block the number of brute force attacks.

The ransomware defense system introduces the protection methods and functions of ES in
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each stage of prevention, protection, detection and response, and at the same time informs
the customer of the current configuration and guides the customer to enable and configure

the function.

Sangfor Ransomware Protection (Last 7 Days)

Ve \
\ @ Fixed Ransomware : 33 Block nsomware Attacks : 0
=

Blocked Operations from Unknown es: 0 Blocked Brute-Force Attacks: 0

& Ransomware Protection Modules + Ransomware Defenses ¥ Response Mechanisms
Vulnerability Scan and Patch Integrity Check View Sangfor Engine Zero ON
Scan for and patch vulnerabilities (e.g. Identify endpoint weaknesses according to Al-based Sangfor Engine Zero generalizes
EternalBlue) to prevent exploits that allow account policy, access control policy, security ransomware signatures to detect, analyze and
ransomware to attack and spread to audit policy, history information protection find solutions for unknown ransomware
endpoints. policy, intrusion prevention, and malicious variants.

o code prevention.
o
Micro-Segmentation ON

Dynamically create a secure perimeter with
innovative micro-segmentation technology to
prevent lateral movement and further spread
of ransomware.

Learn More > >

Ransomware Protection Modules: includes vulnerability detection and patch repair,
security baseline inspection, Sangfor Engine Zero artificial intelligence engine protection
against unknown ransomware virus, and micro segmentation. Green indicates that the
function is turned on, and a yellow button indicates that the function is not turned on. Click

the yellow button to jump to the policy configuration page to configure.
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Sangfor Ransomware Protection (Last 7 Days)

Fixed Ransomware : 33

Blocked Operations from Unk

Blocked Ransomware
own Pr : 0

#~ Ransomware Protection Modules

+ Proactive Protection

Realtime File System Enabled

Protection

Monitor new files and processes on
endpoints in real time, and prevent
ransomware infection via phishing and spear-
phishing attacks.

+ Enhanced Server Protection

Trusted Process Protection m

Specify trusted processes to run on servers
with stable and fixed businesses to stop

* Ransomware Defenses

Ransomware Honeypot Enabled

Plant decoy files in critical directories based
on ransomware characteristics, and monitor
for file encryption in those directories to
quickly track and remove ransomware and
prevent further spread and encryption.

Directory Protection Enabled

Set access control for critical directories, and
only allow specified processes to edit these

¥  Response Mechanisms

Brute-Force Attack Enabled

Protection

Monitor behaviors that indicate brute-force
attack, and block an attacker’ s IP address

automatically once it is detected to protect
endpoint accounts from being cracked.

Learn More > >
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Ransomware Defenses: includes real-time file system protection to prevent ransomware

from landing and running, ransomware honeypot to prevent further encryption of

ransomware, Bruce force attack protection, trusted process protection, and directory

protection. Green indicates that the function is turned on, and a yellow button indicates that

the function is not turned on. Click the yellow button to jump to the policy configuration

page to configure.

Fixed Ransomware : 0

)

~ Ransomware Protection Modules

Ransomware Detection and
Removal

Make virus scanning more accurate and
efficient using a multi-dimensional,
lightweight detection framework integrated
with Sangfor Engine Zero, Gene Analytic
Engine, Behavioral Analytic Engine, Cloud-
Based Engine, and Sangfor In-Depth Analysis
Engine.

Threat Tracking

Track and analyze threats network wide,
respond to the latest securitv events based

Sangfor Ransomware Protection (Last 7 Days)

Blocked Ransomware Attacks: 0
Blocked Operations from Unknown Processes : 0

+ Ransomware Defenses

Endpoint Isolation

Isolate ransomware-infected endpoints with
one click to prevent further spread.

Decryption Tools

Get decryption tools for GandCrab, CryptON,
Planetarv and an increasina number of other

Blocked Brute-Force Attacks : 0

® Response Mechanisms

Security Integration Across

Cloud-Network-Endpoint

Integrate with cloud and network security
devices to build a comprehensive defense
system covering the cloud, perimeter and
endpoints, share threat intelligence in real
time, and enable coordinated detection and
response for ransomware threats.

Sangfor Security Wiki

Get detailed information on static and
dvnamic virus behavior analvsis. threat

Learn More >>

Response Mechanism: including ransomware detection and removal, endpoint isolation,

security integration across cloud-network-endpoint, threat tracking, and known decryption

tools for ransomware. Encyclopedia of ransomware threat analysis.

Victim Endpoints

* Victim Endpoint Distribution

6

Endpoints

* Top 5 Victim Endpoints @

B Compromised |
Critical 0
- k SANGFOR (192.16.

Suspicious

W Secure 5

Last 7 days ~

View Details >

W Total Events @8 Pending Events.

Victim Endpoint Distribution: This section shows the total number of local endpoints and

the number of compromised, critical, suspicious and secure endpoints separately. Click to
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redirect to Threat Response in Response for details.

Top 5 Victim Endpoints: This section lists the top 5 endpoints ranked by discovered and

pending threats. Click View Details to redirect to Threat Response in Response.

Security Events Malware

+ Malware Detections * Malware DetectedTOPS

Malware Detections: This section displays statistics on the number of malware detected in

the last 7 days, 30 days and 90 days, including ransomware, Trojan and malware.

Top 5 Malware Detected This section lists the five most common viruses detected on the

endpoints. Click on View Details to view details.

Malware Brute-Force Attacks NebShe

fus]
T

+ Malware DetectedTOPS

Trojan.Win32.Save.a S — 128
Trojan.Win32.Raa .  CHES 17

Austr. Para-784 ]- 10
Backdoor/PHP.We |- 10

VirTool/PowerShel... I- 10

0 20 40 60 80 100 120 140

B Events Victim Endpoints

You can choose to view "Brute-force attack" and "WebShell backdoor

days.

Last 7 days ~

View Details >

" in the last 7, 30 or 90
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Global Hot Events

Occurred Not occurred

Global Hot Events: This section shows the hottest and most threatening security events

globally and occurrence on endpoints across the network.

Last 7 days ~

Correlated Response

Zyber Command : 2 NGAF : 1 Platform-X : 1
IAM: 0 Go

{fli)

Correlated Response: Endpoint Secure can be correlated to Security Intelligence Platform
(Cyber Command), Next Generation Application Firewall (NGAF), Internet Access
Management (IAM), and Platform-X. This section shows the correlation status between the

Endpoint Secure and these products and distributed policies.
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3.3 Endpoints
3.3.1 Managing Endpoint Groups

Endpoint group is used to group and manage endpoints and facilitates configuring security

policies for endpoints.

Endpoints « Groups + New * Endpoints (5 online / 11 in total)
O wentory > B Endpoints No. Endpoint Endpoint St Group PAddress  MAC Address 05 System CPU Usazje System Memo..
1@ Security Protection B Local Site 1 [ EDRSERVER Offline Ungrouped . 1010103 Fe-FC-FE-93.A2 b | irroml 08 0 s
Ungrouped n J CTiooz0 ®onine  CTioffice 1922001959 FE-FC-FE-9C-97.. Wi - 1
Tl office 2 SANGFOR-PC Offline Ungrouped ... 1921681921 E4-D5-3D-C1-5.. Windo % eedric
Office 1 4 @ms ® Oniine Ungrouped .. 2007 00-FF-2E-AO-AE H. == 108 e 55 ¢
5 @kve Offfne  Clioffice 192168113  FE-FCFEA2B2.. Windows 7 Pr
J DESKTGP-EADCHNU offine Ungrouped .. 2006 00-FF-FA-E8-FF. ok
ABC-PC @ Online Ungrouped 192.168.11.44  FE-FC-FE-BD-52.
8 J ABC-PC Offline Ungrouped 172.16.1.1 FE-FC-FE-3A-94., Windo
SIVATESTINGO002 Agent uni. Ungrouped 192.168.19.10  FE-FC-FE-4F-B2-
10 USER-PC @ Online Ungrouped 10.251.251.2. FE-FC-FE-15-A3. Windows 7 UL

Groups is used to manage the connected endpoints by grouping. It displays some basic
information of the endpoints, including endpoint status, group, IP address, MAC address,
operating system, CPU usage, disk usage, owner, asset number and asset location. You can
click the ellipsis (...) in the upper right of the above image to check the item you want to
display.

When the Agent is installed on endpoint and can communicate with the Endpoint Secure
Manager, the endpoint will automatically go online and appear in the All Endpoints list in

Endpoints > Groups.

Click New button, a drop-down menu pops up as shown blown:

Endpoints « Groups + New 4
Group name + e
¥ Import
Invento > Endpoints
- v - : o Export
@ Security Protection [ Local Sit Wl Auto Grouping

Ungrouped En...

CTI office

Click New to add a new endpoint group.
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Add Group X

Group Name :

Added To Group : -

Auto Grouping : ‘

This will add newly-added endpoints to the specified group
¥ oW } following IP addresses. Mo entries
should have IP address overlapping

YN an

(D

16 more entries allowed

Group Name: Specifies the name of the group.

Auto Grouping: Click the icon ®  to enable this function and then configure the IP range.
When the IP address of an online endpoint belongs to the specified IP range, the endpoint

will be automatically assigned to the specified group.
After the configuration is done, click OK to submit.

Click Import to import Excel file with the information of endpoints onto Endpoint Secure

Manager.

Import bd
File : Browse...
Example File

Groups : © Retain unchanged and existing objects take higher priority
Retain unchanged but imported objects take higher prionty

Overwrite existing groups and auto-group imported objects

It is recommended to download sample file, as shown below:
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A E C D
Group Name A Upper-level Group ‘Auto—grouping IP Range " Status
Example 1 Local Site 192.168.0.1-192.168.0.255;192.168.1.1-192.168.1.255 Disabled
Example 2 Example 1 192.168.2.1;192.168.3.1/16;192.168.4.1/255.255.255.0 Enabled
Example 3 Example 2

Fill in the information of endpoints according to the downloaded example file and save it,

then click Import and upload it to Endpoint Secure server, then click OK to submit.

Click Export to export all the current endpoints listed on the Endpoint Secure server to an

Excel file.

You can choose to export groups or endpoints. To export groups, choose Groups as Object,

as shown below.
Export X

Object : © Groups Endpoints

Export all the following endpeint groups under the Local Site.

MNo. Group Name Added To Group IP Address/Range  Status
1 Iss_1 Local Site 192,168.2.3-192.168.23 ®
2 Iss_1_3 lss_1
3 Iss_1.1_2 lss_1_3
4 Iss_1.1.1.2 lss_1_1_2

To export endpoints, choose Endpoints as Object, as shown in the figure below. Then choose

the group to export the endpoints in it.
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Export

Object :

Available

Groups

= B All Endpoints

B

Local Site

- R test

(o] Endpoints

No.

Name  Type

Selected 0 selected Clear

Name Operation

%)
i)
i)
sl

The exported Excel information is shown as below:

8 out of 8 entry(s) matching criteria has(ve) been exported.

Endpoint Information

Result
Name [status [site Group 1P Address MAC address los | Time Person in Charge |AssetNo. |iocation E-mail Address
DESKTOP-CRMIQBV-cly  [Online Local Site Ungrouped Endpoint Group [10.122.29.42 FEFCFEB0-86-86 | Windows 10364 20190116 16:08:23
oc online Local Site Ungrouped Endpoint Group [200.200.18.041  [40-6D-5C-08-8662 | Windows 7 x64 2015-01-15 16:08:25
SANGFOR-RIADZTU offine Local site Ungrouped Endpoint Group [10.62.6.47 FEFCFES3.6330  |Windows Server 2003 x64 [2019-01-16 16:08:27
2md Disabled Local site Ungrouped Endpoint Group (20020018143 |FC-AAL4-A6-F7-CL | Windows 764 2019-01-15 16:08:37
SANGFOR-PC offline Local site Ungrouped Endpoint Group (20020018146 [EO-DS-SES4-E6-82 | Windows 7x64 20150116 160837 a1 1316421532
$C201810140901 Disabled Local Site Ungrouped Endpoint Group [200.200.12035  |18-31-BF-AF78-73 | Windows 7x64 2019.01-16 20:49.07
SANGFORPC Disabled Local site Ungrouped Endpoint Group (20020018142 [EO-DS-SE-A-CS-B8 | Windows 764 2019.01-17 09:08:31
ay online Local site Ungrouped Endpoint Group [200200.18.144  |40-80-5C-DS-C8-96 | Windows 754 20190213 100923 |cly |shenzhen

To use auto grouping,

click New > Auto Grouping, the following page pops up:

Auto Grouping

+ New

No.

Group Name
Iss_1
zlj-test

lss_1.1.1.1.1

[P Addresses

192.168.2.3-192.168.2.3

200.200.120.0-200.200.120.80

192.168.2.30-192.168.2.56

X

Status Operation

® Edit | Delete

" Edit | Delete

L Edit | Delete

Close

Auto grouping enables newly added endpoints that own any of the specified IP addresses to

the specified group. Specified IP ranges should not overlap with each other. You can add a

new group, or enable, disable, edit or delete an existing group.
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The endpoints with corresponding IP addresses are automatically identified and added to the

corresponding group.

Endpoints (5 online 7 11 in total)

- # Send Message () Refresh Endpoint Type ¥ | EndpointStatus ¥  Name, IP address
No. Endpoint Endpoint Status Group IP Address MAC Address os System CPU Usa;;e System Memo... .o
1 EDRSERVER Offline Ungrouped 10.10.10.3 FE-FC-FE-93-A2 Windows Serv 0% 0%
a ) . N ) ) Used/Total 0B/ 0 B

C i -FC-FE-9C- i 5 7. Pr. - 77.43%
2 CTI0020 @ Online CTl office 192.200.19.69 FE-FC-FE-9C-97... Windows7 Pr.. @ 13% Used/Total 6.2 GB / 8 GB

0%

S . T A , -
3 SANGFOR-PC Offline Ungrouped ... 192.168.19.21 E4-D5-3D-C1-5... Windows 7 Pr... 0% Used/Total 0B/ 0 B
A . ; ; — 73.8%
4 MSI ® Online Ungrouped ... 2.0.0.7 00-FF-2E-A0-AE... Windows 10 H... == 19% Used/Total 5.8 GB / 7.8 .
5 KY-PC Offline CTI office 192.168.11.3 FE-FC-FE-A2-B2 Windows 7 Pr. 0% v
- 1Re N Used/Total 0B /0B
are . . 0%
- ) -FF- - | A ws 1
6 DESKTOP-ESDCHNU Offline Ungrouped ...  2.0.0.6 00-FF-FA-E8-FB Windows 10 H. 0% Used/Total 0B /0 B
7 ABC-PC ® Online Ungrouped .. 192.168.11.44 FE-FC-FE-BD-52.. Windows 7 Pr.. 4 4% 5 7.92%
SR N Used/Total 648.6 MB / 8...
8 ABC-PC Offli u d 172.16.1.1 FE-FC-FE-3A-94. Windows 7 Pr. 0% 0%
ine ngrouped ... .16.1. Indows 7 Fr... lised/Total DR /O R

Click on endpoint name to view the details of the endpoint, as shown in the figure above.

E @ online O QuickScan v v/ Enable Agent ¥
* Endpoint Details | Basics

Basics CTI0020 £

Hardware ¢ CT10020

Account 192.200.19.69, 169.254.37.149
» Task Info FE-FC-FE-9C-97-1A, 02-00-4C-4F-4F-50

Applications CTl office

Listening Ports 3.2.22.207 EN_B

20200609200811
2020-06-12 15:53:19
2020-06-10 09:20:14

cT

Basic: It displays basic information of endpoint, such as endpoint name, hostname, status, IP
address, MAC address and operating system, which are reported by the Agent installed on
the endpoint.

Others: It displays version of Agent and anti-virus database (used to check whether they are
the same as the current version of Endpoint Secure Manager and anti-virus database) and
last login time and last online user.

2

Remarks: To edit asset owner information, click on the icon to enter the following page:
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Edit Remarks X

Owner :

Email Address :

Phone Number :
Asset Number :

Location :

Staff No. :

You can enable, disable, uninstall and remove the Agent on endpoints through the Sangfor

Endpoint Secure Manager, as shown below:

Groups 4 New ~ All Endpoints (& online / 21 in total)

= Move To +/ Enable Agent = 4 send Message () Refresh

. Disable Agent

[=} & All Endpoints B No End ® & Group IP Address M
@ Restart Agent

[=] B Local Site . 22,2947

1 4 @ Uninstall Agent e Ungrouped End... 10.122.29.42 FE

2 J[ X Remove dled  zlj-test 200.200.12... 18

[hss 1 3 1 PC ® Online  Ungrouped End...  200.200.18... 40

ol a C ANISZCAD L o T T B | 1M s AT rr

Enable Agent: By clicking this, you can enable Agent again to re-protect endpoints if it is
disabled.

Disable Agent: By clicking this, you can disable Agent for troubleshooting when endpoint

encounters error.

Uninstall Agent: When the endpoint does not need Endpoint Secure to provide security
protection, you can uninstall the Agent from it. The used licenses will not be released after

the uninstallation operation.

Remove: Click Remove to remove the endpoint that has Agent uninstalled from the All

Endpoints list on Sangfor Endpoint Secure Manager and the used licenses will be released.

By clicking Send Message, you can send message to Windows client computers (Windows
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XP, 7, 8.1, 10) through Sangfor Endpoint Secure Manager.

Send Message X
*To@ All online endpoints @ Specified online endpoints
*Contents : hello

To: Select the endpoints that you want to send message to. You can select all online hosts or

specified online hosts.
Contents: Specify message contents.

Click OK to save and send the message. The message received by the endpoint is as shown

© Messages X

& Admin Message:

below:

hello
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On the endpoint, click OK or click on the icon in the upper right corner of the window to

close the message. After you close the message, a small red dot will appear, as shown

below:
gProﬁectAgent ® Sangfor Endpoint Secure has been protecting you for 1 days & = = 33
ﬁ Scan completed . e
Security P today. No risk Realtime Protection:
7 ON
// detected. o : o

9

Virus Scan

thl Protection in Last 30 Days

©

Realtime Protection

S|

& Messages
E 5]
@ The antivirus database is upgraded from 20200602180753 version to 20...
Ransomware
Protection
~
L~
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Click Admin Notification to view all the messages.

'S’ Notification
Admin Notification System Message

2, admin: hello

1. All the online endpoints need to be added to the custom group, and shall not be

added to Ungrouped Endpoint, otherwise the micro-segmentation policy cannot be

applied.
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Click the endpoint name to view detailed information of the endpoint. Endpoint details

include "Endpoint Details", "Task Info", "Applications" and "Listening Ports".

B WIN-PELAGTBTU2Y(10.62.23.22) offline [+ ] - +/ Enable Agent

= Endpoint Details | Basics The endpoint is offline.

Basics WIN-PELAGTBTUZV &

Hardware WIN-PELAGTBTU2YV
Account 10.62.23.22

» Task Infa FE-FC-FE-BF-3F-E0
Applications FSLERRE
Listening Ports 3.2.22.161EN_B

20200523042958
2020-05-23 23:42:24
2020-05-18 08:50:39

Administrator

The right side of the Endpoint name on the details page is the common operations on the

current terminal. The details of the common operations are as follows:

[Vulnerability Scan]: A quick entry for vulnerability scanning. You can click this to

perform system vulnerability detection on the current endpoint.

[Quick Scan], [Full Scan]: A quick entry of virus scan. You can choose to perform quick

virus scan or full virus scan on the current Endpoint.

[Enable Agent], [Disable Agent], [Restart Agent], Uninstall Agent], [Delete] When
the installed Agent is found abnormal, you can disable, or uninstall it from the manager.
When you need to reduce the number of the licensed Agent number, uninstall Agent first,

and remove the endpoint with Agent uninstalled from the manager.

[Send Message] You can send message to the endpoint from the Endpoint Secure Manager

platform and then that endpoint receives the notification.
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[Endpoint Details] include [Basics], [Hardware] and [Account], asshown in the figure

below:
* Endpoint Details | Basics
Basics Endpoint: WIN-PELAGTBTUZY &
Hardware Hostname: WIN-PELAG1BTU2V
Account IPv4 Address: 1062.23.22
» Task Info MAC Address: FE-FC-FE-BF-3F-EO
Applications Group: FOESER
Listening Ports Agent Version: 3.2.22.161 EN_B
Anti-Virus Database: 20200523042958
Last Connected: 2020-05-23 23:42:24
Last Login: 2020-05-18 08:50:32
Last Online User: Administrator

| System Information

0OS: Windows Server 2008 R2 Standard x64
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[Basics] includes [Basics], [System Information], and [Others] of the endpoint.

Among them, [Basics] includes the endpoint name, hostname, IP address and other

information, as shown below:

| Basics
WIN-PELAG1BTU2Y &

WIN-PELAGBTBTUZY

Administrator

[System Information] includes the endpoint’s operating system, operating system
version number, operating system activation status and operating system installation time,

as shown below.
| System Information
Windows Server 2008 R2 Standard x54
6.1.7600
Mot Activated

2019-12-04 07:06:06

[Others] includes the asset owner, asset number, asset location and other information, as
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shown below.

| Others Vi
Owner: _
Node: -
Asset Number: -
Location: -
Staff No.: -

Phone Number: -

Email Address: -

[Hardware] includes detailed hardware information of the endpoint’s CPU, memory,

hard disk, motherboard, adapter, monitor, etc., as shown below.

¥ Endpoint Details | Hardware
Basics {E cpu Total Usage: 35.00%
Hardware Model : Intel(R) Core(TM) i5-9300H CPU @ 2.40GHz
Account Frequency : 2401MHz
» Execution
W Memory Total Usage: 66.59% Total Size: 8.00GB
Applications

Model : M471A1K43CB1-CTD Samsung
Listening Ports

! Hard Disk Total Usage: e 21.24% Disk Partition

Model : KINGSTON RBUSNSB8154P3512G)

Size : 476.94GB

Il Motherboard

Model : Micro-Star International Co., Ltd. (MS-16W1)

[Account] lists detailed information such as the account name, account status, and role and

risk type of all system accounts of the endpoint. The administrator can determine whether
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there is a risky account through the collected account information, as shown below.

Accounts
| Accounts by Role | Accounts by Risk Type | Accounts with Old Passwords
’ 1 ® Hidden Account 2 Iy,
® Admin 83 ® Weak or No Passw. 42 o Last 90 4 :
. asf ays
“\ 93 ® Root 7 1 ‘] 63 @ Login at Night 23 58 o Lact 180 d 13
#® Non-admin 88 ® Multiple IP Addres. 8
Accounts Accounts Accounts ® Last year 41
@ Non-root 21 ® Suspicious Root A... 0
’ Inactive Account 88
B Export () Refresh
Status v Role ~ || Risk Type ~ | Latest Password Change ™ Login Time ¥ || Endpoint, IP, account
No.  Account Endpoint IP Address Status Role Risk Type Latest Password Cha:... Last Login Operation [T
1 Administrator [ZJ SANGFOR 10.122.30.31 Enabled Admin No Risk 2020-04-04 19:20:42 - Login Histary
2 winxp 2] SANGFOR 10.122.30.31 Enabled Admin Weak or No Passwor... 2020-04-22 04:24:35 - Login History
3 keh3d [ ADMINISTR...  10.122.31.40 Enabled Admin Multiple IP Addresses  2020-04-06 06:23:24  2020-04-1422:51:12  Legin History
4 sangfor (] ADMINISTR...  10.122.31.40 Enabled Admin Multiple IP Addresses  2020-04-05 01:44:01  2020-04-27 06:10:06  Login History
5 Sangfor [ UEDCO007 172.2317.16 Enabled Admin Login at Night 2020-04-24 10:0845  2020-04-24 10:08:45  Login History
6 SRAPLocalUser ] UEDC0007 172.2317.16 Enabled Non-admin  Login at Night 2020-02-22 23:12:11  2020-04-2409:4%:12  Login History

Click Login History to view the detailed login information of the system account, as shown

below.

Login History X

(2] sangfor (2.0.0.7) Login History

3 Export Login Result ¥ | Login Method ¥  lLast7days ™~

No. Login Method Login Result Login Time Logout Time Login IP Address

1 Windows local login Completed 2020-05-13 20:33:40 2020-05-13 20:33:40 127.0.0.1

2 Windows local login Completed 2020-05-13 20:33:40 2020-05-13 20:33:40 127.0.0.1

3 Windows networking login  Failed 2020-05-13 10:30:16 -

4 Windows local login Failed 2020-05-13 10:23:35 -

5 Windows local login Completed 2020-05-13 10:13:48 2020-05-14 23:07:22 127.0.0.1

6 Windows local login Completed 2020-05-13 10:13:48 - 127.0.0.1

7 Windows networking login  Failed 2020-05-12 19:01:02 -

8 Windows local login Failed 2020-05-12 17:37:07 -
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[Task Info] includes [Processes], [Services], [Connections], [Startup Items],

[Scheduled Task] and [Sharing] information, as shown in the figure below:

B ADMINISTRATOR(10.122.30.32) offline @ L+ ] ~ | +/Enable Agent * *

~ Endpoint Details | Processes
Basics g Eport () Sync Endpeint Data Proc
Hardware Ne. Process Name PID* Username CPU Usage Used Memors  Process Path Description
Account 1 suchost.exe 156 SYSTEM 0.00% 916 kb CAWINDOWS\system32\... Generic Host Pracess for .

v TaskInfo 2 svchost.exe 300 NETWORK SERVICE 0.00% 1,288 kb DOWS\system32\... Generic Host Process for .
Processes 3 svchost.exe 384 NETWORK SERVICE 0.00% 2,664 kb CAWINDOWS\system32\... Generic Host Process for .
Services 4 svchost.exe 432 LOCAL SERVICE 0.00% 1,360 kb CAWINDOWS\system32\... Generic Host Process for .
Connections 5 svchost.exe 448 SYSTEM 0.00% 9,124 kb CAWINDOWS\system32\... Generic Host Process for .
Startup Items 6 smss.exe 632 SYSTEM 0.00% 216 kb CAWINDOWS\system32\... Windows NT Session Ma..
Scheduled Tasks 7 csrss.exe 712 SYSTEM 0.00% 960 kb CAWINDOWS\system32\... Client Server Runtime Pr...
Sharing 8 winlogon.exe 752 SYSTEM 0.00% 5,696 kb CAWINDOWS\system32\... Windows NT Logon Appl.
Applications 9 services.exe 796  SYSTEM 0.00% 1,820 kb CAWINDOWS\system32\... Services and Controller a..

Listening Ports

[Processes] lists information about all running processes on the endpoint, including process
name, username, CPU usage, used memory and other information. Click Sync Endpoint
Data to trigger the manager to issue a command to collect process information. Click Export
to export the process information of the endpoint currently as excel file for the administrator

to further analyze, as shown in the following figure.

Processes Executed on Endpoint

Summary 224 out of exported 224 entry(ies] islare) found and exported.

Filter
Name/PID/Parent Proces All
Result
Ne. |Mame PiD Username CPU Usage Memory Usage |Process Path |startup Parameters Startup Time Parent F
1 lsass.exe 828 SYSTEM 0% 5764K 3 2\ Local Security Authority C:\Wind 2{2020-05-07 18:45:09
2|suchost.exe 044 SYSTEM 0% 220 C:\Windows\System32\s| Hast Process for Window| C:\Windows\system32\s{ 2020-05-07 18:45:10
3|svchost.exe 268 SYSTEM 0% 14296K C:\Windows\System32\s|Host Process for Window| C:\Windows\system32\s| 2020-05-07 18:45:10
4|suchost.exe 464 NETWORK SERVICE 0% 9260K C:\Windows\System32\s| Host Process for Window| C:AWindows\system32\s| 2020-05-07 18:45:10
5| svchost.exe 472 SYSTEM 0% 1588K C:\Windows\System32\gHost Process for Window| C:\Windows\system32\s{2020-05-07 18:45:10
6|suchost.exe 1272 LOCAL SERVICE 0% 816K C:\Windaws\System32\s| Host Process for Window| C:\Windows\system32\s(2020-05-07 18:45:11
7| suchost.exe 1280 LOCAL SERVICE 0% 1264K C:\Windaws\System32\s| Host Process for Window| C:\Windows\system32\s{2020-05-07 18:45:11
8|svchost.exe 1288 LOCAL SERVICE 0% 700K C:AWindows\System32\s{Host Process for Wind ind 18:45:11
9|svchost.exe 1408 SYSTEM 0% 1216K | Cuwindaws\System32\s| Host Process for Window| C:\Windows\System32\s 2020-05-07 18:45:11
10[suchost exe 1416 LOCAL SERVICE 0% 1324K C:\Windows\System32\s| Host Process for Window| C:\Windows\system32\s{ 2020-05-07 18:45:11
11|suchost exe 1432 LOCAL SERVICE 0% 8296K C:\Windows\System32\s| Hast Process for Window| C:\Windows\System32\s{ 2020-05-07 18:45:11
12|suchost exe 1460 SYSTEM 0% 4340K C:\Windows\System32\s|Host Process for Window| C:\Windows\system32\s{ 2020-05-07 18:45:11
13| suchost.exe 1572 SYSTEM 0% 1082K | Cnwindows\System32\s Host Process for Window| C:\Windows\system32\s| 2020-05-07 18:45:11
14[suchost exe 1600 SYSTEM 0% 950K C:\Windows\System32\s| Host Process for Window| C:\Windows\system32\s|
15[suchost.exe 1636 SYSTEM 0% 504K C:\Windaows\System32\s| Hast Process for Window| C:\Windows\system32\s|
16[suchost.exe 1672 LOCAL SERVICE 0% 1024K C:\Windows\System32\s|Host Process for Window| C:\Windows\system32\s{ 2020-05-07 18:45:11
17|suchost.ene 1748 LOCAL SERVICE 0% 6336K C:\Windows\System32\s| Host Process for Window| C:\Windows\system32\s{ 2020-05-07 18:45:11
18[suchost ene 1816 LOCAL SERVICE 0% 764K C:\Windows\System32\s Host Process for Window| C:\Windows\system32\s{2020-05-07 18:45:11
19|suchost exe 1884 LOCAL SERVICE 0% 1728K C:\Windaws\System32\s|Host Process for Window| C:\Windows\system32\s(2020-05-07 18:45:11
20|suchost exe 1920 SYSTEM 0% 1388K C:\Windaws\System32\s| Host Process for Window| C:\Windows\system32\s{2020-05-07 18:45:11
21lsvchost exe 1960 SYSTEM 0% 912K C:AWindaws\System32\s Host Process for Windowl C:\Wind 5-07 18:45:11

[Services] collects all the service information of the endpoint, including service name,
service status, startup type and other information. Click Sync Endpoint Data to trigger the
manager to issue a command to collect service information. Click Export to export the
currently running service information of the endpoint as excel file to facilitate further

analysis for the administrator.
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| Services
g Export

No.

w

wn

T Sync Endpoint Data

Name

Gtod

AelookupSve

ALG

AppMgmt

AudioSrv

BITS

Browser

COMSysApp

CryptSvc

Status

Running

Running

Stopped

Stopped

Running

Stopped

Running

Stopped

Running

Username

NETWORK &...

SYSTEM

SYSTEM

SYSTEM

SYSTEM

Startup Type

Auto

Auto

Manual

Manual

Auto

Manual

Auto

Manual

Auto

Status h

Executable File Path

(=]

[a]

o

aQ

[a]

aQ

[a]

[a]

C

AWINDOWS\system...

AWINDOWS\system...

AWINDOWS\Syste...

Startup Time
2020-05-15 11:41:06

2020-05-15 11:41:06

AWINDOWS\system... -

AWINDOWS\Syste...

AWINDOWS\system...

2020-05-15 11:41:06

AWINDOWS\system... -

2020-05-15 11:41:06

AWINDOWS\system... -

AWINDOWS\system...

2020-05-15 11:41:06

Description

Provides DDNS name..
Processes application..
Provides support for ..
Processes installation..
Manages audio devic..
Transfers data betwe...
Maintains an update...
Manages the configu..

Provides three mana...

[Connections] lists the current network connection information of the endpoint, including
local IP address, local port, remote IP address, remote port, protocol, and other information.
Click Sync Endpoint Data to trigger the manager to issue a command to collect network
connection information. Click Export to export the current network connections as excel

file to facilitate further analysis for the administrator.

| Connections

g Export T Sync Endpoint Data Local port, remote port, remote |P

No. Local IP Address  Local Port Remote IP Address Protocol Remote Port Connected Process
1 10.122.30.32 2470 10.122.30.7 tep 54120 abs_deployer.exe(pid: 2980)
2 10.122.30.32 2482 10.122.30.7 tep 8083 ipc_proxy.exe(pid: 1524)
3 10,122,30.32 2647 1.1.1.1 tep 53 [System Process](pid: 0)
4 10.122.30.32 3389 200.200.120.36 tep 43634 swchostexe(pid: 1632)
5 127.0.0.1 2481 127.0.01 tep 8071 ipc_proxy.exe(pid: 1524)
[ 127.0.01 2483 127.0.0.1 tep 8071 edr_agent.exe{pid: 1900}
7 127.0.0.1 24584 127.0.01 tep 8071 edr_sec_plan.exe(pid: 2376)
8 127.0.0.1 2485 127.0.01 tep 8071 sfupdatemgr.exe(pid: 2284)
9 127.0.0.1 2486 127.0.0.1 tep 8071 edr_agent.exe{pid: 1900)

[Startup Items] displays the startup item information of the endpoint, including the startup
item name, publisher, and status. Click Sync Endpoint Data to trigger the manager terminal
to issue a command to collect start item information and click Export to export the current

start items as excel file to facilitate further analysis for the administrator.
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| Startup

@ Bxport T Sync Endpoint Data

No. Name Publisher Status Username Registry Location
1 Windows Security notification icon Microsoft Corporation Enabled Local Machine HKLM\SOFTWARE\Microsoft\Windows\Curren
2 Realtek HD Audio Universal Service Realtek Semiconductor Enabled Local Machine HKLM\SOFTWARE\Microsoft\Windows\Curren
3 updatechecker.exe - Enabled Local Machine HKLM\SOFTWARE\Microsoft\Windows\Curren
4 Everything voidtools Enabled Local Machine HKLMASOFTWARE\Wow6432Node\Microsoft\..
5 Teams.exe - Enabled Local Machine HKLMASOFTWARE\Wow6432Node\Microsoft\..
6 SunloginClient Shanghai Best Oray Infor... Enabled Local Machine HKLM\SOFTWARE\Wow6432Node\Microsoft\.
7 WeChat Tencent Enabled sangfor HKCU\Software\Microsoft\Windows\CurrentV..
8 Microsoft Teams Microsoft Corporation Enabled sangfor HKCW\Software\Microsoft\Windows\CurrentV..

9 entries n Entries Per Page 10 ¥

[Scheduled Tasks] shows the scheduled task information of the endpoint, including the
scheduled task name, command/script, scheduled execution time and other information.
Click Sync Endpoint Data to trigger the manager to issue a command to collect scheduled
task information and click Export to export the current scheduled tasks as excel file to

facilitate the administrator's further analysis.

| Scheduled Tasks

@ txport  {) Sync Endpoint Data

No. Name Command/Script Schedule Status = ese
1 Dragon_Center_updater C:\ProgramData\MSI\Dragon Center\DragonCente Upon system startup; at 09:00:00 every day Enabled

2 FreeDownloadManagerNetworkMonitor "C\Program Files\FreeDownloadManager.ORG\Fre Upon system startup Enabled

3 GoogleUpdateTaskMachineCore C:\Program Files (x86)\Google\Update\GoogleUpd Upon logging in as any user; at 21:47:59 every d... Enabled

4 GoogleUpdateTaskMachineUA C:\Program Files (x8B6)\Google\Update\GoogleUpd at 21:47:59 every day- Upon triggering, repeat t... Enabled

5 MiniToolPartitionWizard C:\Program Files\MiniTool Partition Wizard 11\upd Upon logging in as any user Enabled

6 MSI_Dragon Center C\Program Files (x86)\MSI\Dragon Center\Dragon Upon logging in as any user Enabled

7 NahimicSvc32Run "CAWindows\SysWOWeE4\NahimicSve32.exe™ $(Arg - Enabled

8 NahimicSve64Run "CAWindows\system32\NahimicSveb4.exe" $(Arg0) - Enabled

[Sharing] lists information about the shared directory or file of the endpoint, including
information such as name, status, and shared path. Click Sync Endpoint Data to trigger the
manager to issue a command to collect shared information. Click Export to export the
terminal's current shared information as excel fie to facilitate further analysis for the

administrator.
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| Sharing
@& export T Sync Endpoint Data
No. Name

1

ADMIN§

c$

D$

Status

Enabled

Enabled

Enabled

Shared Path

CA\Windows

C\

D\

Description

Remote Admin

Default share

Default share

[Applications] shows information of applications installed on the endpoint, including

application name, type, version, and other information. Click Export to export the current

application information of the endpoint as excel file to facilitate the administrator's further

analysis.

| Applications

-

No.

1

Export () Refresh
Name

MSI App Player

Moxzilla Firefox 76.0 (x64 ...

Mozilla Maintenance Serv...

Endpoint Secure Agent

VLC media player

WinRAR 5.90 beta 3 (64-...

XAMPP

Type Version
Others 4.80.5.1004
Others 76.0
Others 76.0
Antivirus Software 3.2.19
Others 308
Others 5.90.3
Others 7.4.5-0

Publisher

BlueStack Systems, Inc

Mozilla

Mozilla

Sangfor Technologies Inc

VideolAN

win.rar GmbH

Bitnami

Time Installed

Installation Path

2019-09-27

C:\Program Files\Moxzilla ...  2020-05-08

2020-05-08

2020-05-13

C:\Program Files\VideolA... 2020-03-12

C:\Program Files\WinRAR\ ~ 2020-03-12

C\xampp 2020-05-11

2 3 4 5 6 > »> 10 e

[Listening Ports] displays the information of the endpoint’s listening ports, including

port number, protocol, listening process and other information. Click Export to export the

current listening port information of the endpoint as excel file to facilitate the administrator's

further analysis.
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| Listening Ports

B Export  ( Refresh Protocol T || Port
No. Port Protocol Open Port IP Address Listening Process Status
1 135 @ tep Yes 0.0.0.0 svchost.exe(pid: 904) Unblocked
2 445 @ tep Yes 0.0.0.0 Systemipid: 4) Unblocked
3 3389 @ tep Yes 0.0.0.0 svchost.exe(pid: 224) Unblocked
4 65531 tep Ves 0.0.0.0 svchost.exe(pid: 980) Unblocked
5 65532 tep Yes 0.0.0.0 svchost.exe(pid: 980) Unblocked
6 65533 tep Yes 0.0.0.0 svchost.exe(pid: 980) Unblocked
7 139 @ tep Yes 10.122.30.32 System(pid: 4) Unblocked
8 8071 tep No 127.0.01 ipc_proxy.exe(pid: 2224) Unblocked
9 500 udp Yes 0.0.0.0 lsass.exe(pid: 636) Unblocked

15 entries 2 > » Entries Per Page| 10 ™

When a risky port is found, select the port, and click Block to block it; click Unblock to
unblock the port in blocked state.

3.3.2 Inventory

Inventory refers to the inventory of the operating system, applications, listening ports,

and accounts of all the managed endpoints, as shown in the figure below.

Endpoints « 0s
Groups | Server Operating Systems | Host Operating Systems
CJ Inventory ~
‘ ® Windows 7 Profes 3
® Windows 10 Hom... 1
i 1 @ Ubuntu 18.04 x86... 1 7 @ Windows 10 Pro x64 1
Applications Server OSes Host OSes @ Windows 10 Hom... 1
® Windows 7 Ultima... 1
Listening Ports ~
Accounts Operating Systems Endpoints
& Security Protection & Export () Refresh
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3.3.2.1 Operating System (OS)
Check the version and distribution of the operating system of all endpoints, as shown
below.

0s

| Server Operating Systems | Host Operating Systems | Top 5 Installed Operating Systems

Window 3 Ubur 86
) o Windows 10 Hom
Host OSes W 0 Hom
W tima Windows 7 Ultima

No. 0s Version Activated 05 Endpoints

[Server Operating Systems] shows total number of server operating systems in

customer network and number of each type of OS installed on servers.

[Host Operating Systems] shows total number of host operating systems in customer

network and number of each type of OS installed on hosts.

[Top 5 Installed Operating Systems] shows the top 5 operating systems installed on

the managed endpoints on the whole network.

[Operating Systems] From the operating system perspective, list the number of
endpoints that install the operating system on the entire network and the number of
endpoints that activate the system. Click on the numbers in the two columns, Activated OS,

Endpoints, to display the details of the endpoints with specific OS, as shown below.

No. 0s Version Activated Endpoints Endpoints
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[Endpoints] From the endpoint perspective, list the operating operating system type,

version number, and installation time, as shown below.

Click Export button to export as excel, which is convenient for the administrator to do
further statistical analysis. In addition, you can further filter endpoints by specifying

Endpoint type, Group, OS Type, and OS Status.
3.3.2.2 Applications

The Applications section displays applications installed on managed endpoints across
the network, and provides Applications tab and Endpoints tab to display information from
different perspectives, so as to help administrators to find risky applications quickly, and
then take measures to enhance security such as updating version or application

reinforcement.

Applications
| Applications by Type | Top 5 Applications Installed on Servers | Top 5 Applications Installed on Hosts
", 200gle Chrome

226

Applications

No. Name Type Version Publisher Endpoints

[Applications by Type] shows the total number of applications installed on endpoints

across the network and number of applications of different types.

[Top 5 Applications Installed on Servers] shows the top 5 applications installed on

servers across the entire network

[Top 5 Applications Installed on Hosts] shows the the top 5 applications installed

on hosts across the entire network.

[Applications] lists the number of endpoints that install a specific application on the
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entire network, application name, application version, and application publisher. Click the

number in the Endpoints column to view details of the endpoints, as shown below.

View Details X .
E Microsoft Office 365 ProPlus - en-us
16.0.12730.20270 Microsoft Corporation Office Apps 1
& Export () Refresh Endpoint Type ¥ Group -
No.  Endpoint IP Address Group Installation Path Time Installed
1 MSI 2.0.0.1 Ungrouped Endpoints C:\Program Files (x86)\Micr... 2020-05-16

[Endpoints] lists the number of applications that each endpoint has installed,

endpoint IP address, and group, as shown below.

Applications Endpoints

2 Export () Refresh Endpoint Type ™ || Group -
No. Endpoint IP Address Group Applications
2 ] zlx 172243416 AF-test 32
3 ] SANGFOR 10.122.30.31 AF-test
4 ] UEDC0003 172.23.17.12 AF-test 32
3 ] G2-EN 10.122.33.52 Gavin 2
6 3 G1-CN 10.122.33.50 Gavin 2

Click the number in the Applications column to view the details of all the applications

installed on the endpoint, as shown below.
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View Details

> Export () Refresh

No. Name
1 7-Zip 19.00 (x64)
2 Android Studio
3 Windows Driver Packa...
4 Cisco Packet Tracer 7....
5 Microsoft Visual Studi...

6 Mozilla Firefox 69.0.1 (...

8 Notepad++ (64-bit x64)

9 Microsoft Office Profe...

7 Mozilla Maintenance S...

= CTI0020( 192.200.19.69 )

68

Type

Others

Others

Others

Others

Others

Others

Others

Others

Office Apps

Version

19.00

34

01/18/2017 0.9.0.201

10.0.50903

69.0.1

55.0.2

7.59

15.0.4569.1506

Publisher

Igor Paviov

Google LLC

Sangfor Technologies ...

Cisco Systems, Inc.

Microsoft Corporation

Mozilla

Mozilla

Notepad++ Team

Microsoft Corporation

Name, version, publisher

Type -

Installation Path Time Installed

C:\Program Files\7-Zip\  2019-10-17

2019-06-10

2018-11-22

C:A\Program Files\Cisco... 2019-02-27

2017-09-22

c\Program Files\Com...

C\Program Files\Mozi... 2019-10-29

2017-09-24

2019-01-17

C:\Program Files\Micr...  2017-09-22

-2 3 4 5 6 7T > » Entries Per Page| 10~

Close

Click Export button to export as excel, which is convenient for the administrator to do

further statistical analysis. In addition, you can further filter or search applications based on

the application type, application name, version number, or publisher.
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3.3.2.3 Listening Ports

The Listening Ports section provides a quick and easy way for administrators to view
which ports are risky and open on the entire network and display information of the ports
on servers and PCs, as shown in the following figure.

Listening Ports

| Top 5 Risky Ports | Top 5 Listening Ports on Servers | Top 5 Listening Ports on Hosts

tep:135

Endpoints

Protocol Risky Port Endpoints Used/Blocked

[Top 5 Risky Ports] displays the top 5 risky ports on all managed endpoints in the

network. Endpoint Secure has a built-in risky ports..

[Top 5 Listening Ports on Servers] shows the top 5 listening ports on servers in the

whole network.

[Top 5 Listening Ports on Hosts] displays the top 5 listening ports on hosts in the

entire network.

[Ports] lists the number of endpoints that have the port open. Click the number in the
"Endpoints Used/Blocked" column to view the details of the endpoints that have the port

open, as shown below.

View Details X
Port 49558, udp
m 1 0
# Export () Refresh Endpoint Type ™ Group ¥  Status M
No. Endpoint Endpoint Status  IP Address Group Open Port  IP Address Listening Process Status
1 MSI @ Online 2.00.7 Ungrouped Endp... Yes 2.00.7 svchost.exe(pid: 3... Unblocked

Select the endpoint that needs to block the port, click Block Port to block the risky port, and
click Unblock to unblock the blocked port. Click Export button to export excel, which is
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convenient for the administrator to make further statistical analysis.

[Endpoints] lists the number of listening ports on the endpoint, as shown below:

Listening Ports

| Top 5 Risky Ports | Top 5 Listening Ports on Servers | Top 5 Listening Ports on Hosts

tepi13s I tcp:7070 — tcp:8071 I
tep:445 I udp:53 | udp:5355 I
udp:1900 I tp:g0 — tep:445 I
tep:3389 I S udp:5353 — udp 5353 I
udp:138 B udp:631 I | udp:1900 I
o 2 4 6 0 1 o 2 4 6
Ports Endpoints
ik Export () Refresh Endpoint Type ¥  Group nd| IF
No. Endpoint Endpoint Status IP Address Group Listening P... an
1 2 CTI0020 ® Online 192.200.19.69 CTioffice 60
2 B Ubuntu-0002 @ Online 192.168.19.47 Ungrouped Endpoints 10
3 = ABC-PC Offline 172.16.1.1 Ungrouped Endpoints 27
4 2 ABC-PC @ Online 192.168.11.44 Ungrouped Endpoints 27

Click the number under the Listening Ports to view details of every open port on the

endpoint, as shown in the figure below:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com

View Details
- CTI0020 (192.200.19.69) @ Online
- 65 8
i Export QQ Refresh Protocol ¥ Open Ports ¥ | Status
No. Port Protocol Open Port Binding IP Address Listening Process
1 135 ® tcp Yes 0.0.0.0 svchost.exe(pid: 792)
2 445 ® tcp Yes 0.0.0.0 System(pid: 4)
3 1025 tcp Yes 0.0.0.0 wininit.exe(pid: 456)
4 1026 tcp Yes 0.0.0.0 svchost.exe(pid: 888)
5 1027 tcp Yes 0.0.0.0 svchost.exe(pid: 984)
6 1688 tcp Yes 0.00.0 KMSSS.exe(pid: 1160)
7 3389 ® tcp Yes 0.0.0.0 svchost.exe(pid: 424)
8 5120 tcp Yes 0.0.0.0 Gplatagent.exe(pid: 3444)
9 5357 tcp Yes 0.0.0.0 System(pid: 4)
10 7171 tcp Yes 0.0.0.0 svchost.exe(pid: 424)
65 entries

-

Port

Status

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

Unblocked

- 2 3 4 5 6 7T > » Entries Per Page 10 ¥

Close
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Click Block Port to block the risky port and click Unblock to unblock the blocked port. Click
Export button to export as excel, which is convenient for the administrator to make further

statistical analysis.

3.3.2.4 Accounts

The Accounts section provides statistics of accounts of endpoints on the entire network,
such as hidden accounts, accounts with weak or no password, suspicious root accounts,
inactive accounts, accounts logged in at night, accounts logged on multiple IP addresses, etc.,
in order to help administrators to discover risky accounts and take measures to mitigate risks,

thereby minimizing host attack surface.

Accounts
| Accounts by Role | Accounts by Risk Type | Accounts with Old Passwords
[ ® Hidden Account 2 L/
@ Admin 83 @ Weak or No Passw. 42 & Last 904 4
: ) ast 90 days
23
193 ® Root _1 163 LCEIT‘ at Night s 58 o Llact 180 d -
@ Non-admin 88 @ Multiple IP Addres... 8
Accounts Accounts Accounts @ Last year 4]
Non-root 21 Suspicious Root A 0
» Inactive Account 88
@ Export () Refresh
Status ~ | Role - ~ || Latest Password Change ¥ || Login Time -
No.  Account Endpoint IP Address Status Role Risk Type Latest Password Chance  Last Login Operation
Administrator SANGFOR 10.122.20.31 Enabled Admin No Risk 2020-04-04 19:20:42 - Login History
2 winxp SANGFOR 10.122.30.31 Enabled Admin Weak or No Password... 2020-04-22 04:24:35 - Login History
3 keh3d ADMINISTRA...  10.122.31.40 Enabled Admin Multiple IP Addresses  2020-04-06 06:23:24 2020-04-14 22:51:12 Login History
4 sangfor ADMINISTRA...  10.122.31.40 Enabled Admin Multiple IP Addresses  2020-04-05 01:44:01 2020-04-27 06:10:06 Login History
5 Sangfor UEDCO007 172.23.17.16 Enabled Admin Login at Night 2020-04-24 10:08:45 2020-04-24 10:08:45 Login History
6 SRAPLocalUser UEDC0007 172.23.17.16 Enabled Non-admin  Login at Night 2020-02-22 23:12:11 2020-04-24 09:49:12 Login History
7 Administrator d G1-CN 10.122.33.50 Enabled Admin Login at Night 2019-11-01 14:20:07 2020-04-29 16:37:25 Login History
8 ksh3d ] G1-CN 10.122.33.50 Enabled Admin Inactive Account 2020-01-05 18:47:21 - Login History

[Accounts by Role] displays the total number of accounts, and number of accounts of

different roles such as Admin, Non-admin, Non-root, and Root.

[Accounts by Risk Type] displays total number of risky accounts and number of
accounts with different risk types, including hidden accounts, accounts with weak or no
password, suspicious root accounts, inactive accounts, accounts logged in at night, and

accounts logged on multiple IP addresses.,.

[Accounts with Old Passwords] displays the total number of accounts with old
passwords and the number of accounts whose passwords have not been changed for 90 days,

180 days, and one year.
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Click Export button to export as excel, which is convenient for the administrator to

make further statistical analysis.

The Accounts list display the following information: account name, endpoint, IP address,
account status, role, account type, risk type, ,latest password change time, last login time and

operation. Click Login History to view account login history details, as shown below.

Login History X

= sangfor (2.0.0.1) Login History
# Export Login Result ¥ | Login Methed ¥  last7days ¥
No. Login Method Login Result Login Time Logout Time Login IP Address

1 Windows local login Completed 2020-05-13 20:33:40 2020-05-13 20:33:40 127.0.0.1

2 Windows local login Completed 2020-05-13 20:33:40 2020-05-13 20:33:40 127.0.0.1

3 Windows networking login  Failed 2020-05-13 10:30:16

4 Windows local login Failed 2020-05-13 10:23:35

5 Windows local login Completed 2020-05-13 10:13:48 2020-05-14 23:07:22 127.0.0.1

6 Windows local login Completed 2020-05-13 10:13:48 - 127.0.0.1

7 Windows networking login  Failed 2020-05-12 19:01:02

8 Windows local login Failed 2020-05-12 17:37:07

9 Windows local login Completed 2020-05-12 17:35:51 2020-05-12 20:48:50 127.0.0.1

41 entries - 2 3 4 5 > » Entries Per Page 10 7
Close
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3.3.3 Security Protection

Endpoints « Groups Basics Malware Realtime Protection Server Protection Trusted Files Vulnerabilities
& Groups & Windows @
CJ Inventory Endpoints

| Asset Attributes @

© Security Protection

Local Site
Require users to provide asset attributes

Ungrouped Er
CTi office
Office 1 | Administrator Contact Information
Show contact infarmation of administrator on Agent
Admin Name

Mobile Numbe

Email Address

Peripheral Control

Security Protection defines security policies of endpoint groups. Select a specific group in

Endpoints > Security Protection > All Endpoints to define the security policy of the

group. There are five security policies: Basic Policy, Malware, Realtime Protection,

Server Protection, Trusted Files, Vulnerabilities and Peripheral Control.

3.3.3.1 Basic Policy

Basic Policy configures the Asset Attributes, Administration Contact Information, Pop up

Message and Agent Password Protection, as shown below:

Basics Malware Realtime Protection Server Protection Trusted Files Vulnerabilities

if Windows @

| Asset Attributes @

Require users to provide asset attributes

| Administrator Contact Information
Show contact information of administrator on Agent
Admin Name

Mobile Number

Email Address :

| Notification on Endpoints

Do Not Disturb Mode

| Agent Password Protection

Exit Password

Peripheral Control
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Exit Passward

Password:  eesss ne  Change Password

Uninstallation Password

Password:  eesss st Change Password

m Restore Defaults Apply to Subgroups

Windows OS: It describes operating system supported by basic policy. Basic policy is

supported on Windows endpoints.

Asset Attributes: It describes asset information required by the Endpoint Secure Manager.
If Required Asset Attributes is enabled, the following window pops up after the Agent is

installed on endpoints:

'S’ Asset X

& Name:
Staff No.
Mobile Number: *

Email Address:

B Asset Name:
Asset Location:
Asset No.:

IP Addres 1t can contain up to 384 characters consisting of Chinese ch

MAC Address: 00-FF-2E-AD-AE-BA
0s: Windows 10 Home Single Language

x64

Administrator Contact Information: If there are multiple IT administrators in an
enterprise and end users encounter problems with EDR and are not sure who to deal with,
they can set the administrator contact information here and send them to the client. End

users can view the administrator information through the client.

Pop up Message: When ES agent detects that there is a threat file on the Endpoint, a pop-
up box in the lower right corner of the client will alert the user. This function can turn off or

turn on whether to alert the user with one click. Configuration.
Agent Password Protection: It specifies the password used when exiting or uninstalling
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the Agent on endpoints (as shown below). You need to enter the password before exiting.

S/

Endpoint Secure Agent
Lightweight Agent Offers Ultimate Security

ontact the admin of

Cancel

Click to save the current policy configuration. Click [Restore Defaults| to restore the

current policy to defaults. Click |Apply to Subgroup|to let its subgroups to inherit the policies.
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3.3.3.2 Malware

Malware protection policy provides Virus Scan and Antivirus Database Update for Windows

and Linux endpoints, as shown below:

| Scheduled Scan

Enable scheduled scanning

Every day A 00 A 00 v Quick Scan T High CPU e “

Schedule Task Type CPU Usage Status Cperation
| Virus Scan
Scan Options: Skip files larger than  sp MB
Scan compressed filesup to 2 layers deep
Action : O standard
Enhanced

Mo Action - Report Only

Engine :

Gene Analytic Engine Behavioral Analytic Engine Cloud-Based Engine

Windows OS: It defines the operating system supported by the policy. The policy supports
both Windows and Linux endpoints. Click the drop-down button to select Windows or Linux

OS.

Scheduled Scan: It defines the time when virus scan performed on endpoints in the network.
The scan can be Quick Scan or Full scan. CPU usage can be High, Balanced and Low as shown
below:

Scanning with high CPU usage consumes the most CPU resources, but scan speed is faster.

Scanning with balanced CPU usage consumes no more than 30% CPU resources, keeping scanning speed and CPU usage balanced.

Scanning with low CPU usage consumes no more than 10% of CPU resources, but scan speed is slow.

Virus Scan: It defines scanning conditions, action after malicious file detection and scan
engine. You need to specify file sizes, conditions of compressed file scanning, and action on
detected malicious files (No Action - Report Only is recommended).

There are three actions for virus scan:

Standard: Automatically fix or quarantine malicious files based on default virus detection s
ettings. You can also deal with infected files manually, and manually restore files from Quar
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antine. Sangfor Endpoint Secure continuously updates to enhance protection against evolvi
ng threats.

Enhanced: Fix or quarantine all suspicious files automatically, and you may restore them f
rom the Quarantine. This is suitable for enhanced protection scenario

No Action-Report Only: Report information of infected files to the Manager and do not
fix or quarantine infected files automatically Applicable to security guard on duty and they
know how to fix threats.

Click "= icon to forbid policy changes on Agent and this policy can only be specified and
distributed by the Manager.

You may specify security engines used for virus scan. Sangfor Engine Zero and Cloud-
based Engine is enabled by default, and the Gene engine and Behavioral Engine can be
enabled or disabled as per your needs. Please note that the more security engines enabled,
the more viruses detected, as well as more impacts on system performance.

Antivirus Database Update: It specifies the update serves for antivirus database update.
There are two options for you: update antivirus database via endpoint secure or update
antivirus database via update servers. When Update via update servers is selected, multiple

update servers can be specified here from top to bottom, as shown below:

| Antivirus Database Update @
Update via Endpoint Secure

© Update via update servers

Server |IP Address Remarks Operation
- This EDR Server Down
http://download.sangfor.com.cn/downloa...  Sangfor Signature Server  Up

3.3.3.3 Realtime Protection

Realtime Protection supports Realtime Protection, Ransomware Detection, WebShell
Detection, Brut-Force Attack Detection and Advanced Threat Defense on Windows OS and

WebShell Detection and Brute-force Attack Detection on Linux OS, as shown below:
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im Windows ~

| Realtime File System Protection

Enable realtime file system protection

m performance)

Protection Level: @ High Monitor all file actions. (Higher impact
impact on system performance).

s, and prevent virus intrusion and execution. (Low

ution and write actions on fi

Medium Monitor

Low Monitor file execution, and prevent virus execution. (No impact on system performance).

File Type: Document Script Executable file Compressed @
Scan Options: Skip files larger than 50 MB
Scan compressed filesupto 3 layers deep
Engine : Enable more engines to improve virus detection (may impact system performance).
Sangfor Engine Zero Gene Analytic Engine Cloud-Based Engine
Action: © standard

gfor Endpoint

Enhanced

No Action - Report Only

| WebShell Detection

Enable WebShell detection

©

Type:
- - v
®
Action:
| Brute-Force Attack Detection
Enable RDP brute-force attack protection
Trigger : Over 15 login attempts per minute (©
Action : Block for = 20 mins

© No Action - Report Only

Enable SMB brute-force attack detection

Trigger : Over 100 W

Action : Block for = 20 mins

© No Action - Report Only

| Ransomware Protection

Enable ransomware haneypot ()
Action: Fix

© Alert - Fix Manually

| Fileless Attack Protection @
Enable suspicious PowerShell script detection @
Action: © Block script execution

No Action - Alert Only

Save Restore Defaults Apply to Subgroups

Windows OS: It defines the operating systems supported by the policy. The policy supports
both Windows and Linux endpoints. However, the specific functions supported are different.

Click the drop-down button to select Windows or a Linux OS. Currently, only WebShell
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Detection and Brute-Force Attack Detection are supported by Linux OS.

Realtime Protection: It defines the detection conditions for real-time protection and the

action after malicious file is detected.

Click . icon to forbid policy changes on Agent and this policy can only be specified and
distributed by the Manager. Realtime protection can be edited on Agent by default.

| Realtime File System Protection

Enable realtime file system protection

Protection Level: High

Medium

O Low
File Type: Document Script Executable file Compressed
Scan Options:  Skip files larger than 50 MB
Scan compressed filesupto 3 layers deep
Engine :
Sangfor Engine Zero Gene Analytic Engine Cloud-Based Engine
Action: © standard

Enhanced

No Action - Report Only

Protection Level: It allows you to select the Agent’s CPU usage for malicious file detection
and three level are supported: high, medium and low. Different protection levels provide

different protections against malicious files and have different impacts on host performance.

File Type: You can specify the type of the files that you want to monitor.

File Scan: It allows you to skip scanning files larger than a certain size and deeper than
certain compression level (malicious files are small-sized in most cases).

Engine: It specifies the security engine used by real-time protection. The Cloud-based
Engine is enabled by default and cannot be disabled. The Sangfor Engine Zero and Gene

Engine can be enabled or disabled as per your needs. The more engines enabled, the more
detection, as well as more impacts on host performance.

Action: Choose to Standard, Enhanced or No Action - Report Only when malicious file

is detected. The action function can refer to 3.3.3.2 Malware Detection.
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| Ransomware detection

Enable detection @
Action: Fix

© Send alarms

Ransomware Detection: The bait file is placed in the key directory on endpoint. When the
endpoint is infected with the ransomware, the ransomware will encrypt the bait file first, and
the Endpoint Secure Agent promptly intercepts and alerts to discover and clear the
ransomware as soon as possible, keeping the business files on endpoints from being

encrypted maliciously.

Click " icon to forbid policy changes on Agent and this policy can only be specified and
distributed by the Manager. Ransomware detection is allowed to be edited on Agent by
default.

Enable detection: It indicates whether the ransomware detection is enabled or not. To use

ransomware detection, Realtime protection should also be enabled.

Action: It specifies the action after ransomware is detected. “Send alarms” is recommended.
When ransomware is detected on endpoints, the alarm will pop up at the lower right corner

of the desktop, as shown below:
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@ Protect Agent

(&)

Malicious file detected

Ransom.Win32.CrySiS.uwzg

ransomare

c\users\sangfor\desk...id-id.[sil
ver@decryption.biz].bizer Copy

Rhka
2020.06.12 16:36
Pending

Ignore (28s)

Quarantine Trust

Remember and do not show this again

WebShell Detection: It specifies WebShell detection methods and action after WebShell
backdoor is detected. The WebShell detection is supported on Windows servers and Linux
OS, and it only detects the WebShell backdoor under root directory and its sub-directories of

web servers.

| WebShell Detection

Enable WebShell detection

Type: One-time @

Realtime (O

Scheduled Every day v Q0 ¥ 00 h @
Action: Fix

© No Action - Report Only

Type: There are three detection methods: One-time, Realtime, and Scheduled. One-time
refers to it applies WebShell detection when Agent is first installed on endpoints and scans
the website's root directory and its sub-directories. Realtime refers to that it scans the new
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files in the website's root directory and its sub-directories. Scheduled refers to that it regularly

scans all files in the website's root directory and its sub-directories.
Action: It specifies the action after WebShell backdoor is detected.

Brute-Force Attack Detection: The Endpoint Secure can detect and block RDP, SMB, SSH
brute-force attacks. The following figure shows whether the brute-force attack detection is

enabled or not and its action after brute-force attack is detected.

| Brute-Force Attack Detection
Enable RDP brute-force attack protection
Trigger: Over 15 login attempts per minute @
Action : Block for  3p mins

© No Action - Report Only

Enable SMB brute-force attack detection

Trigger : Qver 100 O]

Action : Block for 30 mins

© No Action - Report Only

Filess Attack Protection: It specifies protection against fileless attacks. Fileless attack is
an advanced attacking techniques that takes advantage of a vulnerable application, injects
code into a normal system process (memory, registry, PowerShell script, MS office
documents) to gain access privilege and execute attacking commands on targeted

endpoints.

Click . icon to forbid changes on Agent and this policy can only be specified and
distributed by the Manager. Advanced threat defense is allowed to be edited on Agent by
default.
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| Fileless Attack Protection B @

Enable suspicious PowerShell script detection (D
Action: Block script execution

© No Action - Alert Only

Restore Defaults Apply to Subgroups

Check the option Enable suspicious PowerShell script detection to enable the fileless

attack protection.

The action after suspicious PowerShell script execution is detected can be set to Block
script execution or No Action - Alert Only. No Action - Alarm Only is recommended. When
a suspicious PowerShell script execution is detected, the following alert message pops up

on Agent:

@ Protect Agent

=

Suspicious PowerShell script detected
and blocked

Viruses and Trojans exploit Po
werShell scripts to evade detec
tion by anti-virus software.

powershell.exe

"C:\Windows\System32\...owsP
owerShell\v1.0\powershell.exe"Copy

C:\Windows\System32\Windo
wsPowerShell\v1.0\powershell.
exe Copy

2020.06.12 16:27
Blocked

Do not show this again

After No Action - Alert Only is selected, actions are different for servers and PCs. For PCs,
alert message is sent when PowerShell script execution is detected and the execution is
suspended, and users will determine whether the execution is allowed or blocked. For servers,
alert message is sent when PowerShell script execution is detected and the execution will not

be suspended and users will determine whether the execution is allowed or blocked.
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For Linux endpoints, only WebShell Detection and Brute-Force Attack Detection are
supported. Realtime Protection and Ransomware Detection are not supported, as
shown below:

A Linux -

| WebShell Detection

Enable WebShell detection
Type : One-time @
Realtime @
Scheduled  Everyday ~ 00 ¥ 00 NG

Action: Fix

© No Action - Report Only

| Brute-Force Attack Detection

Enable SSH brute-force attack detection

o

Trigger : Over 15 (O]

Action : Block for 30 mins

© No Action - Report Only

“ Restore Defaults Apply to Subgroups

3.3.3.4 Server Protection

The Server Protection section provides protection for the server operating system or specific
directories of servers, allowing only trusted processes to run, read and write operations. This
function is only applicable to Windows Server, but not applicable to Windows PC and Linux

systems.
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| Enhanced Server Protection Guide

Enable trusted process protection (O

Protected Objects : © Server OS (protect server operating systems from unknown ransomware Specified directories on servers
Trusted Processes @ : 1. Learn processes 2. Confi processes 3. Apply
®leamfor 7 day(s). The learning operation will complete at 2020.06.25 08:25. The system will collect processes running on servers
automatically during that process. End Learning
() Refresh Process Type ~ | Process, copyright
No. Process Original Process Path Copyright  Add Method  Status Operation
fls.exe ) . .
1 C:\Program Files (x86)\Fol... Copyright.. Learning Confirmed View Details

mysqld-nt.exe

2 Chwamp\mysqhbin\mysq.. - Learning Confirmed View Details
httpd.exe

3 N Cwamph\Apache2\bin\htt.. Copyright.. Leaming Confirmed View Details
wampmanager.exe

4 '®vempmanage CA\wamp\wampmanager... Copyright .. Leaming Confirmed View Details

88 processhacker(#EAE).... . .
5 P e C\Users\Administrator\D... Licensed u... Leamning Confirmed View Details

Scenario 1: Server OS Protection
Applicable scenarios:

It is suitable for protecting stable server systems and preventing untrusted processes (such

as ransomware and other viruses) from running on the server.
Configuration steps:
Step 1: Perform virus scan and removal on servers

First, perform virus scan on servers to ensure they are secure.
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Step 2: Learn processes

Set server protection policy for the group where the server is located. Enable trusted process
protection, select [Server OS] as the protection object; specify learning period which can be

1 day to 30 days. Then, click Save to save the settings.

| Enhanced Server Protection Guide

Enable trusted process protection (1

Protected Objects : © Server 0S Specified directories on servers

Trusted Processes (D : 1. Learn processes
®Llearnfor 7 day(s). The learning operation will complete at 2020.06.25 09:25. The system will collect processes running on servers
automatically during that process. Tl ey

Step 3: Confirm the processes

After the process learning is finished, a trusted process confirmation is required. The
administrator analyzes the process learning results, deletes untrusted processes, adds trusted

processes that have not been learned, and completes the confirmation of trusted processes.

® learnfor 7 day(s). The learning operation will complete at 2020.06.25 09:25. The system will collect processes running on servers
automatically during that process. End Learning
() Refresh Process Type A
Mo.  Process Original Process Path Copyright Add Method Status Operation
fls.exe . I— . . , .
1 C\Program Files (x86)\Fol.. Copyright.. Learning Confirmed View Details

mysgld-nt.exe

P

Chwamp\mysql\bin\mysq... - Learning Confirmed View Details

\ httpd.exe

3 Chwamp\Apache2\bim\htt.. Copyright... Learning Confirmed View Details

Process: Displays process name.

Process Type: Displays process type, suspicious process or system process.
Original Process File Path: Displays the first collected process file path.
Copyright: Displays copyright information of processes.

Add Method: Displays the adding method of the process. There are three ways to add
processes: by learning, by adding manually, or by template.

Status: Shows the status of the process. "Unconfirmed" means that a process has not been

confirmed.
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Operation: You can delete a process, view process details, or perform process analysis

operation.
If you are sure that a process is an untrusted process, click the Delete to delete it.
To view process details, click the Details.

If you are unable to confirm whether a process is a trusted process, you can click "Analyze"
to further analyze the current process with the help of Sangfor Threat Intelligence and then

confirm it.

If you find that some trusted process is not in the learning result, you can click Add Process

to add it.

Add Process: There are three methods of adding processes: Import template, Upload process
file, and Add process file manually.

Import template: This method is applicable to the situation that the processes to be

protected are those listed in the template: Web servers or database servers

Add Process X

Add Method : © Import template
Upload process file
Add process file manually

Trusted Processes :

| Web Server

Apache Nginx Tomcat WebSphere
| Database

mySQL SQL Server Oracle

Upload process file: Check this option to upload a trusted process file.
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Add Process X

Add Method : Import template
O Upload process file
Add process file manually

File: Select process file

Add process file manually: Select this option to add process file manually by, specifing

process name, original file name, and copyright information of the trusted process.
Add Process X

Add Method : Import template
Upload process file
© Add process file manually

Process Name :
Original File Name :

Copyright :

Step 4: Apply the trusted processes

After checking the trusted processes, click Confirm to complete the trusted process

confirmation.

E8 Windows OS @

| Enhanced Server Protection Guide

Enable trusted process
Protected Objects :

O serveros (Protect server operating systems from unknown virus attack) Paths on Servers

Trusted Processes (i) 1. Start learning 2. Confirm processes 3. Apply

® You may delete suspicious processes or add other processes after leaming. Click Confirm to check trusted processes.

-| Continue

=+ Add Process . Export Proces.. ¥ | Method ¥ Status Y Process, copyright
No. Process Process File Path First Collected  Copyrig... Method  Status Operation
No data available
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Click Save to save the settings and the server protection will take effect.
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Scenario 2: Specific Server Directory Protection
Applicable scenarios:

This is used to protect critical server directories and files from unauthorized access and

modification by ransomware.

Configuration steps:

Step 1: Perform virus scan on servers

First, perform virus scan on servers to ensure they are secure.
Step 2: Add server directories

Select the group where the server is located. Check the option Enable trusted process
protection, select Specific directories on servers as the protection object, and manually
add important server directories to be protected. Server directory can contain * wildcard or

environment variables.

| Enhanced Server Protection Guide

Enable trusted process

Protected Objects Server OS © Paths on Servers
No. Protected Paths Operation
1 c\ Delete
Trusted Processes @) 1. Start learning
® Learn for 7 day(s). At 2020.05.24 21:53, learning will complete and the system will collect processes running on servers automatice
End Learning
() Refresh Proces... ™
No. Process Process File Path First Collected Copyrig... Method Status Operation

Step 3: Learn processes and confirm

The process learning and confirmation process is the same as that described for server OS

protection. Please refer to the section “Scenario 1: Server OS Protection” in this chapter.
Step 4: Apply the trusted processes

After checking the trusted processes, click Confirm to complete the trusted process

confirmation.
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Enable trusted process protection (&

Protected Objects : Server OS © Specified directories on servers (protect critical directories from ransomware
Enter directo ildcard or environment variable (e.g. %SystemRoot%system32
No. Protected Directory Operation
1 C\ Delete
Trusted Processes (0 Learn processes 2. Confirm processes 3. App

® You may delete suspicious processes or add other trusted processes after learning. Click Confirm to confirm trusted processes.

=+ Add Process & Export
Process Type ¥  AddM.. ™| Status ¥ | Process, copyright
No. Process Original Process Path Copyright  Add Method Status Operation
ailable
Save Restore Defaults Apply to Subgroups Not all Server Protection policies

Specify the action on untrusted processes, as shown below.

| Enhanced Server Protection Guide

Enable trusted process protection (@

Protected Objects : Server OS O Specified directories on servers (protect critical directories from ransomware
No.  Protected Directory Operation
Trusted Processes (D 1. Learn processes 2. Confirm processes 3. Apply
®Leanfor 7 day(s). The lzarning operation will complete at 2020.06.25 09:25. The system will collect processes running on servers
automatically during that process. End Leamning
( Refresh Process Type = || Process, copyright
Mo. Process Original Process Path Copyright Add Method Status Operation

Restore Defaults

[Prohibit Untrusted Process from] There are two options: Access, Modification. If you choose

Modification, untrusted processes cannot perform operation like adding, deleting or modifing

against protected directories. If you choose Access, untrusted process are not allowed to

access the protected directories.

[Action] There are two options: Block operation, Block operation and terminate process.

When an untrusted process is found to operate on the protected directory, you can choose to

block or terminate it.
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3.3.3.5 Trusted Files

Trusted files specify files or directories that can be trusted and will be skipped by realtime
protection and virus scan or excluded IP addresses from bruce-force attack detection, as

shown below:

i@ Windows ~

| Trusted Files ®
File/Path Whitelist @

File/Path Type Operation

Excluded IP Addresses from Brute-Force Attack Detection (0

Excluded IP Address Operation

“ Restore Defaults Apply to Subgroups

Windows: In the dropdown list, you can choose Windows or Linux. Windows
systems suppport File/Path Whitelist and Excluded IP Addresses from Brute-Force
Attack Detection settings while Linux systems only supports Excluded IP Addresses

from Brute-Force Attack Detection settings.

File/Path Whitelist: You can add any files or directories that are trusted. Entries ending

with “\” indicate a directory while ending without “\” indicate a file.

Excluded IP Addresses from Bruce-Force Attack Detection: You can add IP address to

exclude it from to bruce-force attack detection.
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3.3.3.6 Vulnerabilities

The Vulnerabilities page provifes Scheduled Vulnerability Scan and Security Patch

Downloading Server sections, as shown below:

| Scheduled Vulnerability Scan
Enable scheduled scanning

to

| Action
Fix automatically

© No Action - Report Only

| Security Patch Downloading Server @

Server IP Address Remarks Status Operation

This Endpoint ... v/ Down Disable
http://download.windowsupdate.com/ Microsoft Patc... v/ Up Down Disable
https://upd.sangfor.com.cn/v1/down... Sangfor official... v Up Disable

m Restore Defaults Apply to Subgroups

Windows: It indicates operating system supported by vulnerability fix. Currently only

Windows OS is supported.
Scheduled Vulnerability Scan: It specifies the scheduled time to perform vulnerability scan.
Action: It specifies the actions performed after vulnerability is detected.

Security Patch Downloading Server: It specifies servers from which endpoints download
security patch. The default server is Sangfor CDN Server, Microsoft Vulnerability Patch
Server, and the Endpoint Secure MGR.

If the Agent on endpoint cannot connect to Internet or download security patches from the

Sangfor CDN server or Microsoft security patch server, there are two solutions:

1. Establish security patch server in the intranet, and the Agent on endpoints downloads

security patches from the intranet server. This solution is recommended.

2. The MGR can connect to the Internet and it downloads security patches. And then the

Agent on endpoints downloads security patches from the Manager. Go to System > System >
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General and enable Security Patch Download on Endpoint Secure Manager, as shown below:

General

| Endpoint Auto-Deletion

Clean up offline endpoints staying inactive for consecutive days (1-365)

| Security Patches Download

Endpoint Secure server will download security patches if patches cannot be downloaded by endpoints. (@ Clear Security Patches

3.3.3.7 Peripheral Control

Peripheral Control is used to control which USB devices can be inserted into endpoints. This

is only applicable to Windows OS.

| USB Device Control

Enable USB device control
Forbidden Devices (1): USB Devices Removable Drives Portable Devices
Peripheral Device Whitelist :

Device ID Loader

No. Device 1D Remarks Operation

@ o

Action : Show notification to warn users that forbidden device is detected

Forbidden Devices: Select the USB device that are not allowed to insert to endpoints.

Peripheral Device Whitelist: Add USB devices to whitelist that are allowed to insert to
endpoints.

Action: Show notification when forbidden USB device is detected.

v
1. The section is only applicable to Windows OS, not the Linux OS.

2. No Action-Report Only is recommended and manual fix can be performed as per
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your needs.

3. Security protection supported on different operating systems and endpoint type

is shown as below:

J <

Basics N

Malware v v v
Realtime Protection v v x
WebShell Detection x N v
Ransomware Detection J v X
Brute-Force Attack v v J
Detection

Fileless Attack Protection v v x
Trusted Files J N x
Vulnerabilities J v x
Server Protection x J x
Peripheral Control N v x
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3.4 Micro-segmentation

The micro-segmentation function can allow necessary service ports and disable all
unnecessary ports to improve business security and protect servers. Traffic segmentation

status is visualized.

3.4.1 Micro-segmentation Policy

Click Micro-segmentation| switch on the right top corner to turn on or turn off micro-

segmentation.

Micro-Segmentation Policy: Policies can be added, deleted, or disabled, and based on the

quintuple matching data, it allows or denies the access.

@ Sangfor Endpoint Secure ome Endpoin Micro-Segmentation

Micro-Segmentation « Micro-Segmentation

[ Micro-Segmentation o New Action = | Hit Count

I Traffic Friority Hame Saurce Destination Service Adtion  Hit Co. Latest Match Status
{1 Business System 1 Allow_part 3206 Windows Server Linux Server mysqITCP:3308) I o v
| Role

E Al hitp(TCP&0) Deny 2 2019-09-04 v
@ IP Group

ow pir cm ()
[ Service

4 PCROF o

11 Settings

Click @ to configure the micro-segmentation policy as shown below:

Add New Policy X
Name :
Source : SelectSource... =

1l

Destination: = SelectDestination...

Service : SelectService...

Action: O Allow Deny

Name: It defines the name of the micro-segmentation policy.
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Source: It indicates the source that accesses the target service. You can select the business

system, role, server, and IP group as the source.
Destination: It indicates the target endpoint to be accessed.
Service: It indicates the service port of the target endpoint.

Action: The action of the micro-segmentation policy can be selected as Allow or Deny.

Click ™ to interchange the source with the destination

Click @ to submit.
Delete: Select a policy to be deleted and click to delete the policy.

Up: Select a policy to be moved up and click @to move the policy. Only one policy can be

moved at a time.

Down: Select the policy to be moved down and click to move the policy. Only one

policy can be moved at a time.

Enable: Select a policy to be enabled and click to enable the policy.
Disable: Select a policy to be disabled and click to disable the policy.

Hit Count View the number of logs matching the policy.

Matches: It indicates the number of logs matching the policy.

Status: Click ¥ or © to enable or disable policy.

3.4.2 Traffic Statistics

This page supports visually displaying traffic statistics of endpoints, access to public network,
internal accesses and allowed and denied traffic. You can view traffic statistics by filtering
the criteria. Configure Micro-segmentation Policy, Business Systems, IP Groups,

Services and view when there is any traffic generated.
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@ Sangfor Endpoint Secure ome End 5 Micro-5egmentation ! Logs System A @ B admin

Micro-Segmentation « Traffic

% Micro-Segmentation Q Retresn T Fiter B  name. IF 4R

7 Business System

B Role
@ IP Group
3 service

Windows Server Liowx Server
8 Settings

Internet Intranet + Allowed ~= Denied

Click . The filtering conditions are as shown below:

@ sangfor Endpoint Secure ome Endpoints Micro-Segmentation ogs Syste A @ O admin -

Micro-Segmentation <« Traffic

[ Micro-Segmentation Q) Refresh Q

! Green [Allowed)

51 Business System - Traffic across business systems

[ Role o y Traffic within business systerns

1P Grous Business Traffic y
Maintenance Traffic >

B senice Others. >

3 Settings Windaws Server Linux Server

Denied traffic(Red): It indicates the denied traffic.

Allowed traffic (Green): It indicates the allowed traffic.

Inter-business system traffic: The access traffic between business systems.
Intra-business system traffic: The access traffic within the business system.

Business traffic, Maintenance traffic and Other traffic need to be defined via Services.

For details, see Section 3.4.6 Service.

3.4.3 Business System

Configure business system and add multiple endpoints into one business system. One
endpoint can only be added into one business system. This can be used by micro-

segmentation policy and display of traffic segmentation status.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 7



Endpoint Secure User Manual Version 3.2.22

@ Sangfor Endpoint Secure

Micro-Segmentalion € ggnoe petems  +New  Endpaints
B Pallcies Local E + e % o = ave = Tans Q remen
T Traffic Starfstics No.  Endpoint P Address s Te Operat

B SANGFORZ

B 1ags

Click @ to create a new business system and add endpoint to the business system.

Add New Business System X
Name : linux
Endpoint : Select =

Name: It defines the name of new business system.

Endpoint: click = to select online endpoints, as shown below:

Select Endpoints X
Available Name, IP address Selected 1 Clear
Group name =1-1T\ Endpoint Name Operat..
B All Endpoints
SANGFOR(15_ 21) SANGFOR(192.168.18.21) X
=] B Local Site
<<<<<<<< n,
Ungrouped Endpoints bill 4
Linux CTI0020(15- %L .50)
Microsoft
DESKTOP-0AMSOMP(1¢ )

Check the endpoints to be added in the business system, click @ to submit.

A @ O amin -

@ Sangfor Endpoint Secure

Micro-Segmentation « Business System ... + Add  Endpoints

[@ Micro-Segmentation T S =+ New Q Refresh

D Traffic Windows Server Mo,  Endpoint Name 1P Address Group os Rale Status Operation

) Business System ubuntu-Standard-PC-i440FX 92168114 Lo Ubuntu 1804 LTS . Database Offline

Rale
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New: Click @ in Endpoints to add endpoints to business system after business system is

configured, as shown below:

Add X
Available N P add Selected Clear
B Al Endpoint Name Operat...

B All Endpoints
SANGFOR(192.168.18.21) ubuntu-Standard-PC-i440FX-... X

B Local Site

ill(192.168.1
Ungrouped Endpoints bill(192.168.19.206)

Linux CT10020(192.200.19.150)

Microsoft
DESKTOP-0AMSOMP(192.168.11.5)

ubuntu-Standard-PC-i440FX-PIIX-1996(..-

“ Cancel

Delete: Click to delete endpoint added to the corresponding business system.
Move: Click to move the selected endpoints to another business system.

Tag: It defines the category of endpoints, such as web, database. The tags can be customized,

and only one tag can be assigned to one endpoint. Click Tags to show as below:

Endpoints
4= Mew ¥ Delete = Move = Tags () Refresh
MNo. Endpoint 1P Address Group [aly Tags
1 SANGFORZ Ungreuped Endpoints ‘Windows 7 Professien.. Unassigned
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Click @, as shown below. For the detailed description, refer to Section 3.4.4 Role.

Add New Role X

Name: roleName

Descriptio...

If endpoints matching one of the following entries, it will be
identified as this role. Process and port are supported. One
entry per row.

Characteri...

“ Sance

3.4.4 Tags

This is used to define the category (the service provided by endpoint) of endpoints in the
business system. The signatures of different tags cannot be the same. There is built-in WEB,
Database, FTP, SLB, Email, Message Queue, WebSphere, WebLogic tags with their own

signatures in the manager.

Tags
+ New Q Refresh
No.  Tags Description Signature Operation
1 WEB Provide web service 80, 8080, 3128, 8081, 443, wiwp, httpd Edit
2 Database Provide data storage service 1521, 1158, 2100, 1433, 1434, 3306, 5000, 6379, 5432, 27017 Edit
3 FP Support file upload and download via FTP 21, servudaemon, filezillaserver, vsftpd - | Edit
4 S8 Provide load balancing service nanny, pulse, nginx, haproxy Edit
Email Provide email service 25, 110, 465, 143, 995, 993, winmailmailserver, mailserver - Edit
6 message queue Provide message queuing service 1801, rabbitmaq-server Edit
WebSphere middleware in java EE 3080, 9090, 9443 Edit
8 Weblogic middleware in java EE 7001 - | Edit

Click New to add a new tag, as shown below:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 8



Endpoint Secure User Manual Version 3.2.22

Add New Tag X

Mame :

Description :

If an endpoint owns any of the following signatures, it belongs
to that tag. One process name or port per row. One entry per
FOW.

Signature ;

Name: It defines tag name, which is generally the service name provided by the endpoint in

the business system.
Description: It describes the category of tags.

Signature: It specifies process or port that will be matched with endpoint. And if endpoint

is matched with the signature, it is considered as the tag.

Click @ to submit.

egmentation Detection e & @ O amin -

Micro-Segmentation «

Tags
[ Palicies + New € Refresh
(2] Traffic Statistics No. Tags Description Signature Operation
@ Business Systems WEE Provide web service 80, BBD, 3128, BOS1, 443, wiwp, hitpd Edit

B Tags 2 Database Provide data storage senvice 1521, 1158, 2100, 1433, 1434, 3306, 5000, 6379, 5432, 27017, ... - | Edit

® IP Groups

FTP Support file upload and download via FTP 21, servudaemon, filezillaserver, vsftpd Edit
[ Services
4 sIE Ioad balancing service nanny, pulse, nginx, haproxy Edit
81 Miscellaneous
Email Provide service 25, 110, 465, 143, 995, 993, winmailmailserver, mailserver - | Edit
6  message queue Provide message queuing service 1801, rabbitmg-server Edit

Delete: Click it to delete a customized tag, but the built-in role cannot be deleted.
Operation: The tag signature can be modified. The customized roles can be deleted, and the
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name of customized tag can be modified.

3.4.5 IP Groups

IP Groups: You can assign public or internal IP addresses into different IP groups. The
default internal IP addresses in the manager are: 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16. The
default Public IP addresses in the manager are: 0.0.0.0-255.255.255.255. The micro-
segmentation policy matches the IP addresses from top to bottom. The IP addresses are used

for micro-segmentation policies.

@ Sangfor Endpoint Secure

Micro-Segmentation « o royp

[ Micro-Segmentation e € Ratresh
Traffic Priority  Name P Address Type Remarks Operation

£ Business System 1 HPC 192.20.19.150 intranet Delete | Edit ~ Mave Tap

& Role
Allow Acces 192.168.11.0/24 intranet Delete | Edit  Move Top

2
@ IP Group
3 Windaws 10 192.168.11.5 Intranet Delete | Edit = Move

Click @ to add new IP group, as shown below:

Add New IP Group ®
Narme :
IF Addres..

®
Type : O Public Internal
Remarks :

Name: It defines the name of the IP group.

IP Address: It assigns IP address segment into a IP group, and the format is as shown above.
Type: It can be public and internal.

Remarks: It indicates the purpose of the IP group.

Click @(] to submit.
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@ Sangfor Endpoint Secure Home M entation Response ogs Systen A @ O amin -

Micro-Segmentation « 1P Group

% Micro-Segmentation +hew X Deee tu #0om  (QRefeh

z riorty  Name Adidress Type remarks perstion

2! Traffic P » 1P Adkh Remark o

£ Business System 1 HEC 1922015.150 ntranes Delete | Edit | Mave Top

@ Role e o - 1
@ 1P Group
3 Windows 10 192168115 ane Delete | Edit | Move Top

Delete: It deletes a customized IP group.

Up: It moves the customized IP groups up. The policy matches the IP address groups from
top to bottom. Only one IP group can be selected for one policy.

Down: It moves the customized IP groups down. The policy matches the IP address groups

from top to bottom. Only one IP group can be selected for one policy.

Operation: The IP groups can be deleted, moved up or edited, and cannot be moved down.

3.4.6 Services

Services define the port used in micro-segmentation policy. There are 35 built-in services,
and you can also add your own services. The customized service ports cannot be conflicted

with the existing ports.

Click @ to add a new service, as shown below:
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Add New Service

Marne : Senice name
Protocaol : TCP UDP
FPort : Separate ports or ranges by comma, e.g., 1023 or 1-65535

Business traffic

Maintenance traffic

Traffic Ty.. @ Other traffic

Rernarks : It iz nzed for world wide web prowy and website browsing

Cancel

Name: It defines the service name.
Protocol: It selects a protocol for the service.
Port: It indicates the port used by the service.

Traffic Type: It defines whether the traffic of a service is for business, maintenance or others,

and this is displayed in Traffic Statistics page.
Remarks: It indicates the purpose of a service.

Click @ to submit.

Micro-Segmentation

icro- ion « .
Micro-Segmentation Service

[ Micro-Segmentation + New % Delols €2 Ratrash
G raffic No.  Senice Name Protoco Port Traffic Type Remarks Operation
(0 Business System = tost TCP,UDP 666 Others Jelete  Edit
[ Role

dhep Tcp 647 Business Traffic &
@ IP Group

s sl TCP 1434 Business Traffic Edit
B service

Delete: It deletes a customized service. The built-in services cannot be deleted.

Edit: It deletes or edits a customized service custom service. The built-in service can only be edited

and cannot be deleted.

3.4.7 Miscellaneous

Miscellaneous is global settings for micro-segmentation, including enable and disable
micro-segmentation, turn on and off traffic report, and back up and restore micro-

segmentation policies.
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@ Sangfor Endpoint Secure

Micro-Segmentation « Settings

[ Micro-Segmentation
| Micro-Segmentation

.
I Traffic Enable (Al micro-segmentatian palicies will became invalid after disabling)

g | Report Traffic
Rale

Enable (Al Encipoint Secure agerts will not report tratfic atter disablingl
& IP Group

B Service | Backup and Restoration

Restore Canfigur:

Methad 1 Restore configuration from scheduled backup file

Methad 2 Restare from local backup file

Micro-Segmentation: You can check the option to enable the micro-segmentation function.

If it is unchecked, the micro-segmentation policies for all the business systems will be

disabled.

Report Traffic Statistics: You can view traffic access details in Traffic Statistics page when
it is enabled. After it is disabled, the traffic report will be disabled and affect the display of
Traffic.

Backup and Restore: It exports the micro-segmentation configuration files and restore from
the exported configuration files. The system automatically performs the backup of

configuration at 0 o'clock every day.

3.5 Detection
3.5.1 Virus Scan

After the endpoint connects to the Endpoint Secure server, the server will send a task to the
endpoint through the Detection > Virus Scan page. With file reputation database,
multiple security engines such (Sangfor Engine Zero, behavioral engine, the signature
database and the cloud-based engine, the malicious files can be scanned and the results are
displayed then. The major security check results include task type, scan mode, number of
endpoints have successfully received, completed, paused scan, endpoint name and IP
address, group, operating system, endpoint status, pending/total number of virus files and

scan progress.
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@ Sangfor Endpoint Secure
«

Detection «

V) Scan completed. No victim endpoint is found.

[@ Vulnerability Scan

Full Scan
@ Security & Integrity Check \,,

@ scan completed. No threat is detected.

You can choose Scheduled Scan or Quick Scan. The difference is that Full Scan scans all

the hard disk files on endpoint and Quick Scan scans some important file directories in the

system disk.
Click , as shown below:
Quick Scan X
Endpoints : Select =
Scan Mode @ :
Quick @ Balanced Low-power

Endpoints are the endpoints that need to perform quick scan. You can view the last scanned
time, which allows the administrator to intuitively know which endpoints are not scanned

and how long they have not been scanned, as shown below.
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Select Endpoints X
Available Search by previous scan ¥ | Name, IP address Selected 0 Clear
Group name Endpoint Name (IP) Last Scanned Endpoint Name Operation
-] @ All Endpoints
PC-YONG(192.168.11.3) Today
[=] B Local Site
Ungrouped Endpoints CT10020(192.200.19.150) Today
Linux bill(192.168.19.206) Today

Microsoft

Select

CPU Usage includes High, Balanced, or Low. Click on the icon D to see the description.

Quick Scan X

Scanning with high CPU usage consumes the most CPU resources, but scan speed is faster.,
Endpoints : Scanning with balanced CPU usage consumes no more than 30% CPU resources, keeping scanning speed and CPU usage balanced.

Scanning with low CPU usage consumes no more than 10% of CPU resources, but scan speed is slow.

CPU Usage @

Cancel
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Click to go the page, as shown below:

Quick Scan >

Endpoints :

CPU Usage @ High O Balanced Low

Endpoints are the endpoints that need to perform full scan.

CPU Udage includes High, Balanced, or Low. The results will be available after the above

configuration and the virus removal completes.

@ 5can completed. No threat is detected.

Click on the right to view the detailed results.

° Scan completed. No threat is detected. Colars

No. Endpoints Group os Status Pending/Total Virus ... Scan Progress Operation
1 PC-YONG(192.168.11.3; Microsoft Windows Server 2016 Standa. @ Online 0/0 Scan completed Re-scan
CTID020(192.200.19.150) Microsoft Windows 7 Professional Servi @ Online 0/0 Scan completed Re-scan
bill(192.168.19.206) Ungrouped Endp. Windows 10 Pro x64 ® Online 0/0 Scan completed
[ |

Click [Fix to fix virus infected files or click [Re-scan)|.

v
1. The quick scan directories on Windows computer include: /Windows,

/Windows/system32, /Windows/system32/drivers and its subdirectories

2. The quick scan directories on Linux computer include: /bin, /sbin, /usr/sbin,
/asr/bin, /lib, /1ib64, /usr/lib/usr/1ib64, /usr/local/lib, /usr/local/lib64, /tmp, /var/tmp,
/dev, /proc
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3.5.2 Vulnerability Scan

You can detect and patch system vulnerabilities on Windows endpoints through Detection >
Vulnerability Scan page. Currently, it can check and fix five types of vulnerabilities (remote

execution, denial of service, privilege elevation, security function bypass, information

@ Sangfor Endpoint Secure fom Endpoints Micro-5 ior n tesponse Logs System A © O admin -
Detection Scanning Task Task Details
4 Virus Scan Endpoint Type *|| States 7| Grow

(@ Vulnerably Scan e | [T <] | e Jomen ) - ot Vit 3 | Ut Voben. = | Operton

& Security & Integrity Check

® Online PCYONG 192.168.11.3,1602
@ Completed -

Offiine DESKTOF-0AM... 192.168.115,10.123

© Completed 3 Complet ® Online cnicozo 192.20019.150,169.

Scan Task: You can add a manual vulnerability scan task and task performing results are

showed. Click NGW Scan TasH ,as shown below, to select endpoints for scan and the

vulnerabilities to scan for.

Vulnerability Scan X
Endpoint : Select =
Vulnerability : = Total Vulnerabilities v

Select endpoints to be scanned for vulnerability, as shown below:
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Select Endpoints X
Available Endpoint Status ¥ | = Name, IP address Selected 0 Clear
Sroup name Endpoint Name (IP) Last Scanned Endpoint Name Operat...

B All Endpoints
PC-YONG(192.168.11.3) 15 day(s) ago

B Local Site

Ungrouped Endpoints DESKTOP-0AMSOMP(192.1... 15 day(s) ago

Linux CTI0020(192.200.19.150) 15 day(s) ago

Microsoft
bill(192.168.19.206)

SANGFOR(192.168.18.21)

“ cancel

Click a scan task result to view the task details, as shown below. The task details show the
scanned endpoints, as well as the total number of vulnerabilities and the vulnerabilities that

are not fixed on the endpoints. You can patch the vulnerabilities or re-scan the endpoints.

@ Sangfor Endpoint Secure ficro-Segmenta Detection

Detection « Scanning Task Task Details
Y Virus Scan R STk Endpoint Type ~ || Status - Gow

G Vulnerability Scan sskType v TaskStatus ¥ | No. Status Status Endpoint Name 1P Address os Total Vulnecab, Unfixed Vulne. Operation

© Security & Integrity Check

° DESKTOP-0AN
© Completed
Fix
@ Completed 3 - ® Oniine bil 192.168.19.206 i §
® Oniin ANGFOR n i
@ Completed

Click [Fix| to patch vulnerabilities on endpoints or ignore vulnerabilities, as shown below:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 9



Endpoint Secure User Manual Version 3.2.22

SANGFOR
(Q Refresh Severity ¥ Impacts

No. Severity @ Type Patch Name

1 m Information Disclosure 2019-09 Security Monthly Quality Rollup for W...
2 CrD Information Disclosure =~ R 2019-09 Security Only Quality Update for Wind...
3 m Tampering t to Apy 2019-08 Security Only Quality Update for Wind...
4 m Elevation of Privilege 2019-07 Security Only Quality Update for Wind...
5 m Elevation of Privilege = f 2019-07 Security Monthly Quality Rollup for W...
6 m Remote Code Execution 2019-07 Security and Quality Rollup for .NET Fr..

¥ Restart Req

Patch ID

KB4516065

KB4516033

KB4512486

KB4507456

KB4507449

KB4507420

v | Patch L

Released On

2019-09-09

2019-09-09

2019-08-10

2019-07-05

2019-07-05

2019-07-08

h name

Status

Pending

Pending

Pending

Pending

Pending

Pending

30 entries - 2 3 > » Entries Per Page 10 ~

Close

The suggestions for High-threat, Medium-threat and Low-threat vulnerabilities are shown

as follows.

High-threat: Immediate fix is recommended because they may be

exploited to damage your endpoints

Medium-threat: Analysis and fix are recommended because they can

cause risks to your endpoints

Low-threat: Fix as per your need

Select a vulnerability to be fixed and click . The computer is required to be restarted for

the vulnerability patch to take effect, and the following prompt will be shown. Administrator

can check “Force endpoint to restart after this operation” to enforce endpoint restart or

choose to restart the computer later. It is not recommended to check “Force endpoint to

restart after this operation” Administrator shall specify that the endpoint restarts during non-

business hours for the vulnerability fixing to take effect.

Confirm

This operation is applicable to unfixed vulnerabilities.

7 vulnerability fix(es) apply after endpoint restart

Force endpoint to restart after fix

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Click the Patch Name of a specific vulnerability to show patch details. The details are helpful

to understand the vulnerability risks and the patch download address, as shown below:

Details X

Patch ID: KB4516065

Patch Name: 2019-09 Security Monthly Quality Rollup for Windows 7 for x64-based
Systems (KB4516065)

Description: A security issue has been identified in a Microsoft software product that could
affect your system. You can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base article. After you install
this update, you may have to restart your system.

Type: Information Disclosure

Released On: 2019-09-09

Download: http://download.windowsupdate.com/d/msdownload/update/software/secu/
2019/09/windows6.1-kb4516065-x64 fbc436f2c56af4ab270e2d1b17b11a1192
65e904.cab

Close

%
The vulnerability patching requires that endpoints have access to the Internet and

that the connectivity to the following servers works.

auth.sangfor.com.cn
upd.sangfor.com.cn
download.sangfor.com.cn
analysis.sangfor.com.cn
clt.sangfor.com.cn
download.windowsupdate.com

3.5.3 Security & Integrity Check

In Detection > Security & Integrity Check, you may perform integrity checks on
endpoints. The check items are different from endpoint to endpoint. The items for Windows

endpoints include account, access control, security audit, history information protection,
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intrusion prevention and malicious code prevention. The check items for Linux endpoints
include: account, access control, security audit, SSH policy detection, intrusion prevention

and malicious code prevention, as shown below:

@ Sangfor Endpoint Secure

Detection «

Sk Virus Scan 15 day(s) 6 hrs 18 mins 12 secs away from the previous check

[@ Vulnerability Scan

@ Security & Integrity Check

4 endpoint(s) failed to pass the check

TaskStatus ¥ EndpointType ¥  Result > Name. IP addros:

No.  Endpoint Name 1P Address Group os Last Scanned Task Status Result Operation
1 @CToo2o 192200.19.150 Microsoft Windows 7 Professio... 2019-09-04 14:16:14 Check completed. ~ Failed: 17 View  Re-check
2 @ ubuntu-Standard-PC-d... 192168114 Linux Ubuntu 1804 LTS xB... 2019-09-04 14:16:10 Check completed. ~ Failed: 12 View  Re-check
3 @rcYonG 192168113 Microsoft Windows Server 201...  2019-09-04 14:1609 Check completed.  Failed: 17 View  Re-check
4 3 DESKTOP-DAMSOMP 192168115 Microsoft Windows 10ProxB86  2019-09-04 141559 Check completed. ~ Failed: 17 View  Re-check

Click and select the endpoints that need to perform the integrity check to send

task, as shown below:

Settings X

: —
Endpoints : Select =
Once the check is completed, you can view the check results:
TaskStatus  ~  EndpointType ~  Result = || Name, IP address
No.  Endpoint Name 1P Address Group os Last Scanned Task Status Result Operation
1 = CTioo20 192.200.19.150 Microsaft Windows 7 Professio. 2019-09-04 14:16:14 Check completed. Failed: 17 View Re-check
2 {8 ubuntu-Standard-PC-i4... 192168.11.4 Linux Ubuntu 1804 LTS 8. 2019-09-04 14:16:10 Check completed Failed: 12 View Re-check
3 & Pc-yong 192.168.11.3 Microsaft Windows Server 201 2019-09-04 14:16:09 Check completed.  Failed: 17 View Re-check
4 [ DESKTOP-OAMSOMP 192.168.115 Microsoft ‘Windows 10 Pro x86 2019-09-04 14:15:59 Check completed. Failed: 17 View Re-check

Click to view the results of integrity check or each item to view details.
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Details X

(1) Check completed. 17 out of 31 requirements are not met 3

Time Completed: 2019-09-04 14:16:14

> Account policy

[=]  1.Password

. Minimum password length: > = 8 characters
. Minimum password age: >= 2 days
. Maximum password age: <= 90 days

. Password history remembered: >= 5

[=] 2.Account
. Account lockout counter: >= 15 minutes
. Account lockout duration: >= 15 minutes
. Account lockout threshold: <= 10

=] 3.Auto-legin

. Auto-Login account

~ Application control policy

[=] 1.Local user accounts

. Accounts not owning passwords
. Accounts owning weak passwords

. Guest accounts

Liidnnd ssmmm mmmm b

Close

Click Integrity Policies to view the configuration requirements defined for the compliance

check.

E Endpoint Security and Integrity Requirements (Windows)

Account Policy v Account Policy > Password >
Password
Account Lockout Policy Password
Auto-login
Minimum password length: >= 8 characters
Access Control Policy >
Minimum password age: >= 2 days
Security Audit Policy P,

Maximum password age: <= 90 days
History Information Protection Policy >

Password history remembered: >=5
Intrusion Prevention >

Malicious Code Prevention > Security Enhancement - StePS:

After client computer is reconfigured according to Integrity Policies, you can click .

Click E to download the integrity check report.
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L

1%
The highlighted integrity check items need specially attention.

3.6 Response
3.6.1 Threat Response

3.6.1.1 Endpoints

You can filter endpoints by threat severity, All, Compromised, Critical, Suspicious and
Isolated endpoints, you may also find specified endpoints by filtering Endpoint Type,
Group, Last Detected or by directly searching for the endpoint name or IP address.

@ Sangfor Endpoint Secure

Response - End Securiy Events
[E] Threat Response
£t Vulnerability Fix J]5 = 1 4 0 @ 0
Victim Endpaints (5 npromised Critica Suspicious sed Endpaints
O Infected File Tracking

A Remote Access

Endpoint name: The name of the online endpoint.
Group: The group in which the endpoint is included.

Severity: Compromised, Critical and Suspicious. They are defined as follows:

Sl TEER Y It indicates endpoints involved in high-threat viruses, WebShell backdoor or botnet.

It indicates endpoints involved in moderate-threat virus, botnet and brute-force attacks detected on
endpoints.

Suspicious It indicates endpoints involved in low-threat viruses, WebShell backdoor or botnet.

Security Event: It provides the security event occurred on hosts by tags.

Pending/Total threats: The number of pending threats and the total number of

threats found on the endpoint.
Last Detected: The time when the threat was last detected.

Operation: You can process the discovered threats or directly isolate the endpoint before

processing.

Isolate: After the isolation, the endpoint will not be able to access any network. Please ensure
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that the isolation will not affect the business system.

The endpoint can be restored from
"Isolated".

Click [Fix| to go to the page as shown below:

OFx @ WTust B ignare. Q) Refresh

verity v ThreatType ~  LlastDetected * | 1

No.  Security Events Victim Endpaints. Infected File Time Detected Status Operation

Pancing JRR———
w Trust
2 Ignore

a

DESKTOP-DAMSOMP(192.168.11.1...  c\windows\evil\evil\globeimposter.exe 2019-09-22 17:05:36

= DESKTOP-0AMSOMP(192.168, cusers\ky\desktophevil-#1%i% S zip 2019-09-22 17:05:36 Pending = Threat Intellig

Fix: Select endpoints to be fixed to isolate the virus-infected files and remove macro virus or

infectious virus. At least two security events are selected. Blacklisting IP addresses that

initiate brute-force attacks in batch is so risky, so blacklisting IP address one by one is

recommended, as shown below:
Fix

/— Are you sure that you want to Fix the selected 10 infected files?

Also Fix file with same MD5 on other endpoints

Trust: Select the endpoint security events to be trusted and add the scanned files or Attacker
IP addresses to the trusted file list.

Trust

/ Are you sure that you want to Trust the selected 10 infected files?

Also Trust file with same MD5 on other endpoints

Ignore: Select the endpoint security events to be trusted and ignore the scanned files or
attacker IP addresses.
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Ignore X

4 Are you sure that you want to Ignore the selected 10 infected files?

For a single threat, you can Isolate, Trust, Ignore or view its Threat Intelligence.

Click [Threat Intelligence], to go to the Sangfor Security Center > Threat Analysis Platform.

o~

am. | SANGFOR SECURITY Home Security Events Vulnerabilities Threat Intelligence Sangfor Neural-X Security Tools Community a English ~ User
= =

e — | a |

eg: 66.1176174/updatetxst fget-career.com 136243102154 af201e3cc6065045810c81d24f6d6ae

3.6.1.2 Security Events

From the perspective of the detected security events, you can filter by Malware,
Ransomware, Brute-Force Attacks, Bots, WebShell Backdoor and Advanced Threats.

Each option can also be filtered by Pending, Fixed and Trusted.

A @ O admin -

[E] Threat Response

1Tt Vulnerability Fix 75 44 U U 0 U

© Infected File Tracking

A Remote Access
Foxed Trusted
Send Saript
Q Refes Soverity - TweatTpe T LestDetecied
Mo, Securty Events Victim Endpoints Infected File Time Detected Status Operation
Trojsn Win32 Rass uirg
DESKTOP-OAMSOMP(192.165.11.1...  cwindawshevilievihglobeimposter.exe 2019.09.22 17:05:36 Pending © Fx  Threatintelig

For the malicious files found, choose Fix, Trust, Ignore and Threat Intelligence, as shown

Trojan. Win32 Raas.uljrg
DESKTOP-DAMSOMP(192.168.11.1...  c\windows\evil\evil\globeimposter.exe 2019-09-22 17:05:36 Pending © Fix | Threat intellig
TrojanWin32 Save.a @7
6 - & ong(192.168.19.207 di\counter strike source edition\counter-strike.exe 2019-09-22 02:06:18 Pending 2 - [Threat Intellig.
, Ig

Choose a specific threat file, and click , the following window will pop up.
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Fix X

/ Are you sure that you want to Fix the threat (c:\windows\evil\evil\globeimp
| oster.exe) on endpoint DESKTOP-0AMSOMP(192.168.11.155)?

Also Fix file with same MD5 on other endpoints

Check "Also Fix file with same MD5 on other endpoints " to perform the batch processing

for the same files on other endpoints.

If you select when detected file is confirmed as a false alarm, the following window
will pop up.

Trust X

/'L Are you sure that you want to Trust the threat (c:\windows\evil\evil\globei
\ mposter.exe) on endpoint DESKTOP-0AMSOMP(192.168.11.155)?

Also Trust file with same MD5 on other endpoints

Check "Also Trust file with same MD5 on other endpoints" to perform the batch processing

for the same files on other endpoints.

If you select for threats to be ignored, the following window will pop up, and the

manager will no longer display the ignored threats.

Ignore X

/7 Are you sure that you want to Ignore the threat (c:\windows\evil\evil\globeimpos
| ter.exe) on the endpoint DESKTOP-0AMSOMP (192.168.11.155)?

You can select multiple threat files and fix them by clicking Fix, Trust and Ignore, as shown

below:
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Endpoints

72

Malware

Fied

44

Ransomware

© Fix B W Trust

Q) Refresh

No.

Security Events

- Victim Endpoints

PC-YONG(192.168.11.3)

PC-YONG(192.168.11.3

PC-YONG(192.168.113

0

Brute-Force Attacks Bots
Infected File
cwindows\syswowb\drivers\01aaZecba69769ebc53.
cusers\administrator\desktop\01 aa2ecba63769ebcs.
chwindows\system32\drivers\01aa2echa69769ebcs9.

0

WebShell Backdoar

»

Time Detected

2019-09-22 21:26:25

2019-09-22 21:26:25

2019-09-22 21:26:25

everity v Threat Type

0

Advanced Threats @

¥ lastDetected <

Status Operation

Click to show fixed specific security event, as shown below:

Endpoints

38

Malware

No.  Security Events

HEUR:Backdoor/PHP.TinyShell

e

EUR:Backdoor/PHP.TinyShell.a

44

Ransomware

w  Victim Endpoints

CTI0020(192.200.19.150)

CTI0020(192.200.19.150)

Infected File

\pente

sthox

\bimwebapplications\cmsmapishelfdl

@

Severity

c\pentestboxibin\webapplications\emsmap\shelljoo.

WebShell Backdoot

> Threat Type

Time Fixed

2019-09-18 10:43:55

2019-09-18

Security Events: The name of detected malicious program.

0

Advanced Threats

- Last Detected ~
Status Operation
Operation succeeded. T Remo v

Operation succeeded. T Remo v

Victim Endpoints: The name of endpoints infected by the virus.

Infected File: The endpoint infected by virus and the path of the corresponding file on the

endpoint.

Time Fixed: The time when the event is fixed.

Operation: You can select "Remove" when you confirm that the file is a virus infected file,

or "Restore" when you confirm it is not after manual analysis.

Click to view the malicious files that that have been added to the trusted file list.
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Endpoints.
Malware Ransomware Brute-Force Attacks Bots WebShell Backdao Advanced Threats (¢
Pending Fixed Trusted
) Refresh Severity ~  ThreatType  ~  LastDetected ~
No.  Security Events «  Victim Endpoints Infected File Time Fixed Operation
Amoeba
Phich ) CTI0020(192.200.19.150) di\users\ctimy documentitencent files\3150170282\filerec,. 2019-09-05 17:55.36 % Remove

Security Events: The name of detected malicious program.
Victim Endpoints: The name of the endpoint infected by the virus.

Infected File: The endpoint infected by virus and the path of the corresponding file on the

endpoint.
Time Fixed: The time when the event is fixed.

Operation: When the file is confirmed as malicious after manual analysis, it can be removed

from the trusted file list.

L

Ransomware
Click to show ransomware attacks.

Endpoints

71 44 1 0 0 0

Malware Ransomware Brute-Force Attacks Bots WebShell Backdoor Advanced Tt t:
Pending Fixed Trusted

R s Last D
No. Victim Endpoints Infected File Time Detected Status Operation
i t ktog 4 Pending © Fi T Int

Security Events: The name of ransomware.
Victim Endpoints: The name of endpoints infected by the virus.

Infected File: The endpoint infected by virus and the path of the corresponding file on the

endpoint.
Time Fixed: The time when the event is fixed.

Status;View the current status. It is recommended to fix the threats immediately.
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Operation: You can isolate ransomware infected files after confirmation, choose to trust or

ignore when it is not malicious, or perform the threat analysis if you are not sure.

1

. Brute-Force Attacks
Click to show brute-force attacks.

Endpoints

0 0 0

Bots WebShell Backdoor Advanced Threats (3

Pending Blacklisted
Q Refresh Attack Type | LastDetected
No.  Attacker IP Attack Type Target Endpoint/IP Last Detected Operation

SMB CTI0020(192.200.19.150) 2019-09-20 14:09:00 © Blackiist @ Ignore

Ignore: It allows you to ignore selected security events that are confirmed to be normal

service behaviors after manual analysis.

Attacker IP: The source IP address from which the brute-force attack has been initiated.
Attack Type: Type of Brute-force attack, such as RDP and SSH.

Target Endpoint/IP: The endpoint that is being attacked.

Last Detected: An attack is generally a continuous action, here shows the time of the latest

attack event.

Operation: For a single event, you can blacklist, ignore or perform the threat analysis on

attacker IP.

Click Blacklisted| to view the IP addresses that have been blacklisted, as shown below:

Endpoints

71 Lb 5 0 0 0

Malware Ransomware Brute-Force Attacks Bots WebShell Backdoor Advanced Threats

No.  Attacker IP Target Endpoint/IP Last Detected Block Start Time Block Period ~ Operation

1 92.200.244.25 CTI0020(192.200.19.150) 2019-09-20 13:34:00 2019-09-20 14:27.01 Never expire % Remove

Remove: For Brute-force attacks that have been confirmed to be false after manual analysis,

you can choose to remove the IP addresses from the blacklist to unblock them.
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Attacker IP: The source IP address that initiated the Brute-force attack on the host.
Attack Type: Type of Brute-force attack, such as RDP, SMB and SSH.
Target Endpoint IP: The endpoint that being attacked.

Last Detected: An attack is generally a continuous action, here shows the time of the latest

attack event.

Operation: For a single event, you can blacklist or ignore the attacker IP.

2

Bots
Click to show the security events caused by the botnet attacks. By

default, display the unfixed bot attacks.

Endpoints

254 211 1 2 0 0

(Q Refresh Severity v LastDetected ¥

No. Malicious IP Ad. Visited Endpoint Visited Process Total Visits Total Files Pending Files Status Operation

aaaa.usa-138.
| QDD  Vonic = SANGFOR (192.168.... ¢ ows phato\imaging.exe 70 3 Pending
aa.usa-138.c

2 o =) SANGFOR (192.168,

Fix: If processes that access a malicious domain and related files are malicious, select multiple
botnet attack events to perform batch fixing for all the processes/related files on all endpoints

that access the malicious domain. If it is an infectious virus, first fix it and then perform the
disinfection. Quarantine other Trojans directly. View the results or restore in .

Trust: If the related files that access a malicious domain name are system files, select multiple

botnet events to trust all processes/related files on all endpoints that access the malicious

domain name. View the results in .

Ignore: Select multiple botnet attack events to ignore all processes/related files on all
endpoints accessing the malicious domain. After ignoring, the botnet threat event will not be
displayed.

Malicious IP Address: A malicious domain name initiate botnet attack.
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Visited Endpoint: The name of endpoint that accesses malicious domain.

Visited Process: The name of process that accesses malicious domain.

Process File Path: The path to the process file that accesses malicious domain.

Total Visits: The number of times the process accessed malicious domain.

Total Files: Total number of the files related to process that accesses malicious domain.
Pending Files: The number of pending files related to this security event.

Status: The processing status of all related files, such as Pending, Fixed and Some are pending.
Operation: View the threat details or threat intelligence.

Click [Threat Details| to view the process accessing the malicious domain on endpoint, and

you can Fix, Trust or Ignore the threat process/related file, as shown below:

Details(SANGFOR) X

Requested malicious domain

aaaa.usa-138.com (AL ¢ it
70
parent process Process Initiated Visit Walicious domain
2019-09-26 10:17:01
2019-09-27 21:35:15
NGAF Correlation o

call File

Do vant to check whether all other endpoints have the same issue?

Processes and Related File Information @
€ Refrest Pending -

Process relat..  Threat File Path MDs FileType Descrip.. Digital .. Status  Operation

Pracess Initia.

imaging.exe M... c\program files (x86)\windows photo\imaging.exe 923acfbcedacdfffceeas8d4bef6edbs Applicat... Imaging.. None Pending © Fix ~ Thre
Call File (1)
comcti32.dll M.. c\windows\winsxs\x86_microsoftwindows.common-contr... 352b3dc62a0d259a82a052238425¢872 Extension Commo... MNone Pending © Fix ~ Thre

Parent Process

services.exe @I .. c\windows\system32\services.exe 24ach7eShe595468e3b9aad88bobafch  Applicat... Services.. MNone Pending © Fix ~ Thre

Click [Threat Intelligence| to connect to the Sangfor Threat Intelligence Center in order to

identify the severity of malicious domain, as shown below:
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"= sancror securmy Home Security Events bil Threat Intel 3 Sangfor Neural-X Security Tools Community a English = User
A
eg. 66.1176.174/updatetxt fget-career.com 136.243.102.154 af201e3cc6065d45810c81d24f6d6ae

Malicious
Popularity: %

136.243.102.154  [wiring

cation:  Germany Carrier:  Hetzner Online GmbH ASN: 24940 Organization:  Hetzner Online GmbH

Unknown

Event: None

Threat Analytics Impacts Basics Feedback

+ Threat Intelligence

Source Time Contents
SANGFOR Intelligence 2019-05-06 2355:55 U™
SANGFOR Intelligence 2019-05-09 2359:27 UTM )
SANGFOR Intelligence 2019-05-10 233811 [T .
SANGFOR Intelligence 2019-05-11 2357:03 [oT™)
87

Click reeer 1o show WebShell Backdoor intrusions. The pending WebShell Backdoor

intrusions are shown by default.

E o1 ty Events
101 7 0 2 87

Cusranined =

©  Guararan - E-d Q

a Ne. Threat Name Victim Endpoints fected File Time Detected Status Operation
o 8 «

-

< = Y

o | ‘
=] o ‘
[ ] " !
o> s b
[ ] | L
[ ] | ‘
o | ¢
Pl Y | ‘ «

Threat Name: The name of the WebShell backdoor file detected.

Affected Endpoint: The name of the endpoint where the WebShell backdoor exists.

Infected File: The endpoint infected by virus and the path of the corresponding infected
file on the endpoint.

Time Detected: The time when the WebShell backdoor is detected.

Status: The current status
Operation: You can choose to Isolate, Trust, Ignore or or perform Threat Analysis.

Click to further fix the WebShell backdoor.
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101 7 0 2 87

Remove: Remove two or more WebShell backdoor that are checked.

Restore: For files that have been confirmed to be false by manual analysis or have an
impact on the system after isolation, you can restore them.

Threat Name: The name of the WebShell backdoor file detected.

Affected Endpoint: The name of the endpoint where the WebShell backdoor intruded.
Infected File: The endpoint infected by virus and the path of the corresponding infected file

on the endpoint.
Time Fixed: The time when the WebShell backdoor is fixed.

Operation: You can choose to "Remove" or "Restore" the current file.

Click to view the trusted WebShell backdoor intrusions or to perform removal action.

64 6 7 8 1

Remove: For files that confirmed to be false after manual analysis or have an impact on the

system after isolation, you can remove them from the Trusted file list.
Threat Name: The name of the WebShell backdoor detected.
Affected Endpoint: The name of the endpoint infected by the virus.

Infected File: The endpoint infected by virus and the path of the corresponding infected file
on the endpoint.
Time Fixed: The time when the backdoor is detected.

Operation: You can choose to "Remove" the current file.

3.6.2 Endpoint Patching
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As the response to vulnerability, vulnerabilities can be analyzed and patched from endpoint

perspective or vulnerability perspective.
3.6.2.1 Endpoints

Send vulnerability detection task to endpoints across the network, and complete vulnerability
scan. Vulnerability details are shown through Response > Endpoint Patching >

Endpoints page, including Total Vulnerabilities, Unpatched High-threat Vulnerabilities,

Patched, Ignored, “Last Scanned and Operation, as shown below:

A @ O amin -
Response « Vulnerabiities
[E] Threat Response QY Retresh Endpoint Type ™ | Status v Group ~ | lastScanned ¥
No. EndpointName Statw IPAddress Group 03 Total Vulns Unpatched High-threat Vuls ~ Fixed  Igno. LastScanned  Operat
@ Infected File Tracking SANGFOR @ O.. 1921G81.. Microsoft  Windows 7 Pr 3 3 0 0 2019-09-3010.. Fix
- Remote Access. ’ 2 Centosserv.. @ O.. 192168.1.. Ungroupe.. Windows 10 Pr 0 0 2019-09-3010.. Fix

Select multiple endpoints, click to fix vulnerabilities on multiple endpoints.
Select multiple endpoints, click to ignore vulnerabilities on multiple endpoints.

Total Vulnerabilities, Unpatched High-threat Vulnerabilities, Fixed, and Pending list the
number of vulnerabilities related to the endpoint. Click the number to show the specific

vulnerabilities on the endpoint, as shown below:

SANGFOR(192.168.11.4) X
Q Refresh
Severity ¥ Impacts ¥ | RestartReq.. ¥ Status Y.

No. Severity @ Type Patch Name Patch ID Released On Status
1 m Information Disclosure 2019-09 Security Monthly Quality Rollup for W...  KB4516065 2019-09-09 Pending
2 CrD Information Disclosure 2019-09 Security Only Quality Update for Wind... KB4516033 2019-09-09 Pending
3 m Tampering 2019-08 Security Only Quality Update for Wind KB4512486 2019-08-10 Pending
4 m Elevation of Privilege 2019-07 Security Only Quality Update for Wind... KB4507456 2019-07-05 Pending
5 [ High } Elevation of Privilege 2019-07 Security Monthly Quality Rollup for W, KB4507449 2019-07-05 Pen
6 m Remote Code Execution 2019-07 Security and Quality Rollup for .NET Fr KB4507420 2019-07-08 Pendi

2 (3> |» t 10

Close

Click to view vulnerability details on specific endpoint and fix vulnerability. The
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vulnerability fixing is described in section 3.5.2.

CT10020(192.200.19.150) X
Q Refresh
Severity ¥  Impacts ¥  Restart Req... ¥ @ Status - D
No. Severity @ Type Patch Name Patch ID Released On Status
1 m Information Disclosure 2019-09 Security Monthly Quality Rollup for W. KB4516065 2019-09-09 Pending
2 CrD null 2019-02 Security Only Update for NET Framew... KB4487121 2019-02-07 Fixed
3 CrD Remote Code Execution 2019-07 Security and Quality Rollup for .NET Fr... KB4507420 2019-07-08 Fixed
4 m Remote Code Execution 2019-01 Security Only Quality Update for Wind... KB4480960 2019-01-04 Fixed
5 cm Information Disclosure 2019-02 Security Only Quality Update for Wind... KB4486564 2019-02-08 Fixed
6 CrD Elevation of Privilege 2018-11 Security Only Quality Update for Wind... KB4467106 2018-11-12 Fixed
n 2 (3> |>» F 0 v
Close

3.6.2.2 Vulnerabilities

Send vulnerability detection task to endpoints across the network, and complete vulnerability
scan. Vulnerability details are shown through Response > Endpoint Patching >

Vulnerabilities page, including Severity, Patch Type, Patch Name, Patch ID, Unpatched

Endpoints and Ignored as shown below:

@ Sangfor Endpoint Secure ome ndpol icre ntation etection 58 o€ Systerr [} @ O amin -
[Z] Threat Response ) Refresh Severity = Impacts *  ResrtRequir. ¥ Released On =
© Infected File Tracking [ Hioh § Remote Code Execution 201712 Security ty Re Windows 7 for.. KBAOSAS18 2017-12-08 0 0 Fix
A Remote Access ’ PR i ) e Code Execution 201712 Security O forx6.. KBAOSAS2 2017-12.09 0 Fix
[Hioh ] information Disclosure 2018-02 Security Only Quality Update for Windows 7 for x6... KBAO7ASS7 2018-02-13 1 0 Fix
D 2018-04 Security Only Quality Update for Windaws 7 for x6... KB4093108 2018-04-07 1 0 Fix
s CFD 6. KBA103712 2018-05-05 1 o Fix
D note ¢ tion KB4284826 2018-06-09 0 o Fix
D c . KBAZB4BET 2018-06-09 1 o Fix
[ High § f 6.. KB4338823
s CFD g KB4343899 ) Fix
L Hich § Remote Code Execution 2018-09 Security Only Quality Update for forx6... KB4457145 2018-08-10 0 Fix

Severity: There are three types of severity: High, Medium and Low. The suggestions for

different severity of vulnerability are as follows:
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High: Immediate fix is recommended because they may be exploited to damage your endpoints.
Medium: Analysis and fix are recommended because they can cause risks to your endpoints.

Low: Fix as per your need.

Patch Type: The detection and fix functions are currently available for the five vulnerability
types: remote execution, denial of service, privilege escalation, bypass of security function,

information leakage. If the computer is required to restart for the patch to take effect, the

patch type will be followed by a tag.

Patch Name: Click the patch name to display the details. From the vulnerability details, you

can understand the vulnerability risks and the patch download address, as shown below:

Details X

Patch ID: KB4103712

Patch Name: 2018-05 Security Only Quality Update for Windows 7 for x64-based Systems
(KB4103712)
Description: A security issue has been identified in a Microsoft software product that could

affect your system. You can help protect your system by installing this update
from Microsoft. For a complete listing of the issues that are included in this
update, see the associated Microsoft Knowledge Base article. After you install
this update, you may have to restart your system.

Type: Elevation of Privilege

Released On: 2018-05-05

Download: http://download.windowsupdate.com/c/msdownload/update/software/secu/2
018/04/windowsb.1-kb4103712-x64 4f14e66618a96f59c6f5084866262d9d7c3
c262b.cab

Close

Unpatched Endpoint: The number of endpoints related to this vulnerability and that have

not been patched.

Ignored: The number of endpoints related to this vulnerability and that have been ignored.

Operation: Click to show endpoints related to the vulnerability, as shown below. You

can select multiple endpoints to be fixed in batch.
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KB4054518
Q Refresh
Status ¥ || Select
No. Status Endpoint Name IP Address Group
1 ® Online [ CTI0020 192.200.19.150 Microsoft

v Status

os

Windows 7 Profes...

¥ || Endpoint name, IP ac

Scanned At

2019-09-04 16:26:26

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com

Status

Fixed



Endpoint Secure User Manual Version 3.2.22

3.6.3 Infected File Tracking

Based on malicious file md5 and malicious domain name, the threat location helps users

quickly and accurately locate the endpoints infected by the same threat file across network

or the endpoints that accesses the same threat domain.

@ Sangfor Endpoint Secure ome ndpoint cro-Segmentation Detectior Response

Response «
[E] Threat Response

1Tk Vulnerability Fix

O Infected File Tracking

s Remote Access

Infected File Tracking

Enter the MD5 value of the threat file into the search field and click the button FEEE to go.

A © O anmin -

Response «

® Infected File Tracking 552a2c2ecalc5a85800582568acedazh
[E] Threat Response

The files owning this MDS value are suspicious and should be quarantined ASAP.
{IF Vulnerability Fix MDS5: 552a2c2ecalc5aB59b0582568acedazb | File Size: 1.6 KB Attack Type:Others  Severity:
© Infected File Tracking
Endpoinis are Delected Files Owning This MD5 (2)  Endpoints Failed the Check (1)
«\-Remote Access >
Brx  QRefesn
No.  Endpoint Name 1P Address File Name File Path Time Created Status
1 BILLOCOT 192.168.19.156 File is fixed or does not
2 ] DESKTOP-OAMSOMP  192.168.11.155 pwnie_brownies.ps clusersiky\deskto... Copy 2018-04-25 11:59:30 File exists

Endpoint Name: The name of the endpoint with virus file.
IP Address: The IP address of endpoint

File Name: The file name owning the md5 value

File Path: The path to the virus file on the endpoint

Status: The current status of a file

Operation

Operation: Quarantine virus files. Select Fix the virus on multiple endpoints.

Enter the threat domain name into the field and click Search button B to go.
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© Infected File Tracking  minsrasseancom Qe
miner.gsbean.com severity: (T Attack Type:  wor Threat IntelligenceView

Last 7 days: & Total Number of Windows Endpoints Visiting the URL: T [P Total Processes: 1

() Refresh Status v LastDetected ~

No. Endpoint Status Process. Process File Path Occurrences Total Files  Unfixed... Last Detected Operation

1 SANGFOR(192.168 Offline  imaging.exe c\program files (x86)\windows photo\imaging.exe 31 3 3 2019-10-02 14:1

Endpoint: The name of endpoint that accesses the domain.

Status: Whether the endpoint is online.

Process: The name of process that accesses the domain.

Process File Path: The path to the process file that accesses the domain.
Occurrences: The number of times the process accessed the domain.

Total files: Total number of the files related to the process that accesses the domain.

Operation: Click [Threat Details to view details and the process on endpoints that access the

domain. Fix, trust or ignore threat processes/related files, as shown below:

Details(SANGFOR) X

Requested domain

miner.gsbean.com @ETD & B e

31

Parent Process

Domain name

2019-09-27 16:48:27

2019-10-02 14:13:26

Call File
Processes and Related File Information G
Q) Refresh Status v
Process relat.. Threat File Path MD5 File Type Descrip... Digital Status Operation
Process Initia.
imaging.exe [T M... c\program files (x86)\windows photo\imaging.exe 923acfbeedacdfffceea58da6ei6eobs Applicat... Imaging... None Pending © Fix ~ Thre
Call File (1)
comcti32.dll M... c\windows\winsxs\x86_microsoftwindows.common-contr... 352b3dc62a0d259a82aC 2 Extension Commo... None Pending © Fix v Thre
Parent Process
services.exe @I M. c\windows\system32\services.exe 24ach7e5be595468e3b9aad88b9bafch  Applicat... Services.. None Pending © Fix v Thr
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3.6.4 Remote Access

Send Script page supports sending scripts to endpoints and execute them on Linux and

Windows endpoints.

@ Sangfor Endpoint Secure

Response Send Script

Script: Upload the script files to be sent to the endpoints, and its size is no more than 1MB.

Endpoints: It specifies endpoints to be sent the scripts.

A

undetermined, endpoint will be affected. It is recommended to be used by Sangfor developers.

Use this function with caution. If the script and its execution on endpoint are

V

Script Location:

For Windows: C:\Program Files\Sangfor\EDR\agent\var\abs directory.
For Linux: var/abs.

Script sent must be executed to generate the above directory.

3.7 Logs
3.7.1 Security Logs

Retrieve the security logs on the Endpoint Secure server.

Query for Virus Scan results. You can search those by day, by week, by month or by specified
period. You can also perform an advanced search. Use Endpoint Name to filter the endpoints
to you want to search. Use IP Address to find the endpoints you want to search, as shown

below:
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@ Sangfor Endpoint Secure

Logs «

Security Logs

[ Security Logs
Opertion: | Mabar + Tmemsnge | Thsmook . e 20180822 - 20100828 ) . |

[ Correlation Logs

i Export ) Refresh
[ Operations Logs
~ ) Mo.  Last Detected Endpoint Name P Address Type Description Status.
[E] Admin Logs
2018- 5 » R o rem e N Threat Name: Try s ulirg I
[ Security Report S DESKTOR Ao JeaenTLEs Trojan Infected File: evil\glabeimposter.exe Pending

Last Detected: The time the virus was scanned.

Endpoint Name: The endpoint where the virus is found.

IP Address: The IP address of the endpoint.

Type: The type of virus found.

Description: The name of the virus found and the infected file path on the endpoint

Status: The current status, including pending and Fixed.

Click to download an Excel log file. From this file, you can view important
information such as the infected file and MD5 value of the file. The security operator can

confirm the MD5 value through the third-party threat intelligence Endpoint Secure server.

4 B ¢ 1 £ F G H 1 i
1 Virus Scan Logs
2 summary 79 aut of exported 79 antryiies) islare] found and exported.
E Filter
4 Tme 101901-01 009000 10 2015-01.31 235059
5 Sortby time Descerding
6 Name Al
T W Address Al
g Result

[re mos oot Dtectes

[nimecrestes

ype
10 2[ema Trojon [oo1224ss9501 6145c8524{2015.01.25 152518
11 2lsancronpe Others |ars202msaransamccaassedzons o1 25 09898
12 sfbescros. cantasy-cy thers ons2
13 4|oescros-canvasy-cy thers ons2
14 5| DesxTos canas-tly ks u ons2
15 &|DesxTon canuas-tly s e ! ons2
18 7| bescros.cantasy-ety other e 16161808 s s 0850
17 8| DesxTon cans-tly Others eus 20150116 164808 0000477720860 D18068{2015-01.25 080850
18 o|pesxTon cans-tly Others e 0118161808 [ s s 085
19 10{escTo?-CaRY-2ty Others w1808 | o849
20 11 DescTo®-CaRbY-ty Others 129021015 | s ona2
21 12 esron-Canty-2ty Others 164808 [oosrr s ona2
2 13|oescron.conasvey 101222042 Others |oossacasssanaisasaeciif2ons01-25 0n0ma2

23 14]sancronpe 1062618 Ransom vi |rFrccassrelse1cr359042019-01-24 150845
24 18] sancronpe 1062618 Others |sss 1908584801 880CaCHTA{2010-01-24 05 08:51
% 16| DescTos CaMOBVtly  [10.12220.42 Others 11-26 021051 J of 22 204744
26 17]DescTos caaButly 101222042 Others 1220154852 I

2 18] DEscTOP COMIGBVtly [10.12220.42 Others e \userswirasd\dowmioads{2018-12-20 151355 |000017FO04E12384 FOFSER]

28 15| DEscTOR COMIGBVtly  [10.12220.42 Others 1220154353 [000006:

29 20{DEsCTOS CAMIGBVtly  [10.122.2042 wiorm 1220154855 |00D1ADEEBSEAAAFCDBSATATX

30 222042 Others 1220154857 |

31 dy 222042 s oads(2018-12-20 151355 [0002126160001555442002 2

32 23|DEscTos COMIGBUTly (101222042 f2018-12-20 151401 |oooz1cE974740007 14CODI

32 24|DEscTos COMIGBVTly  [10.1222042 1120021031 J

34 23|sancronpe 1062618 2018-12-30 155457 |BECraDn3BCEREIDEA83FE802019-01 21 112555
3 28]sancronpe 1062618 [2019-01.09 0401 24 |D724080c6420708 EBAE75.{2019-01 21 112555
38 27{sancronpe 1062618 (2017041505016 |BCBODDSTC37525027C1854(2010-01-21 002758
a7 280wk 20020012078 Trojan \ 113325 |3802750584DSA86CTCSEAN2019-01-18 112247
3 28] ouk 20020012078 Trojan . Y . 220828 [ED50316824008097335762(2015-01-18 112247
39 30]ouk 20020012078 Trojan . e . 220855 (C5AC134C253 A8 78ADSS0(2012-01-18 112247
40 310wk 20020012078 Others des e Y . 21017 [E2416248CF85 788585707 1F{2015-01-18 112247

Query for Intrusion Detection results. You can search those by day, by week, by

month or by Specified period. It also supports advanced searches for endpoint names and IP
addresses, source IP address that initiated the Brute-force attack, as shown in the following

figure:
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@ Sangfor Endpaint Secure {ome Mic ion Detection ogs System A @ O amin -
CEETD

Logs

«
[ Security Logs

Security Logs

Operation Time R 1 e - I3
[Z Correlation Logs
2019-09-29 ~ 2019-10-05 =5
(= Operations Logs
[ Admin Logs + Q e
B Security Report No.  Endpoint Name IP Address Type Description Last Detected Status

Endpoint Name: The name of the endpoint under intrusion.

IP address: The IP address of the endpoint under intrusion.

Type: A description of the type of event.

Description: The name of the discovered virus and its location on the endpoint.
Last Detected: The time the intrusion event is detected.

Status: Pending or Fixed.

Query for Integrity check results. You can search those by day, by week, by month

or by custom. It also supports advanced searches by endpoint names and IP addresses.

@ Sangfor Endpoint Secure Home Vicro-Segmentation Detection Response ogs System A @ O sng. -

Logs

.‘

Security Logs

R =
[ Correlation Logs
Week 2019-08-22 - 2019-08-28 [am]
[l Operations Logs
2] Admin Logs @ Export  (Q Refresh
B Security Report No. Last Scanned Endpaint Name 1P Address Group os Result
2019-09-28 15:34:38 BILLOGD 192.168.19.156 Ungrouped Endpoints Windows 10 Pro 164 Failed18 item:
2 2019-09-28 15:34:36 DESKTOP-0AMSOMP 192.168.11.155 Microsof Windows 10 Pro x86 Failed17 items

Last Scanned: The latest scan time of the endpoint.

Endpoint Name: The endpoint that performs integrity check.
IP Address: The IP address of the endpoint.

Group: The group that the endpoint belongs to.

OS: The operating system information of the endpoint.
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Result: An overview of the results of the integrity check.

The results of Micro-Segmentation can be searched by day, by week, by month, or by
custom. The advanced searches for visitors, service providers, services, IPs, processes and

access actions are also available.

@ Sangfor Endpoint Secure ome s Micro-Segmentation Detection Response 5 Syster A @ O gl -

Logs “

[& Correlation Logs

Security Logs

] Operations Logs
] Admin Logs @ Eort () Rerest

B Security Report No.  Visitor Sre Process Source IP Service Provider  Dst Process Dst 1P Sarvice Total Fl. LastDetected  Name Action  View

DESKTOP-0AM... C/Windows/system... 192168.11.1.. Default Public - 408112044  udp:3544 22Mb  2019-09-2815;., Default outbound.. Allow  View

Visitor: The originator of access request.

Src process: The requested process by access.

Service Provider: The provider of service accessed by visitor.
Dst Process: The process used by targeted service.

Dst IP: The IP address of service provider.

Services: The accessed service.

Total Flow Size: Traffic statistics for accesses.

Last Detected: The latest time recorded in the log.

Name: The name of policy that matches the access.

Action: The operation that initiated the access is allowed or denied.
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3.7.2 Correlation Logs

View logs that Endpoint Secure correlates to other security products.

@ Sangfor Endpoint Secure fome Endpoints Micro-Segmentation

Logs «“ Correlation Logs

[E Security Logs

2, Correlation Logs e

Week

=) Operations Logs NGAF
siF
[ Admin Logs N
b | 1AM I 4 F 74 A y € 0 & e(s) 1

B Security Report Platiorm-X

it Export QF soc

No.  Corelated At Device IP Type Endpoints Action Type Description

1 2019-10-03 080..  192.168.11.1 AF DESKTOP-OAMSOMP (192.16... Botnet forensics unknown

Correlation Time: The time when correlation occurred.

Device IP: The IP address of device to be correlated to Endpoint Secure.
Device Type: The type of device to be correlated to Endpoint Secure.
Endpoints: Endpoints that receive correlated policies from correlated policy.
Action Type: The Type of actions correlated device perform.

Description: Correlation details.
3.7.3 Operations Logs

Recorded operation and maintenance log entries when performing the remote operation and
maintenance. Advanced search can be performed by period, endpoint name, IP address, script

file name and execution status.

A @ O aimin -

Logs “ Operations Logs

[ Security Logs
Seript Time Range:  This week - Week 2016-09.01 -~ 20190907 3] pan
[& Cerrelation Logs

e

- No. Time Endpaint Name IP Address os Type Status.
(5] Admin Logs

[ security Report

Time: The time when the operation and maintenance script was sent.
Endpoint: The endpoint where the script is executed.
IP Address: The IP address of endpoint.

OS: Operating system information.
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Type: The type of sent script.
3.7.4 Admin Logs

Query for the admin logs, which can be used to analyze whether there is any improper

operation.

Endpoints M ntation n 3 gs s A @ 6 sngi.-
Logs “ Admin Logs
[ Security Logs
[ Correlation Logs
Username IP Address @

k] Operations Logs

5] Admin Logs @ epon  (QReresn

@ Security Report No.  Time Username IP Address Action Module Description Result Last Detected

1 2019-08-2815:5542  sangfor 192.200.19.4 inknown unknown unknawn Comple... 2019-09-28 15:55:42

Username: The administrator who logged in to the Endpoint Secure server.
IP Address: The IP address from which administrator logged in.

Action: Classify the operation performed.

Module: The object on which the operation is performed.

Description: Description of the operation content.

Result: It indicates whether the operation was completed.

Last Detected: The time when the operation is performed.

3.7.5 Security Report

The Security Report is available by report export and report subscription.

Security Report You can specify report name and time range, and export the endpoint

security report as PDF.

@ sangfor Endpoint Secure joma Endpoin " Jetection tesponse g8 System A @ O amin -

Logs « Security Report

[® Security Logs
| Security Report

[Z Correlation Logs

Repor Type Endpoint Security Report (helistic view of b
(3 Operations Logs Report Name Default (Endpint Security Report)  © Specified
[l Admin Logs Endpoint Security Report

[® Security Report Time Range O Yesterday Last week Last30days  Specified

File Farmat © oF

Report Subscription You can subscribe the daily, weekly, and monthly security report, and

send the subscribed report to the recipient's inbox at specified time.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Endpoint Secure User Manual Version 3.2.22

@ Sangfor Endpoint Secure ome Endp: M mentatior ect Respor System A @ O admin -

Logs & Security Report
[ Security Logs

| Security Report
[Z Correlation Logs Report Type Endpoint Security Report (holistic view of business and network security
[ Operations Logs Report Name Default (Endpoint Security Report) @ Specified
[Z] Admin Logs Endpoint Security Repor
[B Security Report Time Rangs O Yesterday Last week Last30days  Specified

L t O POF

| Report Subscription

Subscribe report

Name Email Address Operation

You need to configure the SMTP server first before sending subscribed report. For the SMTP

server settings, refer to Section 3.8.6.1.

Report Name: It configures the name of the subscribed report, which can be either default

or customized name.
Periodic: It specifies the report type, which can be daily, weekly or monthly report.
Send At: It configures the time when the daily, weekly, and monthly report will be sent.

Recipient: It configures the report recipient name and email address. Multiple email

addresses are supported.
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3.8 System
3.8.1 Agent Deployment

Logs System A @ O amin -

@ Sangfor Endpoint Secure Home Endpoints Micro-Segmentation Detection

System Agent Deployment
% Agent Deployment
Agent Installation on Physical Machines

L, Update > Iy . ; o . . i
Download the installer, save it to a removable storage device like USB devices, copy and install it onto computers.

View Details v

[ Correlated Devices

J% Remote Sites
Redirection to Agent Installer Download Page View Details~
S Administrators - . . - ) ) . ) iew Details
Distribute a link to an installer download webpage via email, OA, etc, so that users can be reminded to download and install the

S Licensing Agent,
82 System »
Correlation to Sangfor IAM
AC
u Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the

View Details v

Agent.

Agent Installation on Virtual Machines View Detail
iew Details v

Download the installer, install Agent on VM template and then distribute it to virtual machines as VM image updates.

Agent Installation on Physical Machines: This is used to download the Agent to be
installed on the endpoint, including that for Windows and Linux client computers.

Installation steps are also provided here, as shown below:

Client Enforcement

Agent Installation on Physical Machines

$
u Download the installer, save it to a removable storage device like USB flash drive, copy and install it onto client computers.

* Windows Client Computers * Linux Client Computers

1. Click the button to download the installer 1. Click the button or execute command to download the installer.

wget --no-check-certif

e https://manager_ip/html/linux_edr installer.tar.gz

2. Copy the installer to Linux client computers

complete and client connect to this server. 3. Decompress the ins

4. Wait for installation to th tar -xzvf linux_edr_installer.tar.gz

ent_installer.sh

4. Execute comman

© Installation package name (like edr_installer_192.200.19.114_8083.exe) contains server

S. Wait for insta to complete and client connects to this server

IP address and therefore cannot be changed

&¥ Download Installer A Download Installer

Redirection to Agent Installer Download Page: Distribute the link address of the package
download webpage to the users through email, OA and the like, as shown in the following

figure:

Redirection to Agent Installer Download Page e

u Distribute a link to an installer download webpage via email, OA, etc,, so that users can be reminded to download and install the Agent
@ Customize title and contents Distribute link to client computers

Endpoint Security Center Installation

Dear members,

To ensure security of all the computers in our organization, we require that Endpoint Security Center
be installed on every computer. Please choose, download and install the right installer. There is no
additional settings needed. Thanks for your support and caoperation

Save and Generate Link Preview

Correlation to Sangfor IAM: The endpoint is redirected to the webpage of the deployment

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Endpoint Secure User Manual Version 3.2.22

notification through the Endpoint Secure correlated to IAM. The notification will display
until the endpoint downloads and installs the Agent. This method needs to be used with

Redirection to Agent Installer Download Page, as shown below:

Carrelation to Sangfor IAM Collapse ~
u Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and install the Agent
1. Copy and paste the link to Access Management > Advanced > Endpoint Secure Download Redirection on the Sangfor 1AM GUI

If this link becomes invalid, generate a new one under Redirection to Agent Installer Download Page.

2. Users are redirected to the above webpag i have to download and install the Agent before being able to access the Internet

Agent Installation on Virtual Machines: Create a new VM in the virtualization
management Endpoint Secure server and install Agent on the virtual machine and then
convert the VM into a template to deploy more virtual machines. You may optionally install
the Agent on the existing template VM, then perform update operation on the template to
install the Agent on virtual machines deployed from that VM template, as shown in the

following figure:

i) Agent Installation on Virtual Machines
‘ ' Download the installer, install Agent on VM template and then distribute it to virtual machines as VM image updates.

3.8.2 Update

This section includes update of Manager and Agent, Database and Engine and

Vulnerability Database.

3.8.2.1 Manager and Agent

System “ Manager and Agent
% Agent Deployment I Endpoint Secure Manager
L Update ~

Current Version: 3.2.22EN B

Database and Engine
| Endpoint Secure Agent update @

Vulnerability Database

QQ Refresh Local site v Progress -
31 Correlated Devices
No.  Endpoint 1P Address Endpoint Status Auto Update Version Progress
&b Remote Sites
1 NORTON 92200244253 Offline 0]
S Administrators
2 EDRT0014 72.16.188.25 ® Oniine Yes 1222201 EN B Completed
& Licensing
EDRT-NEWO0D1 216.188.33 Agent uninstalled  Yes 222278 EN B

Sangfor Endpoint Secure Manager: It displays the current version of the manager.
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Download and import the upgrade package from the official BBS. The upgrade does not

require restarting server.

Agent Update: When the Agent on endpoint detects that the manager has been upgraded,
it will be upgraded automatically. The current version of the endpoint agent and the upgrade

status show here.
3.8.2.2 Database and Engine

If the manager can access to the Internet and once the manager detected that there is update

of anti-virus database in the cloud, it will automatically update the database.

@ Sangfor Endpoint Secure

System Database and Engine

% Client Enforcement

L Update v Current Version: 20190924223204

Manager and Agent

Database and Engine
| Anti-Virus Database and Security Engine Update

Vulnerability Database
( Refresh Local Site ~ | Update Progr..

Database and Engine If the Endpoint Secure Manager cannot access the Internet (for
example, in the isolated network scenario), download the offline anti-virus database from the
official BBS, and then import the anti-virus database in this page after decompression update

the anti-virus database.

Anti-Virus Database and Security Engine Update When the Agent on endpoints detects
that the manager’s anti-virus database has been upgraded and if its update server is the
manager, the anti-virus database of the agent is automatically updated. The current anti-virus

database version and the upgrade status of the Agent show here.
3.8.2.3 Vulnerability Database

If the manager can access the Internet and the automatic update of the vulnerability database
is enabled and when the manager detects that there is update of vulnerability database in the

cloud, the database will be updated automatically.
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System “ Vulnerability Database

% Client Enforcement .
I Vulnerability Database

2, Update v
Current Version: 20190927142428
Manager and Agent 4

| Vulnerability Database Update

Vulnerability Database

Vulnerability Database If the Endpoint Secure Manager cannot access the Internet (for
example, in the isolated network scenario), download the offline vulnerability database from
the official BBS, and then import the vulnerability database from this page after

decompression to update the vulnerability database.

Vulnerability Database Update When Agent on endpoint detects that vulnerability
database on the manager has been upgraded, vulnerability database on Agent will be updated
automatically. The current vulnerability database version and the upgrade status of the

endpoint agent show here.

3.8.3 Correlated Devices

Endpoint Secure Manager can be correlated to IAM, NGAF, Platform-X and Cyber Command
to provide customers with a closed-loop solution from threat detection and threat removal.
The following are what the Endpoint Secure can do when correlating to other security

products.

System > Correlated Devices page displays correlation status between the Endpoint Secure

and other products, as shown below:

@ Sangfor Endpoint Secure

System Correlation

3.8.3.1 Correlated to IAM

The correlation between the Endpoint Secure and the IAM can facilitate the deployment of
the Endpoint Secure Agent and jointly detect and remove viruses. The following describes
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the requirements, settings and actions of correlation between Endpoint Secure and IAM:

>

>

Requirements

The IAM is required to connect to the Endpoint Secure via TCP 443 port.
The version of JAM must be 12.0.17 or later.

Settings

Correlate Endpoint Secure to IAM simply by entering IP address of Endpoint

Secure Manager through Security > Security Capabilities > Endpoint Secure page

on IAM manager.

é SANGFOR | 1212

[ Sangfor Community ] & admin ¥ [ Business Intelligence 0T ¥ |

ELSVARE VLTSN | EDR Correlation ™

» Status Overview | Security C
» .
Sroy Endpoint Security
» Objects
> Malware Detection e) E D R
» Users An EDR solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click
» Access Mgt continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, IAM and SIP, Sangfor EDR is viewec

» Bandwidth Mgt

Patch Check

» Endpoint Device

Network Security

[rsacey |

» Secunty Events

> Anti-DoS
ke + Logging In and Correlation to EDR

> Malicious URL Detection

» Sangfor Engine Zero EDR Server Address: 192,09 ®.15

Connect Now

After the correlation is successful, the Endpoint Secure service status in the IAM

device shows "Active". Click [View Correlation Details [to view the connectedi endpoints

on the Endpoint Secure, as shown below:

<

SANGFOR |

% admin ¥

[ Sangfor Community ] [ Business Intelligence HOT ¥ ]

Navigation « | ISR, | EDR Correlation ™

» Status [ overview | security c

2. Broewy, Endpoint Security

L obtects > Malware Detection EDR

) Users idciciot Oitaction snd @ An EDR solution is composed of lightweight agent installed on endpoint devices and a security operations center. A single click
» Access Mgt ’ Response (EDR continuous monitoring is performed against advanced threats. Equipped with Sangfor NGAF, 1AM and SIP, Sangfor EDR is viewec|
» Bandwidth Mgt » Patch Check Visit GUI View Correlation Details

), Endpoint Device Network Security

S Secedy. > Anti-DoS

» Security Events

» Security Capabilities

Service Details
> ARP Protection N

Malicious URL Detection
%, Connected Endpoints
» Sangfor Engine Zero EDR Server Address: 192, %.15 8
Running For:S day(s)
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Navigation « || Security Capabilities | [T ELTL IR

» Status % Refresh | R
} Proxy No. | EDR Correlation 1P Address Status Correlated Actions Last Updated
1 cTooz0 192 e, 169.254... Offine [} 2019-09-29 14:52:49
» Objects
2 DESKTOP-OAMSOMP 192, rowrssr 155,10.123.1..  Active 0 2018-09-29 14:52:48
b Users 3 SANGFOR 192.55..3,169.254.96... Offiine [} 2015-03-29 14:52:48
) Access Mgt 4 CT10033 192.7 .79,169.254.1 Offline 0 2019-09-29 14:52:49
5 WIN10-0001 192. 11 Offiin 0 2019-09-29 14:52:49
» Bandwidth Mgt N
5 g 192, midn144 Offiine ) 2019-09-29 14:52:49
} Endpolnt Device 7 cTozs 192.260.29.55 Uninstall o 2019-09-29 14:52:43
~ Security 8  BILLOOOL 192. 572,156 Active ) 2019-09-29 14:52:49
» Secunity Events
» Security Capabilities

> Actions

® Promote Endpoint Secure Agent

Go to Security > Security Capabilities > Endpoint Secure, click Reminder Options| to

configure the IP address range where the Agent is installed and redirect to the Agent

download address, as shown below:

[ Sangfor Community | & admin ¥ [ Business Intelligence HIT W

» Status Overview | Security Capabilif

» Proxy =S

Endpoint Security
» Objects Reminder Options | Remove Service

» Malware Detection

» Users Sy somposed of lightweight agent installed on endpoint devices and a security operations center. A single click may quarantine potential threats as

» Access Mgt ing is performed against advanced threats. Equipped with Sangfor NGAF, 1AM and SIP, Sangfor EDR is viewed as the next-generation security solution,
» Bandwidth Mgt » Patch Check liew Correlation Details

» Endpoint Device Network Security

w Security

> Anti-DoS

» Security Events o ARP Protaction

» Security Capabilities
» Malicious URL Detection
Connected Endpoints % Correlated Actions

8 0 count

» Sangfor Engine Zero 19.15

Reminder on Sangfor EDR Installation X

|#| Enabled

Applicable Object: (i)
0.0.0.0-255.255.255.255

Redirection URL:
.| ) " uifweb_install.php

Sangfor EDR Platform

Interval(s): 5

‘ oK H Cancel |

Applicable Object: Fill in the IP address range of computers in the intranet that needs to
install the Agent.
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Redirection URL: The endpoint is redirected to the download address of the Agent, fill in
the URL in System > Client Enforcement page on the Endpoint Secure Manager, as shown

below:

@ Sangfor Endpoint Secure r Endpoint [y e Detect ! System @) @ o

Client Enforcement

&, Client Enforcement

Correlation to Sangfor IAM
L Update > u Let your Sangfor IAM device redirect users to Agent installer download webpage and remind its users to download and

B Correlation install the Agent

£ Remote Sites

opy and paste the link to Access Management > Advanced > Endpoint Secure Download Redirection on the Sangfor IAM GUI

S Administrators

£’, Licensing https:/192. 3 15/uiweb_instal php Preview

f this link be:

ad Page.

3 System >

e redirected to tf to access the Internet.

After the configuration completes, the user is redirected to the agent installation notification
page when accessing the web page, as shown below. This page pops up periodically until the

user installs the Agent.

Endpoint Security Center Installation

Dear members,

To ensure security of all the computers in our organization, we
require that Endpoint Security Center be installed on every com
puter. Please choose, download and install the right installer.

There iz no additionsl settings needed. Thanks for your suppert

and cooperation. l I

.'.' Windows Client Computers {"\ Linux Client Computers
1. Click the button to downlead the installer 1. Click the button or execute command to downlead the installeravget --no-check-certifica
2. Copy the installer to Windows dient computers, te hittpsi/192.200.19.114/downlead/linw<_edr_installer.tar.gz
3. Double-click the installer and install the client. 2. Copy the installer to Linux client computers
4. Wait for installation to complete and client connect to this server. 3. Decompress the installer with tar - linux_edr installerar.gz
Installation package name (edr_installer_192.200.18.114_443.exe ) contains server IP ad 4. Execute command JJagent_installer.sh.
dress and therefore cannot be changed. 5. Wait for installation to complete and client connects to this server.

° Correlated Virus Scan and Removal

When IAM enables Bot Detection and identifies the risky endpoint, Endpoint Secure will scan
for and remove the virus. Go to Status > Security Events > Users on IAM manager, as

shown below:
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- st

+ Daskboard @ Users o oty tvents o hotEvents n

Wi K conrected
o s @ Soans (st 30 days) 55 Court
+ Trousleshoctin Center - T

© Trathc Statists Shadoubinertiz)
» Lackad Users

+ Saats Applicatons

> Sacurty Events

0 [ o
W infected WO Uicely infectad Batnet Insiée Do atteck Virus Melicious UL Occurred Hot oozurred
Users (1) || Sscurty Everss (21
Eriter srea, 17 sddrees 2
Ho. | User P Adgress Secuity Rating Evant Tye. Threat Caunt Finst Datoctsd LastDstictod  EDR Comalstion | Dparatan
o1 s e 3 Infected Batnet

1 0930 1Lz 0930 1330018

Click Details to view the details, as shown below:

Security Events

Desck

Corralate that hast to Sangfor EDR to fix this issuef [ Analyze via EDR
19 Address: 192168113

Group: £
Sacurity Ratng: Infected

cor comaiation: (@)

Security Events
20
o il

* Security Events: 0
e a— 0 [
o

[ [ 0
0524 0s-25 09-26 03 0528 s 08-30

No. Time Trpe st 1F Threat Level Action Deseription Data Packet  Threat Inteligence  Details
108301118 Betmet 8844 Low Reject Hest wisits mslicious domain name (a588 123138 com) or 1P address (8.0.4.4) pravided View Details
2 09301116 Betmet 0808 ow Reject Host wisits mslicious domain name (3583 450-136 com) or 1P address (9.9.6.9) pravided view Detalls
3 093011:11114 Bomat 8988 Low Rejact Host visits malicious domain name (38a3.453-138 com) or IP address (9.8.5.8) provided wiew Detalls
ERCE REETEE] Botnet 8844 Low Reject Host visits mislicious domain name (ssa5.u83-138 com) or IP address (9.84.4) pravided wiew Details
5 0830131112 Botnet 8008 Low Reject Host visits mlicious domain name (ssas.usa-138.com) or 1P sddracs (8.0.8.8) pravided View Details

Click |Analyze via Endpoint Secure] to perform virus scan and removal on risky endpoint, and

return the scanning result, as shown below. From the IAM manager, "Isolate", "Trust" or

"Ignore" are supported to perform on detected suspicious files.

Analytics Results X

@ 1solate + Trust Ignore

[] Mao. Haost(s) Virus Type Infected Files Status Operation
} Malisious Files: ci'wsersisangforiappdatatloc: - Tsolate, Trust, lognore
D 1 19z2.185.11.3 Trojan File Hash: 03COBOEESCY9FS0ZBC1ZIA0DS3Y Wiaiting . .
Time Detected: 2019-09-30 11:21:39 Big Data Analytics
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3.8.3.2 Correlated to NGAF

The correlation between Endpoint Secure and the NGAF can facilitate correlated virus scan and
removal and botnet forensics. The following describes the requirements, settings and actions of

correlation between Endpoint Secure and NGAF:
» Requirements
The following requirements must be met to enable virus removal and botnet proof:
® The NGAF is required to be connected to the Endpoint Secure via TCP port 443
® The version of NGAF should be 8.0.12 or later.
»  Settings

Correlate Endpoint Secure to IAM simply by entering IP address of Endpoint Secure Manager through
Security > Endpoint Protection > Endpoint Secure Correlation page on NGAF manager, as

shown below:

Pathats B Endpond Deves
» Matwark Perimeter and Endpoint Correlated Protection
» Objects The it Externa hreats - EDR
» palicies \‘J

Correlation
and Analysis

Securiy Capabiites

uopaE Paje|amoD
o
5
S

Once they are correlated, the status of Endpoint Secure in configuration page in NGAF is Online, as

shown below:

Sangfor EDR, intsgrated with Al-based Sanafor Engine Zera, behaviorsl
engine, cloud-based engine and reputation database, when coordinating with
Sangfor NGAF, SIP and 1AM, provides s comprehensive, highly coordinated
and automated platfarm featuring continuous detection, rapid response to
threats and effective multi-layer pratection.

| wisiteur | | wiew Correlation Details |

Service Details

Status: anline

Running For: S days

EDR Server IP: 192.168.11.250

Connected s C
Endpaints:

Carrelated 0

Actions:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Endpoint Secure User Manual Version 3.2.22

After they are correlated, log in to NGAF manager and go to Security Solution > Endpoint
Protection > Endpoint Secure Correlation to view the connected endpoints and other details, as

shown below:

Navigation 4 | Correlated Endpoints

» Status | comelated Actions | Endpoint |

» Network % Refresh

N No.  Endpoint Endpoint IP Address Status
1 DESKTOP-DAMSOMP 192.168,11.155,10,123.123.18 Online

Jafolicies 2 SANGFOR 192.168,11.3,169.254.96 184 Online

b System 3 WINL0-0001 192.166.19.11 offline

(e ey S — 4 sangfor-vm 192.165.19.144 Offline
5 BILLOOOL 192.166.19.156 online

~ Security Solution

4 cloud Correlation
Cloud Correlation Options
Neural-K Subscription

Website Protection

4 Perimeter and Endpaint Correlat
Perimeter and Endpoint Device

EDR

Security Capabilities

> Actions
® Correlated Virus Scan and Removal

When NGAF identifies a risky endpoint, it can perform virus scan and removal via the Endpoint
Secure. Go to Status > User Security in NGAF manager, and remove the viruses on the found

risky endpoints via Endpoint Secure, as shown below:

Navigation

User Secury —
~ Status Summary | Attack Events

Dashboard Deack to summary | 42 Refresh

Last 7 days *

Security Operations |.g The latest carrelation to EDR found 2 suspicious file(s) and 3 secure filefs). You may keep manitoring.Details |

Business System Security

7 152168113 &
User Security ] Fix Malizious File ||| Correlate to EDR ||| Mark as Fixed | Fix History
= Status: Monitoring Severity: HighD Certainty: Hacked®

4 Traffic Statistios
Traffic Ranking -

Summary

Suspisious Traffic

This host has undergone various security threats, malicious outbaund connections to different destination regions, frequent advanced threats, frequent attacks at nighttime, and its severity and certainty

are relatively high.0 malicious file(s) and 0 pending filets) detected after Neural-% Unknown Threat analysis an forensics from carrelated EDR

Top Sessions

DHEP

online Users

Correlated Address Black 2 typets) 68 05 2 region(s) / 305 0/5Quarantined/Total
Advanced threats (1P/D Outbound connections ( attack(s) Maliciaus outbound conn Suspicious Process Files

In NGAF manager, Quarantine or Trust the detected threat files via correlated Endpoint Secure, as

shown below:
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Files {192.168.11.3) x

Go to EDR GUI - https://192.168,11,250 to view mors.

| All statuses v all severities | |URL, file name yl
[ Ma. File Threat File Path Tirne Created Suggestion Action Operation
3 Malicious Domain Mames: - {Results)
Virus:Trojan.win3... =
Fi 1 globeimposter.exe g = cihusershsangforyappdatatlocaly..  2019-09-30 11:15.. Observe Pending Pohd
B | Troj..
Quarantine
= Malicious Domain Names: aaaa.usa-138.com & Trust
Fi 2 imaging.exe ciyprogram files (x@6)windows . 2019-09-23 09:19... Observe Pending R D
[] 3 services.exe ctwindowshsysten3zZiservices. . Z008-07-14 07:19 Pending B[O
o4 comctl3z.dll ciwindows\winsxshxB6_microso.. 2010-11-21 11:23. - Pending PR D
[] 5 svchostexe Security issue ciwindowsisyswowbdisvehost, . 2003-07-14 07:19 Pending B O
Page 1ofl & Entries Per Page: 50 1-5af 5
| Close |

® Botnet Forensics

Endpoint Secure can record the domain accessed by endpoint and processes that access the domain.
When the botnet attack is found on the NGAF, it will show forensics and seek the source via Endpoint
Secure, which can help users find examples of specific processes that access the botnet domains and
related files of the processes. Go to Status > User Security in NGAF manager and click the specific

risky endpoint. As shown below, "Forensics on the Endpoint" is the proof for botnet domain obtained

by NGAF and Endpoint Secure.

Summary || Attack Events

User Security

Back to Summary | 55 Refresh

Last 7 days ~

192.166.11.3 &
= Status: Monitoring Severity; HighT Certainty: Hacked@

Correlation

Sangfor EDR found no malicious file, You may log in te EDR GUT and perform scan.

Fix Malicious File

el @
[ AF ] -
A d
Detection at Forensics on Analysis Results (D)
Gateway Endpoint
TOF L Non-syster File imaging.exe
aaaa.usa-138.com Track . System File services exe
Atcess Files Non-systerm File cometl32.dl
shadowmi.. View Sangfor Security Wiki
More

A The latest correlation quarantined 1, trusted 0, ignored 0 file(s), and 0 are pending,

Correlate to EDR Mark as Fixed | Fix History

Fix Malicious File  Wiew All Malicious Files

=)

Suggestions and

status

Observe Details
Details
Dretails

Click to view the tracing result of malicious domain access obtained by Endpoint Secure and

fix threat files, as shown below:
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Process {imaging.exe) X

Track
Called File Security ...
| -1 A4
- - —  comcti3z.dll Malicious U..
Endpoint Parent Process Process
192.168.11.3 ciywindowsisyste.. cihprogram files ..
Security issue Suspicious
Basic Settings
+ File Details + Action
Virus: Status: Pending Fix Mow
File Path: cihprogram files (x86 ) windows photosimaging exe Recommen... The file is suspicious and continuous ronitoring is

recormnmended. View Sangfor Security wilki
File Type: Mon-system File

File Size: 225M

Created At: 2019-09-23 09:19:31

Filz MDS: 9z3acthredacofffoesasaddcefoeaba
Description:  Imaging Devices Control Panel

Issued By:

Cancel

3.8.3.3 Platform-X Correlation

Correlating Endpoint Secure to Platform-X can provide correlated threat fix and botnet
forensics. Log in to Endpoint Secure Manager and go to System > Correlated Devices, and

click @ to correlate to a new device, as shown below:

Correlate to Sangfor Device X

A Correlate NGAF and 1AM devices to Endpoint Secure simply by entering
Endpoint Secure Manager IP address on their managers respectively.

Peripheral Type : Platform-X

How to Connect?

*Name :

*CorplD =

*Account @: Username
*Password @: Password

Remarks : Remarks

cancel “

Device Type: Select Platform-X.

Name: Enter an identifiable name for Platform-X.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1



Endpoint Secure User Manual Version 3.2.22

CorpID: CorpID is required. Each user account that uses Platform-X has a unique CorplID.

Account: username is required and should be the same as the account created on

Platform-X.

Password: password is required and should be the same as that set on Platform-X.
3.8.3.4 Cyber Command Correlation

By correlating to Cyber Command, infected files or victim endpoints can be detected on
Cyber Command, and Endpoint Secure can perform virus scanning or isolate inbound and
outbound traffic of victim endpoints, and also can report security logs on Endpoint Secure to
Cyber Command for analysis. The correlation between Endpoint Secure and Cyber
Command will be introduced in the following three aspects: correlation requirement,

correlation configurations and correlation result.

Correlation Requirement:
e Cyber Command version 3.0.23 and later versions.

e Endpoint Secure Manager can communicate with Cyber Command port TCP7441

(This port is used to receive logs).

e Cyber Command can communicate with the TCP443 port of Endpoint Secure

Manager.
Correlation Configurations:

The correlation can be configured on either Endpoint Secure Manager or Cyber Command.

To configure it on Cyber Command:

Go to System > Correlated Devices > Correlated Devices. Click New.

r= Endpoint Secure
=
= Online:2 pes Offline: 0 pes

Offline: 0 pes “ Offline: 0 pes

Today's Log Sync: 14 Today's Log Sync: 200 Today's Log Sync: 0

0 Refrest

No. Name (IP Addr Type IP Address Licensed Sync Mode Today's Log! Total Log Syr Today's Log | Last Synced Status Alarms (30 d:  Operation
Next Gen... 2.168.2... Simplified 6.2IMB 202.85MB 2020-05-27 20:46:20 @ Normal

Next Gen 3 Licenses Simplified 609MB  449.25MB 2020-05-27 20:45:25 @ Normal
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New
* Device IP: P address
* Name: l SANGFOR E9|
Type: Internet Access Management
© Endpoint Secure
SSL VPN
Wireless Access Controller
Branch Business Center
Port: 443
Remarks:
Advanced ~

Device IP: Enter Endpoint Secure Manager IP address.
Name: Enter a name for the Endpoint Secure

Type: Select Endpoint Secure

To configure it on Endpoint Secure Manager:

Go to System > Correlated Devices. Click New.

Correlated Devices ® Learn About Security Integratior

(Q Refresh Device Type ¥ Time Connect.. ¥ Last Correlated ¥

No.  DeviceName  Device Type Device IP Version Log Reporting  Remarks Time Connected Last Correlated
) ANGFORAF  NGAF 192.168.20.130 Not supported 2019-11-06 10:00:40 2020-05

ngfor SIF oM 192.168.20.188 04 ON 2020-04-06 16:02:50
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Correlate to Sangfor Device X

Peripheral Type : Cyber Command M
How to Connect?

*MName :

*Device IP Address :

*Local IP Address : 10.122.30.7 -
Remarks : Remarks
Report Detection Logs : Enabled

Peripheral Type: Select Cyber Command.

Name: Enter a distinguishable name for Cyber Command.

Device IP Address: Enter Cyber Command IP address.

Local IP Address: Select the IP address that can communicate with Cyber Command.
Report Detection Logs: Enable it to upload logs to Cyber Command for analysis.
Correlation Status:

If Endpoint Secure is correlated to Cyber Command, the status in System > Correlated

Devices on Cyber Command will display online.
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Correlated Devices am About Security Integration |~ How to Connect?

2 New (Q Refresh Device Type ¥ Time Connected ¥  Last Correlated ¥
No.  DeviceName  Device Type Device IP Version Log Reporting  Remarks Time Connected Last Correlated Operation
1 yber mma... CCOM 192.168.20.188 3.0.45 ON 2020-05-27 21:05:55 2020-05-27 21:05:55 Test Connectivity
2 Sangfor AF NGAF 192.168.19.21 AFB.0.17.349 Not supported 2020-05-13 12557:13  2020-05-27 21:00:01 est Connectivity
H_EDR Platform-X Not supported 2020-05-06 10:52:48  2020-05-06 11:00:23 est Connectivity
sangfor AF NGAF 192.168.11 AF8.0.23.127 Not supported - 2020-03-13 09:55:50 2020-04-29 20:12:02 Test Connectivity

To check correlation status, click Test Connectivity in System > Correlated Devices on

Endpoint Secure Manager.
Correlation Result:

Endpoint Secure Manager uploads logs to Cyber Command:
On Cyber Command, go to Analytics > Security Logs. Click Detected By dropdownlist to

select the Endpoint Secure Manager you configure on Cyber Command, as shown below:

= Export Logs & Code Converter @ Refresh () Auto Refresh ~

BUSINESS sysTem weakness Dst: Concermed ¥ All -

Email security

1P Address: A
File security
Status Code: All
Data Packet: Single packet
* Action Allow Deny

Domain Name/URL:  All

* Severity: Critical High Medium
Low Vulnerable
Type: =
Src Port: Port number should be between 0 and 65535
Dst Port: Port number should be between 0 and 65535
| Detected By: EDR(192.168.19.15) - ‘ |

Collapse

Click on Go then it will show all logs uploaded from Endpoint Secure Manager.
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Security Logs

# Export Logs

& Code Converter () Refresh () Auto Refresh ~ A4

Q Filter: Time (2020-05-27 00:00:00~2020-05-27 23:59:59) | Attack type (All) | Severity (Critical,High,Medium,Low, Vulnerable) | Action (Allow,Deny) | Src IP(AIl) | Src port (All) | Dst IP(All) | Dst port (All) [Send

No. Time/ Period Severity LogType ¥ RiskType ¥ DetectedBy SrciP ¥ Source Locatio Dst IP ¥ Dst Subnet  Status Code ¥ Description
1 2020-05-27 21:48:28 High Antivirus EDR(192.16..  2.0.0.13 Host Internet
2 2020-05-27 21:48:28 Antivirus EDR(192.16...  2.00.13 Host Internet
3 2020-05-27 21:48:28 High Antivirus EDR(192.16..  2.00.12 Host Internet
4 2020-05-27 21:48:23 High Antivirus EDR(192.16...  2.00.13 Host Internet
5 2020-05-27 21:48:23 High Antivirus EDR(192.16..  2.00.13 Host Internet
6 2020-05-27 21:48:21 High Antivirus EDR(192.16..  2.00.13 Host Internet

Correlation with Endpoint Secure to do virus scanning

When Cyber Command discovers a risky endpoint, it can correlate to Endpoint Secure to
perform virus scanning. Go to Response > Risky Hosts to conduct virus scan on risky hosts
with installed Endpoint Secure Agent installed. After the Agent finished the virus scan,

administrator can fix the risky hosts on Cyber Command, Isolate, Trust, or Ignore, as

shown below:

v e admin

| Correlated Response

& Choose one co

irelation type as required
Pend ¥ Display Of
- Q Ret Correlated Block T s
| 3lock all outbound accesses from a specific host or inbound accesses to that host.
Jomains Scenarf Clear  Exp
> Businet Access Control
| Srevent a specific host from accessing specified t to blo '
. T Q’
Low
[ an )
Surfing Risk Reminder
i N of risks ane fi t ith br
] Host, group, tag
- Account Lockout Correlated Response
Block i hosts from a regulat i i i
Threat Scan
Starta f k y ant alicious f Correlated Response
Correlated Response
Evidence Collection
Correlated Response
|IP Range(192..  Interal IP Range [1) Low ] WebShell Upload 2020-06-08 03:20:21  Pending Correlated Response

Risky Host Isolation:

When a risky host is discovered by Cyber Command, it can correlate with Endpoint Secure
to isolate the risky host. Go to Response > Risky Hosts to isolate the host, block, outbound

and /or inbound traffic, as shown below.
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Correlated Response

& Choose one correlation type as required.

Correlated Block

Y Block all outbound accesses from a specific host or inbound accesses to that host.

% Access Control

Prevent a specific host from accessing specified IP address and port to block abnormal and attack behaviors.

Surfing Risk Reminder

Notify users of risks and solutions when surfing the Internet with browser.

Account Lockout

Block infected hosts from accessing the Internet to reduce the risk of regulatory notification, and speed up response.

Threat Scan

start a full/quick scan on host and g

Evidence Collection

3.8.4 Remote Sites

Remote sites are Endpoint Secure servers residing in remote offices that can be correlated
with the local Endpoint Secure server. Up to 20 Endpoint Secure servers can be correlated

with an Endpoint Secure server, as shown in the following figure:

Go to System > Remote Sites to view the remote sites, as shown below:
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System « Remote Site Monitor  Endpoint Secure Sites
% Agent Deployment
L Update >

& Correlated Devices

£ Remote Sites

% Administrators
JL Licensing

3 System >

Local Site

Demo

To add a new remote site Endpoint Secure server, go to Endpoint Secure Sites

Remote Site Monitor  Endpoint Secure Sites

+ New T2 sync Data () Refresh
No. Site Name Parent Endpoint Secure ... IP Address Endpoints Remarks Time Connected Last Synced Operation

1 Demo Local Site 192.168.20.199 7 - 2020-06-12 17:03:50 2020-06-12 17:05:22 Edit | Delete
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Click Add Remote Endpoint Secure Site.

New Remote Endpoint Secure Site

*Site Mame : Site name

“IP Address : Remote Endpoint Secure manager IP address
*HTTPS Login Port : 443

*S5H Port : 22

*SSH Login Account (§): The account must be root or admin

*SSH Login Password : SSH login password

Remarks : Remarks

Test Connectivity “ Cancel

Site Name: The name of the remote Endpoint Secure server.
IP Address: The IP address of the remote Endpoint Secure server.

HTTPS Login Port: It is port 443 by default. It is used to log in to the remote Endpoint
Secure server and can be modified based on specific conditions.

SSH Port: It is port 22 by default. It can be modified based on specific conditions.

SSH Login Account: The account used to log in to the remote Endpoint Secure server. It
supports password-free login by using root account.

SSH Login Password: The password of SSH account, supports password-free login.

After completing configuration and the connection test succeeds, click OK to submit.

3.8.5 Administrators

Add one or more new administrator account, set role of the account to "Administrator" or
"Auditor”, then set administrative realm for the account. Each administrator can only manage

or audit the endpoints in their administrative realm.
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Add New Aministrator Account

*Username :

*Password

*Retype PWD

*Role @: Administrator © Auditor
*Realm Local Site

Email Address

Remarks :

The password of the newly created account can be modified.

Change Password

*Current PWD :

*Password :

*Retype PWD :

3.8.6 Licensing

The licensing on Endpoint Secure Manager is classified as Windows PCs, Windows servers
and Linux servers. You can view the licensing details and expiration time here, as shown

below:
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Licensing

Endpoint Secure Manager

Authorizalion  ceer ) 1ra78733467106C
Code:

Gateway ID: 17126647716
Authorized User: 12

Type: Trial Edition

Start Time: 2020-05-06 18:41:58

Expiration Date:  2020-08-03 23:59:59

Licensed Endpoints

21 130 29 /30 30 /30

Remaining/Total Licensed Windows Clients Remaining/Total Licensed Windows Servers Remaining/Total Licensed Linux Servers

Licensed Functionality Licensed Functionality Licensed Functionality

Edit License Key

The complete licensed modules are shown as below:

Prevention @ File Quarantine @ Security & Integrity Check
@ Bot Detection @ Endpoint Isolation
@ Realtime File System Protection @ Brute-Force Attack Detection
@ virus Scan (Al/Signature Based Detection) @ Vulnerability Scan

@ Ransomware protection
Control ©@ Remote Access @ Micro-segmentation (Lateral Traffic Protection/Traffic Visibility)

Response @ Intelligent Correlated Response @ Threat Tracking

3.8.7 System

3.8.7.1 General

You can set SSH port, SMTP server, and decide whether join the Sangfor Cloud Security

Program in System > General page.
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System « General

% Agent Deployment | Endpoint Auto-Deletion

& Update > Clean up offline endpoints staying inactive for consecutive days (1-365)

[y Correlated Devices

| Endpoint Data Collection
& Remote Sites

Interval (hour): 24

5% Administrators

S Licensing | Security Patch Download
e System o Endpoint Secure Manager downloads patches on behalf of agent if patches cannot be downloaded from patch database (@ Clear Security Patches
| Domain Name Archive
Npdataopions Enable domain name archiving
Alarm Options

| SSH Port

Port :

| SMTP Server

Sender :

Endpoint Auto-Deletion: Automatically delete offline endpoints to release more

authorizations.

Security Patch Download: For endpoints that cannot access Internet or download
vulnerability patch, the vulnerability patches can be downloaded on endpoints through the

manager to patch vulnerabilities.

SSH Port: To modify the port of the Endpoint Secure Manager. The default port is 22.
SMTP server: To configure SMTP server for sending the subscribed reports and alarm emails.
Sender: Configure the name of sender that sends alarm emails or subscribed reports.

SMTP Server Port: Configure the port of SMTP server. If the server is required to perform
the encrypted sending, check SSL.

Sender Address and Password configure the email address and password to send emails.

Send Test Email: Click the button to verify whether the SMTP server configuration is
successful. If the configuration is successful, you will receive the test email.

Sangfor Cloud Security Program: After joining the Sangfor Cloud Security Program, the
Endpoint Secure will automatically upload any suspicious files to the Cloud Security Center

for analysis so as to provide a more powerful and comprehensive security service, provided
that the Endpoint Secure be able to access https://clt.sangfor.com.cn.

3.8.7.2 Update Options

You may update Endpoint Secure server and antivirus databases and vulnerability databases,
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all together or separately, all or some concurrently. .

Update All or Some: To update Agent and database on one or some client computers, you
can avoid upgrade failure that may occur on large number of client computers. If trial update

is successful, perform all other client computers and servers at a time then.

Update All or Some Concurrently: To avoid network congestion caused by a large number
of endpoint that perform update concurrently, you can set the maximum endpoints supported

to reduce the impact of update on the network bandwidth.

System “ Update Options

% Agent Deployment | Agent and Database Update

L Update > Auto Update D: @ Agent, anti-virus database and vulnerability database on all endpoints

& Correlated Devices Agent, anti-virus database and vulnerability database on some endpoints

& Remote Sites

& Administrators Disabled

Concurrent Update @ : No limit on number of endpoints

S Licensing
O Atmost 5 endpoint(s) can perform update concurrently

83 System v

General | Vulnerability Update

Update Options Auto Update : Manual Update

Alarm Options O AutoUpdate  Every day M 15:00 ¥ to 16:00 -

Agent Database Update: To set the upgrade mode and the number of endpoints performing

concurrent upgrade.
Auto Update: Choose a way to perform update, update all or select some endpoints.

Concurrent Update: It allows you to set the maximum number of endpoints that can be

updated concurrently, reducing the impacts of update on the network bandwidth.

Vulnerability Update: To set the time for auto update of vulnerability database on manager.
When enabled, the manager automatically updates the vulnerability database within the

specified time range.
3.8.7.3 Alarm Options

On Endpoint Secure Manager, the email alarm can give alarms on the usage of CPU,
memory, and disk on endpoints, and whether the network-wide threats reach defined
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threshold. When the threshold is reached, an alarm email is sent to notify the administrator
and let the administrator know the Endpoint Secure running status and the security of the
entire network.

To use the email alarm, you need to configure SMTP server first. For the SMTP server
settings, refer to Section 3.8.6.1.

System «

Alarm Options
% Agent Deployment
L, Update
& Correlated Devices
&% Remate Sites
S Administrators | Alarm Delivery
1 Licensing Restrict email alarms
Within 3 hours, a maximum of 50 emails will be sent, and excessive ones will be sent next time

3 System

eneral

Update Options Name Email Address Operation
16
=1

Alarm-triggering Event: On Endpoint Secure Manager, configure the CPU, memory, disk
alarm thresholds on endpoints, and network-wide threat alarm conditions. It is recommended

to keep the default configuration and administrator can modify it based on actual conditions.

Alarm Delivery: It configures the recipient name and email address for alarm email. You
can configure multiple recipients and multiple email addresses. Generally, it is configured as

the administrator's email address.

When an alarm event is triggered, an email will be sent to the configured email address.
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Chapter 4 Installing Agent on Client
Computer

This section is intended to facilitate the end users to perform virus scan on the client

computers.

4.1 Installing Agent on Windows Clients

After Endpoint Secure Protect Agent is installed on Windows client, you will see the

following page.

® Jian how Sangfor Endpoint Secure has been protecting you for 1 days & L = — X

Realtime Protection:

7 ON
Virus Scan
thil Protection in Last 30 Days
Realtime Protection

& Messages

& g9 (8]

@ The antivirus database is upgraded from 20200602180753 version to 20 Banc

Ransomware
Protection

o
o

It can scan and remove the ransom virus, mining virus and Trojan on computers.
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4.2 Protect Agent Ul

gProtectAgem ® Jian how Sangfor Endpoint Secure has been protecting you for 1 days & 0 = = X
Security Realtime Protection:
7 ON
Virus Scan
ihl Protection in Last 30 Days
Realtime Protection
& Messages o
@ The antivirus database is upgraded from 20200602180753 version to 20... Ricic
ansomware
Protection
e
o

The top of the UI displays how long this endpoint has been protected and the status of the
connection between endpoint the Manager. In the upper left corner, the green icon indicates
that they are connected normally, and the gray icon indicates that the endpoint is

disconnected from the Manager.
The Security section provides a quick entry point for virus detection, real-time protection,
and protection trend over the past 30 days.

- Messages

The section lists recently received messages, such as virus database version

updates, software version updates, and notifications issued by administrators.

FI)

Ransomware
Protection

Click at the lower right corner of the Security to enter the following page
which shows capabilities of Endpoint Secure Protect Agent protection against ransomware,

as shown below.
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J
\
9

=

Proactive Protection

Provide realtime protection for new files and processes on endpoints

Realtime Protection

and prevent ransomware infection from spreading by phishing or
spear-phishing attacks

Known Decryption Tools

Provide decryption tools or methods for GandCrab, CryptOM, Planetary
and other ransomware to decrypt an increasing number of
ransomware

Sangfor Endpoint Secure Ransomware Protection

Provide ransomware protection and defend against ransomware attack to protect your computer

Ransomware Protection Protected

Plant decoy files in critical directories and then monitor encryption
behaviors on those decoys to track and remove infected file and
prevent further encryption and spread

Provide detailed static and dynamic virus behavior analysis, threat

Sangfor Security Wiki

reports, impacts, targeted attack events and other related threat
intelligence

Learn More
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4.3 Virus Scan

The Virus Scan page provides scan feature for endpoints with three scan mode: full scan, custom

scan, and offers Logs entry for users to view logs.

@ Protect Agent & 0 = — X

@

Security

mmediate action is recommended

’

Virus Scan
e
s )
© B B
Realtime Protection
Quick scan Full Scan Custom scan

=

Last scan occurred 7 day(s) ago.

files scanned. No threats found

Security Engines: ¢ @ = & Quarantine Trust

ogs

Quick Scan: scan critical directories on Windows system, such as /windows and /windows/system32

directories, /windows/system32/drivers directories and their subdirectories.
Full Scan: Scan all directories on Windows system.

Custom Scan: Scan specified files or directories.

securlty Engines: & @ ® & The anti-virus engine can be viewed in the lower left corner of the Virus

Scan page. The blue icon indicates that the engine is turned on, and the gray indicates that the engine

is turned off. Hove the mouse over the engine icon, and you will see detailed engine description.

—— Name: Sangfor Engine Zero

This is an Al-based engine effective at detecting unknown ransomware and threats, and capable of

perpetual self-learning and rapid updating,.

o

——Name: Gene Analytic Engine

This is a traditional antivirus engine effective at detecting viruses based on family.
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——Name: Behavior Analytic Engine

This engine is effective at detecting unknown virus variants by running them in virtual environments

——Name: Cloud Based Engine

This engine integrates multiple cloud-based detection engines and antivirus databases.

In the lower right corner of the virus scan page, you can click
view the files in the Quarantine and Trust, and view logs. on the Quarantine page, you can

Quarantine

Trust

0

restore, completely delete, or clear quarantined files with one click, as shown below:

E' Quarantine

# Restore [l Delete

Quarantined File

c\users\sangfor\.

c\users\sangfor\.

o

a

a

a

c\users\sangfor\...
c\users\sangfor\...
c\users\sangfor\...

c:\u:ers\sangfc ..

“\users\sangfor\...
A\users\sangfor\...
\users\sangfor\...

\users\sangfor\...

Clear

(m

.iz] - copy.bizer

ption.biz].bizer

b ransomware 5.1
otonmail.comjecmg
b ransomware 5.2
ter_auchentoshan
utanota.com).air
mentreceipt.docm
nel_v3.5.exe.rar

nel_v3.5.exe.zip

us Name

Ransom.Win32.CrySiS...
Ransom.Win32.CrySiS...

Ransom.Win32.Gand...

Trojan.Win32.5ave.a

Ransom.Win32.Gand...

Trojan.Win32.Save.a

Ransom.Win32.CrySiS...

Heur.Macro.Downloa...

Trojan.Win32.Save.a

Trojan.Win32.Save.a

ransomware
ransomware
ransomware
Trojan
ransomware
Trojan
ransomware
others
Trojan

Trojan

Time Quarantiend

2020-06-12 16:37:08

2020-06-12 16:37:06

2020-06-12 16:34:02

2020-06-12 16:34:02

2020-06-12 16:34:02

2020-06-12 16:34:02

2020-06-12 16:29:38

2020-06-09 12:02:56

2020-06-05 11:02:20

2020-06-05 10:56:31

Copy
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Quick scan

Click to start quick scan to scan the key directories on the system,

as shown below.

@ Protect Agent

4 Quick scan

Security

’ 4 System Processes

Virus Scan =/ 141 files scanned

©

Startup ltems
Realtime Protection [ = | . P
- 0 files scanned

S
Tools o

Drivers and Services

0 files scanned

N Critical System Files
Gﬁ y:

0 files scanned

Security Engines: ¢ @ = &

\Windows\System32...dManagerPolicy.

@ o = - X

Cancel Pause

Auto shut down your computer when scan completes

Auto shut down your computer when scan completes

Select

at bottom right corner of

the scan page. It is suitable for the scenario that virus scan is turned on before off hours and
endpoints needs to be shut down after scan completes.

The discovered threat files can be fixed by clicking Trust or Ignore. You can also Click View

to see details, as shown below.
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@ Protect Agent & 0 = — X
o Custom scanFinish, 2 threats detected = “
Security Trust
’ @ C:\Users\sangfor\Desktop\virus Sonore
Virus Scan c\users\sangfor\desktop\viru...silver@decryption.biz].bizer View Trust
ransomware m Virus Name: Ransom.Win32.CrySiS.uwzg
@ c:\users\sangfor\desktop\viru..decryption.biz] - copy.bize
Realtime Protection ransomware m Virus Name: Ransom.Win32.CrySiS.uwzg
Quarantine Trust Logs

Fix: Fix the virus files found. For a macro virus or an infectious virus file, try to repair it
first. The quarantined files can be viewed in the "Quarantine".

Trust: If the discovered threat file is considered secure, you may click Trust. Trusted files
can be viewed in the "Trust".

Ignore: Ignore threat files.

View: Click it to view the detailed information of a threat file, as shown below.
‘S’ Details X

® Ransom.Win32.CrySiS.uwzg rensomwere  (EELID

ré vare

File 748.5 KB

c:\users\sangfor\desktop\virus\raon\crysis ransomware id-id.[silver@decrypti Copy
on.biz].bizer

Rhka
0a5937225c056c6¢160f63770e002508 Copy

Pending

rity Engine:  File Reputation

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



Endpoint Secure User Manual Version 3.2.22

4.4 Realtime Protection

Real-time protection includes system protection, advanced threat protection, network
protection and other protection. The Realtime Protection page shows status of each
protection feature, as shown below:

@ Protect Agent Shor= — X
Security
9 System Protection (] Advanced Threat Protection (]

Virus Scan

e Total: N e Total:

Realtime Protection Network Protection (] Others
e Total: 2 | ON: 2 Total: 2

Click on System Protection to view details. System protection includes Realtime file
protection. Endpoint Secure Manager administrator can configure to allow or not allow end
users to change Agent settings. If the administrator does not allow the end users to modify
the configuration, the message “Changes are prohibited per the Admin” will appear, as
shown below.

- Realtime Protection
v

Click on Advanced Threat Protection to enter the following page., which provides
Ransomware Protection, Fileless Attack Protection, and Stubborn Malware Protection, as
shown below:
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< Advanced Threat Protection

@ Ransomware Protection (Changes are prohibit the Admin View

Plant decay files in critical system directories and monitor for encryption behavior by
ransomware.

Fileless Attack Protection (Changes are or

— e prehibited per the Admin View
A fileless attack is an advanced attacking technique where a malicious program can inject code
into PowerShell scripts to obtain elevated access privileges and then launch attacks.

@ Persistent Malware Protection (Always On

Remove persistent malware and viruses.

Click on Network Protection to view details. Network Protection includes RDP brute-force
attack protection and SMB brute-force attack protection, as shown below:

&« Network Protection

*p RDP brute-force attack detection (Changes are pro ed per the Admin View
: Detect and block RDP brute-force login attempts
SMB brute-force attack detection (Changes are prohibited per the Admin View

Detect and block SME brute-force login attempts

Click on Others to view other protection details, including Self-Defense and Peripheral
Control, as shown below.

< Others

° Self-Defense

k external attempts to terminate Endpoint Secure Agent to ensure that your computer is

protected by the Agent

ﬁ Peripheral Control

al via USB to avoid secunty threats
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Peripheral Control is enabled by default. When a USB device is inserted into the endpoint, a
message will pop up in the lower right corner, as shown below. You can open, eject the USB
device, or perform virus scan on it.

X
USB dev... (F)
Free: i Total:
Open Eject Scan

4.5 Tools

System tools include Ransomware Decryption, Mining Virus Inspector, False Positive Report,

and Feedback.

@ Protect Agent oA =2 = X
Security ’E) Ransomware Decryption
Find ransomware r
family name, or by uploading an e

/El Mining Virus Inspector
@ A Use memaory scanning techniques to support searching mining virus by processes and startup items.
Realtime Protection
- False Positive Report

- Feedback

our feedback, suggestions or security issues to us, and we will respond to you as soon as

Ransomware Decryption: When a server is encrypted by ransomware, you use
ransomware decryption tool to query the ransomware information and check whether there
is decryption by providing characteristics of the ransomware, such as the encrypted file suffix

and ransomware information.
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4.6 Settings

Click on the icon @ in the upper right corner of the client to enter the Setting, as shown below:

gpmw ® Jian how Sangfor Endpoint Secure has been protecting you for 1 days BV —

®

Security Realtime Protection:
7 ON

k
¢

7 (last 30 da

g

Virus Scan

thl Protection in Last 30 Days

©

Realtime Protection ‘ Total Blocks: 0

. L ey iy

& Messages

o
@ The antivirus database is upgraded from 20200602180753 version to 20... R
ansomware
Protection
~
s
'S’ Endpoint Secure Agent - Settings
(¢) Virus Scan Virus Scan
= System
& : »
Protection Quick
uick
 Advanced Threat
~ Protection O Balanced
lotwor anced de occu age, keepir o d 4
® Ncmo,.k N
Protection
Low-impact
8 Notification
&) Others
v #& Sangfor Engine Zero (Always On
© Gene Analytic Engine
B Behavioral Analytic Engine
’ @ Cloud-Based Engine (Always On
Skip files larger than 50 MB
Scan compressed files up to 3 layers deep
Restore Defaults BENEN | Save and Exit

On the above page, there are the following tabs: Virus Scan, System Protection, Advanced
Threat Protection, Network Protection, Notifications, and Others. Each function has the same

configuration items on the Manager except the notification settings, and the administrator
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can reclaim the configuration permissions of the Agent. There is a lock icon on the right side

of each function in Endpoints > Security Protection on the Manger. For example, on the

| Realtime File System Protection ¥2
Manager, this indicates end users are not allowed

to change this function settings on endpoints. When the lock icon is grayed, this means end

users can change the settings on endpoints.
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&' Endpoint Secure Agent - Settings

O] 1s Sca Virus Scan

Quick

© Balanced

nced Threat

Protection

Protection

Low-impact
Notification
Others

§% Sangfor Engine Zero (Always On

© Gene Analytic Engine
V| Behavioral Analytic Engine

& C(loud-Based Engine (Always On

Skip files larger than 50 MB

Scan compressed files up to 3 layers deep
Restore Defaults m Save and Exit
Virus Scan: This includes CPU Usage, Security Engine, File Scan and Action.
For CPU Usage, you can choose High, Balanced, or Low.
High: This consumes the most CPU resources but scan speed is faster.

Balanced: This consumes no more than 30% CPU resources, balancing CPU usage and scan
speed.

Low: This consumes no more than 10% CPU resources,but scan speed is slow.
Refer to chapter 4.3 for introduction.

Define the size of the scanned file and the maximum compression level of the
scanned file (the maximum is 10).

Set the action on discovered threat files. It has the following options: Standard,
Enhanced and No Action- Report Only.

Standard: Automatically fix or quarantine malicious files based on default virus detection s
ettings. You can also deal with infected files manually, and manually recover files from Qua
rantine. Sangfor Endpoint Secure continuously updates to enhance protection against evolv
ing threats.

Enhanced: Fix or quarantine all malicious files automatically. You can manually restore fil
es from Quarantine. This option is suitable for Enhanced Protection scenarios.

No Action-Report Only: Report malicious files to the Manager, but do not automatically
fix or quarantine them. This option is suitable for scenarios in which an on-duty security
professional is responsible for fixing threats.
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Click Save to save the current page configuration and then users can continue to go to
other tabs under Settings for configuration.

Click Save and Exit to save the current page configuration and exit the Settings window.

S’ Endpoint Secure Agent - Settings

#) Virus Scan Realtime Protection
- System -
Protection
© High
Realtime Protectior Monitor all file actions. Performance impact
) Advanced Threat Medium
Protection Low
am Network R
Protection

{8 Notification )
#& Sangfor Engine Zero

() Others @ Gene Analytic Engine

v & C(loud-Based Engine (Always On

Documents
Script
Executable
Compressed (1)

Restore Defaults SN | Save and Exit

S Endpoint Secure Agent - Settings x

W Wm L_|0Ud-pdased cngine [AIWays Jn,

{¢) Virus Scan

- System

Protection
Documents

Realtime Protection

Script
r Advanced Threat Executable
" Protection Compressed @
q Network ,
Protection
18 Notification o
Skip files larger than 50 MB
) Others Scan compressed files up to 3 layers deep
Standard
Enhanced

© No Action - Report Only

Report malicious files to the Manager, but do not automatically fix or quarantine them. This option is
suitable for scenarios in which an on-duty security professional is responsible for fixing threats.

Restore Defaults LEWEN | Save and Exit

System Protection: The system protection sets the protection level, security engine, file
type, scanned file, and action of real-time protection. The settings are consistent with the
realtime protection settings on the Manager. For details, please refer to the "3.3.3.3 Realtime
Protection" chapter.
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< Endpoint Secure Agent - Settings

(#) Virus Scan Ransomware Protection

System
R >

Protection Auto fix

i Threat

© No Action - Report Only

® Network

» H -
Protection Fileless Attack Protection

8 Notification
© Block script execution
) Others No Action - Report Only

Restore Defaults PEWEN | Save and Exit

Advanced Threat Protection: Advanced threat protection settings include Ransomware
Protection and Fileless Attack Protection. The settings of the two functions are consistent
with that of the corresponding feature on the Manager. For details, refer to the "3.3.3.3
Realtime Protection" chapter.

€' Endpoint Secure Agent - Settings

(¢) Virus Scan RDP Brute-Force Attack Detection

3 System

A . »
** Protection

Ad o Over 15 brute-force login attempts per minute G
+ Advance reat

Protection

® Network

“ Protection " e 5
Block for 30 minutes

AT © No Action - Report Only

9% Notification

SMB Brute-Force Attack Detection

J Others

Over 100 brute-force login attempts per minute (i

Block for 30 minutes

© No Action - Report Only

Restore Defaults Save and Exit

Network Protection: Network protection settings include RDP brute force detection and
SMB brute force detection settings. The setting of each parameter is consistent with the
setting method of brute force crack detection on the management platform. For details,
please refer to the "3.3.3.3 Real-time Protection” chapter.
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ré" Endpoint Secure Agent - Settings %
#) Virus Scan Notification
= System -

o .
Protection . .
Turn on virus scan notifications

Realtime Protection Show notification of results when scan is complete

. Advanced Threat Show notification 30 minutes before scheduled virus scan

~ Protection Show notification when no scan conducted 30 days
Metwork
(5]

Protection

e . . ) _—
¢ Notification Turn on realtime file system protection notifications

Z) Others

Turn on ransomware honeypot notifications

Turn on PowerShell fileless attack notifications
Show notifications for all PowerShell fileless attacks

© skip repetitive PowerShell fileless attacks of the same type

Restore Defaults BN | Save and Exit

Notification: This tab notification settings include virus scan notification settings,
realtime protection notification settings, ransomware honeypot notification settings and
PowerShell fileless attack protection notification settings. Users can configure whether to
allow notifications according to actual needs.

4.7 Logs

Click the icon — in the upper right corner of the Agent page to view logs, as shown
below.
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g Protect Agent ® Jian how Sangfor Endpoint Secure has been protecting you for 1 days & Q= — X
* & Asset
Security Realtime [5 Logs
7 ON : )
= - o 2 <o (8] Quarantine
? E Trust
Virus Scan
o Contact Admin
thil Protection in Last 30 Days _
@ © Update
2 About Us
Realtime Protection
[ Exit
& Messages o
# The antivirus database is upgraded from 20200602180753 version to 20... R
ansomware
Protection
e
(&
E' Logs X
Virus Scan  Realtime Protection
& Export U Clear Last 7 days
[ cted 0 hreats @ &+  Pen ding tai
2020.06.12 17:36:37 Custom scan Manual 2 2 ie
2020.06.12 17:35:30 Quick Scan Manual 1 0 View
2020.06.12 17:31:14 Quick Scan Manual 1 1 View
2020.06.12 16:36:46 Custom scan Manual 1 1 View
2020.06.12 16:36:10 Custom scan Manual 1 0 View
2020.06.12 16:34:02 Custom scan Manual 5 0 View
2020.06.12 16:29:39 Custom scan Manual 1 0 View
2020.06.11 17:08:42 Custom scan Manual 0 0 View

Security logs include virus scan logs and realtime protection logs.

Reatime protection log is a security log generated when a threat file is detected after
realtime file protection is enabled.

The virus scan log refers to the records of operationsthat trigger virus scan. Click View to
view the details of the virus scan, as shown below.
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20200612 17.36:37.10g - Notepad - o x

file Edit Format View Help
official website: https://www.sangfor.com/ A
Anti-virus Database: 20200609200811

Operation Type: Manual

Task Type: Custom scan

File path: C:\Users\sangfor\Desktop\#i#it:4x (A7)l & 6%: sangfor)

Start Time: 2020.06.12 17:36:21

End Time: 2020.06.12 17:36:22

Time Taken: 00:00:01

scanned Files: 2

Threats: 2

Threats Fixed: @

Threat Details:

NO.1

Threat Name: Ransom.Win32.CrySiS.uwzg

virus Location: c:\users\sangfor\desktop\#i ity 4 (fif )& f: sangfor) \¥h&Ay#i L H\crysis ransomware id-id.[silver@decryption.biz].bizer
MDS Hash: 0a5937225c056¢6¢16063770€002508

Severity: High

Status: Pending

NO.2

Threat Name: Ransom.Win32.CrySiS.uwzg

virus Location: c:\users\sangfor\desktop\##itf & (fif/K#&f%: sangfor) \¥&#i#i Efl\crysis ransomware id-id.[silver@decryption.biz] - copy.bizer
MDS5 Hash: ©a5937225c056c6c168f63770e002508

Severity: High

status: Pending

Scan completed )

n1,Col 1 100%  Windows (CRLF) UTF-16 LE

4.8 Quarantine/Trust

When Endpoint Secure detects a threat file, it will quarantine it and move the file to the
Quarantine. The file or process that has been misreported can be added to the Trust, and
the files in the Trust will be skipped from virus scan and file Realtime monitoring.

Click the icon — in the upper right corner to view the page, as shown below.
@Pmtecthgem ® Jian how Sangfor Endpoint Secure has been protecting you for 1 days & Q= — X
* & Asset

Security Realtime =] Logs
7 ON » 4
- Fix 1 = = = ¥ Quarantine
9 E Trust
Virus Scan
Jn Contact Admin
hil Protection in Last 30 Days !
@ © Update
24 About Us
Realtime Protection
[ Ex
& Messages o
@ The antivirus database is upgraded from 20200602180753 version to 20... Ransorrw- s
Protection
o
<

Click Quarantine to enter the following page. The files in the Quarantine can be restored,
completely deleted, or cleared with one click, as shown below.
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S Quarantine

@ Restore [ Delete [J Clear
Quarantined File Virus Name Virus Type Time Quarantiend Operation

] c\users\sangfor\..b ransomware 5.1 Ransom.Win32.Gand... ransomware 2020-06-12 16:34:02 Copy
c\users\sangfor\...otonmail.comjcmg Trojan.Win32.5ave.a Trojan 2020-06-12 16:34:02  Copy
c:\users\sangfor\...b ransomware 5.2 Ransom.Win32.Gand... ransomware 2020-06-12 16:34:02  Copy
c\users\sangfor\...ter_auchentoshan Trojan.Win32.Save.a Trojan 2020-06-12 16:34:02  Copy
c:\users\sangfor\...utanota.com].air Ransom.Win32.CrySiS... ransomware 2020-06-12 16:29:38 Copy
c\users\sangfor\..mentreceipt.docm Heur.Macro.Downloa... others 2020-06-09 12:02:56  Copy
c\users\sangfor\...nel_v3.5.exe.rar Trojan.Win32.Save.a Trojan 2020-06-05 11:02:20 Copy
c\users\sangfor\...nel_v3.5.exe.zip Trojan.Win32.Save.a Trojan 2020-06-05 10:56:31  Copy
c\users\sangfor\..y_panel_v3.5.ex_ Trojan.Win32.Save.a Trojan 2020-06-04 17:18:57 Copy
c\users\sangfor\..rd\gameguard.exe Riskware.Win32.Agen... others 2020-06-04 10:17:59  Copy

Total: 12 1

The Trust page lists all the trusted files, paths, and processes., You can trust any files,
directories, and processes, as shown in the following figure.

3 Trust X

Files(5) Paths(0) Process(0)

Trusted files will not be scanned. You may speed up scan process, but make protection incomplete,

© Add W Untrust

Files. Time Trusted QOperation
c\users\sangfor\downloads\...ater6.1\startup\unpkg\app1 2020-05-21 23:53:34 Copy
c\users\sangfor\documents\...0170282\filerecv\utils.zip 2020-05-23 00:01:05 Copy
c\users\sangfor\documents\..Is\utils\hping3_static_x64 2020-05-23 00:01:35 Copy
c\users\sangfor\documents\...\equity_panel_v3.5.exe.zip 2020-06-05 11:01:30 Copy
c\users\sangfor\documents\....exe\equity_panel_v3.5.exe 2020-06-05 11:01:42 Copy

Total: 5 1
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4.9 Agent Tray

You can perform some operations quickly through Endpoint Secure Protect Agent tray in the
lower right corner of the system. Right-click on the Agent icon and you will see the following
page, as shown below:

1 @ Uptime: 1 days
Security Virus Scan
C
1o S
Realtime Protection Tools
d
] [] Realtime Protection (v

U [2 Quarantine

[=] Logs

&) No Notification

I Admin Update Exit |

Uptime: Shows how long Endpoint Secure Protect Agent has protected the endpoints.

The Security, Virus Scan, Realtime Protection, Tools, Quarantine, and Logs are all quick
entries to the functions provided.

No Notification: When it is enabled, the Endpoint Secure Protect Agent detects a threat
file and will not prompt a notification. This function can be individually configured by the
customer or by the Manager administrator.

Admin: Click to view administrator information. When needing assistance in using
Endpoint Secure Protect Agent, the user can get contact with the administrator quickly.
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'S’ Admin X

Admin: CTl
Mobile Number: 01277171 29
Email Address: tech.support@sangfor.com

oK

The administrator information can be set on the Manager. For details, please refer to the
"3.3.3.1 Basic Policy" chapter.
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Chapter 5 Appendix

5.1 Appendix 1: Micro-Segmentation Scenario

5.1.1 Scenario 1

In a daily office scenario, a working endpoint has access to OA web server, the web server can access

the database, and the working endpoint has no access to the database server.

Database C

(—.
Q Web_OA_B

=7
-
s

Description:

PC (endpoint A, with or without the Agent), Web server (endpoint B) and database server (endpoint
C, with the Agent installed and can communicate with MGR)

Network connection among endpoints A, B, and C (you can use the ping command to verify)
Expected Results:

The PC (endpoint A) can access port 80 of WEB_OA _B and cannot access other ports.

The PC (endpoint A) cannot access database Database_C (endpoint C).

WEB_OA_B can access port 3306 of database Database_C and cannot access other ports.
Configuration Steps:

® Log in to the Endpoint Secure Manager, go to Micro-Segmentation > Business Systems,
click Add to create a new business system, and add the web OA server to the OA server group.

Add the database server to the database server system.
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Add New Business System

Endpoint OA_Server

Add New Business System

Name Database

Endpoint Database

® Go to Micro-Segmentation > IP Groups, and configure the IP range that can access the web

server in the office endpoint. The name is OA system. Note that this IP range should include the

IP address of endpoint A. Select Intranet.

Add New IP Group

OA server

192.168.19.0/24

Internet O Intranet

QA system IP Group.

@ sangfor Endpoint Secure

Micro-Segmentation « gyt
[® Micro-Segmentation + New Q) Refresh ad
= Traffic No.  Service Name Protocol Fort Traffic Type Remarks Operation
& Business System nrtp Tcp 8 Business Traffic Eait
Role -
2 msmq Tcp 1801 Business Traffic - Edit

@ 1P Group
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® The mysql database uses the 3306 port as a test built-in port.

@ sangfor Endpoint Secure

Micro-Segmentation

Service

[ Micro-Segmentation + New € Refresh D

Traffic No.  Service Name Protocal Port Traffic Type Remarks Operation

@ Business System mysal ep 3206 susiness ratfc Ean ‘

Rale

(@® 1P Group

® Configure Micro-segmentation policy to use the above configuration items. The office

endpoint has access to the OA's web server.

Add New Policy X
Name : Allow_port_80
Source : Local PC —

1l

Destination:  OA server

Service : hitp(TCP:80)

Action : O Allow Deny

® The OA server has access to port 3306 of the database server.
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Add New Policy X
Name : Allow_port_3306
Source : OA server —

Destination : Datahase

Service : mysql(TCP:3306)

Action : o AHO'.'.' Deny

® View the policy distribution to endpoints.

@ Sangfor Endpoint Secure E Micro-Segmentation

Micro-Segmentation « Micro-Segmentation

[@ Micro-Segmentation o+ Ne Action

[ Traffic Statistics Priority Name Source Destination Service Acti.. Mat Latest Match
@ Business System

Role

Policy-matching priority: newly-added allow policy > newly-added deny policy > default policy

®  Check the access status of the PC (Endpoint A) to Port 80 of Web server (Endpoint B), and try to
access the Webpage of endpoint B (you can also open the command line on the PC (endpoint A),

use the telnet command, for example, enter telnet 172.16.xxx.xxx 80).

® Check the access status of the PC (endpoint A) to the other ports (any port) of Web server
(endpoint B).

®  Check the access status of Web server (endpoint B) to port 3306 of database server (endpoint C).
(Windows-> Linux, Windows-> Windows: You can also use the telnet command on the Windows
server, enter telnet 172.16.xxx.xxx (IP address of endpoint B) 3306. Linux-> Linux: In the case
that both are Linux servers, endpoint C first uses the nc command nc -13306 to listen to the port.
Endpoint B uses the nc command nc IP address port. Then endpoint B can enter the information

on the command line page and press Enter to see if endpoint C receives it.

®  Check the access status of the PC (endpoint A) to 3306 port of the database server (endpoint C).
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® Go to Logs > Security Logs. Select Micro-Segmentation in Log Type to view the micro-

segmentation log.

@ Sangfor Endpoint Secure

Logs «“ Security Logs

Operation

[ Correlation Logs

Week 2019-09-29 ~ 2019-10-05
2] Operations Logs
[E] Admin Logs
No. Visitor Src Process Source IP Service Provi Dst Process DstIP Service Total F... Last Detected Name Acti

B Security Report

DESKTOP-0A. C:/Windows/syste. 192.168. Default Publi 40.81.120.44 udp:3544 1.8 Mb 2019-09-29 Default outbou

5.1.2 Scenario 2

When ransomware spreads, the shared ports and the remote desktop ports of all endpoints can be

blocked by micro-segmentation, preventing the ransomware from spreading.

userl user?2 user3 serverl server?

Description:

When there is a ransomware in the user zone, the ransomware will spread via Port 135, 136, 137, 139,
445 and 3389. When it is not possible to remove it immediately, you can use micro-segmentation to
block the ports of all the endpoints (PCs, servers). Confirm which servers need to use Port 3389 to
perform remote login or use the sharing function in advance. If necessary, you can configure allowing

policy to allow the specific endpoints to access.
Expected Results:
1. All the endpoints cannot access each other's sharing service port or remote desktop port.

2. Only a few endpoints that need to use the shared services can access the sharing service port or

remote desktop port.

Configuration Steps:
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® Assign all the endpoints to the corresponding business system zones. As shown in the above

figure, there are three user zones and two server zones.

User zone 1

Add Business System

User1

SANGFOR

User zone 2

Add Business System

Name User2

Endpoint CTI0033

User zone 3

Add Business System

User3

CTi0025

Server zone 1
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Add Business System

Name : Serverl

Endpoint : Centos server

Server zone 2

Add Business System

Server2

Rednat server

Complete the configuration of a new business system.

® The built-in Default Public IP Group is 0.0.0.0 - 255.255.255.255. This IP group can be called to

prevent all IPs on the intranet from accessing each other's shared port.

@ Sangfor Endpoint Secure Micro-Segmentation

Micro-Segmentation «

IP Group

[@ Micro-Segmentation + New ) Refresh

[ Traffic Statistics Priori.. Name 1P Address Type Remarks Operatit

@ Business System PC 192.200.19.79 Internal elete | Edit

Role
2 Default Internal IP Group 10.0.0.0-10.255.255.255, 172.160.... Internal Internal IP addresses Delete | Edit

IP Group
4 Default Public IP Group 0.0.0.0-255.255.255.255 Public Public IP addresses | Delete  Edit

B Service

® Define services, including the shared ports to be disabled. Includes TCP (135, 136, 137, 139, 445)

ports. Call the remote login ports on the Endpoint Secure Manager.
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Add Service

SmBe

TCcp uDP

135,136,137,139,445

Typ... @ Other traffic  Business traffic Maintenance traffic

Remarks

® Configure a micro-segmentation policy to deny any shared port access between all the endpoints

(PCs, servers) and access from all the Internet IPs to intranet endpoints via shared port.

Select the default public IP group in the IP group as the source.

Source X
Type : Business System Role Server
Available IP group management Selected Clear
B all Name Operat...
PC Default Public IP Group X

Default Internal IP Group

Default Public IP Group

Select 5 business systems as the destinations.
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x

Type: © Business System Role Server IP Group
Available Selected Clear
Ball 6 Name Operat...
User3 User3 X
User1 Userl X
Server1 Serverl X
Local PC Server2 X
Server2 User2 X
User2

“ Cancel

Select customized SMB and built-in rdp as services.

The policy is configured as follows:

Add New Policy

Deny Ransomware
Default Public IP Group
User3, User1, Server1, Server2, User2

SMB(TCP:135,136,137,139,445),rdp(TCP:3389

® When a endpoint needs to access the server's shared port or requires remote desktop, you need

to configure the policy to allow it.

Add the endpoints that will initiate the access to the IP group.
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Add New IP Group

Allow shared port

192.168.1.100

Type: Public O Internal

Remarks

® Then configure an Allowing Policy for the access from the PC to the server. Select the IP group

as the source and select the server as the destination.

Add New Policy

Allow SM-RDP
Allow shared port
Server1, Server2

SMB(TCP:135,136,137,139,445),rdp(TCP-3389)

The configuration for this scenario is completed.
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