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Background:

INTERNET

Ethl:
121.122. 31. 113/24

Eth4:
192. 200. 19. 1/24

Server:
192. 200. 19. 2/24

One customer has a Sangfor NGAF, They want staffs in outside on business can use NGAF SSL
VPN access to intranet and then visit server.

Configuration:

NGAF configuration:

1. Chose deployment and enable SSL VPN service
NGAF support Gateway and Single-Arm

Navigation B || Deployment
P &
* Status — || 4. As S5L VPN service stopped, user cannot connect to SSL VPN to access internal resuurc:aH Start SSL VPN service |
b Network
b Security Databases Deployment
|' ki ‘ Mode: @ Gateway ) Single-Arm
2 E
4 551 VPN
Anline Lies WAN and LAN interfaces need to be configured.
Deployment =
Interface Settings
Users
Resources
LAN Interface: =
Roles |bth4 ‘ |
Login Opticns WAN Interface: |ethl hd
Logging In
Authentication B | oK |
Certificate

(Only support from WAN interface login SSL and access LAN interface, Support gateway and
single-arm mode )

2. Create User group and user
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(not support LDAP ,but user can bind PC hardware ID)

» Security Databases

~* VPN

435L VPN

> Online Users

> Deployment

> Resources
> Roles
> Login Options

> Logging In

* Authentication

> Certificate

3. Add resources

I

Search =
8 Group: /
E] \5\/‘3 Path: /
Default group s groups:1, total subgroups:1, users:1, total users:1

View/Edit Attributes

Group/User

@Add - @ Delete [ZiEdit (@ Select ~ | g@Hardware 1D [ Import - g Move ¥ More - & Associated Resources | [ Unfold Al

Search by Name  |Enter keyword

O name = Type  Description

D

(Only support TCP app, Can't test by PING )

Navigation

b Status

b Network

} Security Databases

~ VPN

4 55L VPN
» Online Users
» Deployment
* Users
* Resources
* Roles
> Login Options
* Legging In
* Authentication

» Certificate

[ IPSec VPN

} Objects

} Decryption

b lisars

e
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Baszic Attributes

Mame: 192.200.19.200 *
Description:

Type: HTTP hd

Address: | 192 200.19.200/itsc//80:80

m

£ @ &

Program Path:

Path could be absolute path and environment wariable (e.g. Yawindir¥a).

Added To: Default group »

Enable resource

Visible for user

4. Add role bind resources to user

b Status

b Network

» Security Databases

~ VPN

4 S5LVPN
> Online Users
> Deployment
> Users
* Resources
> Roles
> Login Options
* Logging In
> Authentication

* Certificate

| IPSec VPN

m

Roles

Basic Attributes

Name: role «
Description:
Assigned To: | /,Default aroup | select User/Group |

Enable Role

Associated Resources

[ select Resource
Nams Type Description

152.200.19.200 HTTP

5. Set login options (default https login port is 4430)

We can also enable webagent for dynamic IP assgnment.

[ 8 pefault group Group  Itis predefined group and cannot be remaved.

Public/Private StatL

Public user group 4

Private user L
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b Status =

Login Gptions

Login Port

» Network

b Security Databazes HTTPS Port:| 4430

- WPN

WebAgent Settings
4 SSL VPN o o
©nline Users [] Enable WebAgent far dynamic I[P assignment
Deploymant

Users @ add @ Delete [edit WTest T Refresh
R
esaurees [ webagent
Roles

Login Options
* Legging In

» Authentication

» Certificate

* IPSec VPN

» Objects

Client:

1. Use https://AFIP:4430 to login SSL VPN

& C O W @F heps//192.200.19.1:4430/por/login_psw.csp?rnd=0.6458798423964271&language=

6 uage
2020, | [ Access to SSLVPN < |+
S—
Access SSL VPN
test
LIl
qIn
# Failed to install components automatically. Please download components.
# Login error. Please download SSL VPN repair tool to repair components.
2. After login we can see the resources
& C € % @& bh#ps/192.200.19.1:4420/por/service.csp?rnd=flgchifbfckneech 2E v Q.EF
| == J [ Access to 5SL VPN X L+
S SANGFOR
e
192.200.19.200 Type:HTTP

I

8 Default group
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